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ID/Password : admin/admin
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3.1. EER—,D IP PRLRABTE
BIG-IP ~, EAaY—IILy—TJ)L(EHE)ZEE L. Baud Rate 19,200 THE#HELET ,

{51 : BIG-IP2000S

RS232C (#R)

< BERS—JIL(RH)

RJ-45(74 R)

BIG-IP 2000 SERIES A -
<> -

\4
R -

5 : TeraTerm M) 7 JLIR—RERTE

[Tora Term: Sorial port setup x
Pott EeIT o |
Baud rate: IWL,

Data: m Cancel |
Parity: lm
Stop: 1 bit -] Help |

FElow control: none 'l

Transmit delay

I 0 msec/char I 0 msec/line

(1) TI4LbETAUE LT TY,

ID: root
Password: default

(2) BEKR—LD IP PRLREHRTET B1=6HIZ,. A< K config ZAHL.Enter LET,

BIG-IP 11.4.8 Build 142.8
Hernel 2.6.32-220.el6.f5.=x86_64 on an xB6_6G4
localhost login: root

La=st login: Mon May 13 HE8:29:82 on ttyl
[root@localhost :NO LICENSE:Standalonel config #
[root@localhost :NO LICENSE:Standalonel config # config_




(3) OKLZFY,

F5 Management Port Setup

Configuration Utility
Use this utility to add an IP address, netmask and default route
for the management port on this system.
You must add an IP address and netmask for the management port
before you can use the web-based Setup wutililty.

(4) DHCP ZFRT AN EINEHNTEEIT DT, BEBICEHLETRELET .
ARIRETIL, DHCP [FFIALEZLD T, TNoJZ:&EIRLET .

F5 Management Port Setup

Configure IP Address
Use automatic configuration of IP address?

Current IP Address: 192.168.1.245
Current MNetmask: 255.255.255.8
Default Route:

(5) BEAR—FIPEZELFET,

F5 Management Port Setup

Configure IP Address
IP Address

[172.28.15.283

<Cancel>




(6) HITRYNIRIEHRELET

F5 Management Port Setup

Configure Hetmask
Hetmask

l255.255.255.8

<Cancel>

(7) T2AWNT—bITAERETEINEINEFNTETT DT REICEHLETHRELFTFT
ARETIILELZDT, Yes1ZERLET,

F5 Management Port Setup

Management Route
Do you Want to create a default route for the Management port?
Thiz i=s required if you want to connect to the management port
from another subnet.

(8) TIAINT—bITAERELET,

F5 Management Port Setup

Configure Management Route
HManagement Route

[1?2.23.15.254

<Cancel>




(9) BEXMHRAL. BBELTNIE Yes 1 EBIRLET
F5

HManagement Port Setup

Confirm Configuration
Accept these =settings?

IP Address: 172.28.15.288
Netmask: 255.255.255.8
Default Route: 172_28.15.254

10



3.2. BER—FAD GUI THER->SMEVRDEE

EIRA PC M5, REL=BIG-IP DEE IP PRLAAN HTTPS TFU®ALET,

EERAPC ISA VAT ITAR—=230 DE, AV EI—R YN ERTEIRIETHIVLENHYET,

FIAILADEEAZEIE, ERICHRELEEBAZE TGO, U TOLSGEAEMNIBNET N, [HITTD15:EIR
LTLEEEY,

CSIAETS—: FEF—TasiiTossENE L. - Windows Internet Explorer =]

(S N - |1 R
B

1

@ = Web Hor btz T SRS C SRSEEN B D =

C@ Web H-f bTIRRENZEF1 U MASE. EHESNTIRBEN SRITSNTENTIES D
FtA,

Z@ Web R"—ITIRRENIZEF 1 UF 0 ABASE. SHEEMINTOLINEZENTESDEE

Ase

Cm Web U hTIRRESNIZEF L UF 1 EBER. Bl web U1 b7 FLRRBICRITENEZEOT
Fo

TFIUFFIRAEOMECIOT. Filt. SELOIE1—4—hBH5—)(—CRESNBEEE
EHDZEENTFRENTV BN BNET,

ZOR—TEECT. IO Web Hf FOBEZERTULBNC L EEELEFT.

@ CTEZUZLTIO Web R—I%2BGB.

B CoY A hOMEESRITT B (BESNFEZA).

© HHER

1) a1 BEEABRNET DT, LTDTI4ILED ID & Password TAY A2 LTLZELY,
ID:admin

Password:admin
5 BIG-IP@ — bigip1 (172.23.15.208) - Windows Internet Explorer

Welcome to the BIG-IP Configuration Utility.

Log in with your username and password using the fields on the left.
1P Address

172.28.15.208

Username

|admm

11



(2) TNextiRE2UEHLET,
é BIG-IP® — bigip1 (172.28.15.208) - Windows Internet Explorer _ Ellil
m v [@ https /17228 16 208 A0/ O] mmrzars- | 4] x| o o7 @

(=) BIG-IP@ - bigipl (1722615 % | |
| I7AMF) REE FTO) BREADA W-UT) AJLIH)

Mo license exists for this device

| ONLINE (ACTIVE)
|| standalone

I Provisioning Warning

Setup Utility »» Introduction

Setup Utility

Introduction

Welcome

License -
Setup Utility

Resource Provisioning To begin configuring this BIG-IP& system, please complete the Setup Utility. To begin, click the “Next” button

Device Certificates

Platform

Metwork

Redundancy

VLANS

ConfigSync

Failover

Mirraring

Active/Standby Pair 1

Discover Peer

(3) FAEVAMNLENIEEZRRLTLET, Activate J/RZVERLET,

é BIG-IP® - bigip1 (172.28.15.208) - Windows Internet Explorer =] 3]

mv |2 hetps77172.28.15.208 i/ O] smrgars- |4 x| o o7 @
© P - bigip! (1722015 % ||

| 77AMFY REE FTO BREADA W-UT) ANLHH)

Mo license exists for this device

]| OHLINE (ACTIVE)
|| standalone

I Provisioning Warning

Setup Utility

X General Properties
Introduction

| License Not Activated

License
Resource Provisioning
Device Certificates
Platform
Metwork
Redundancy
VLAMS
ConfigSync
Failover I
Mirraring
Active/Standby Pair

Discover Peer

12



(4) BALESAEVRDLP R —avF—F A AL, Next ) RAVERLET,
- 1{172.28.15.208) -

L) I 5 i
G.:; < [Eheer ezt

2 BIG-IP® - bieip] (172.20.15... %

dows Internet Explorer

=lol x|
O] @ mrEers- | 9] x o 7 o

| e MF) REE FTM BREAA W-Lm ALZH)

Mo license exists for this device

]| ONLINE (ACTIVE)
|| standalone
I Provisioning Warning

Setup Utility »» License

Setup Utility

General Properties

Introduction

5
Base Registration Key [HLRBGTRACT-HRIZH-ANVQI-BULPU Revert LY RARL— 3204

License

Add-On Key Mdl

Resource Provisioning

Device Certificates
Platform Add-On Registration Key List
MNetwork

Edit] Dalete

c Automatic (requires outbound connectivity) & Manual

Redundancy
Activation Method

WLANS

Config8ync Mext...
Failover

Mirroring

Active/Standby Pair

Discover Peer

(5) Dossier]&xaE—L. Step2 MIClick here to access F5 Licensing Server1& 21y LEd,

1(172.28.15.208)

dows Internet Explorer

=101x]
2| mraors- | 4| x o 7 @

v [@ : i
@Tg; ~ [Ehttpss7 172281520877

2 BIG-1P® - bigip1 (172.28.15.. %

| ZrAMF) REE FTN BRI Wl AgLIH)

No license exists for this device

]| ONLINE (ACTIVE)
| standalone
| Provisioning Warning

Setup Utility »» License

Setup Utility

General Properties
Registration Key

Introduction

HLRBG-TRACT-HRIZH-ANVQI-JBULIPU
License .
Registration Key List
Resource Provisioning

R e CopuPaste Ted  Downloadoload File

Device Certificates
Platform

MNetwork
Redundancy Step 1: Dossier
WLANS

ConfigSync

Dossier &
atE—,

Failover

Step 2: Licensing Server Click here to access F5 Licensing Server

Mirraring

20979,

Active/Standby Pair
Discover Peer

Btep 3: License

13



(6) SAtEREIFT BT D Web H 1 k:activate.f5.com ~FRUEF D T, [Enter your dossier | 74— JLEDHIZ,
L5 TaE—L1= Dossier Z8EYUHFTET . INextl RZVE#ILET,

= ensing / Activate F§ Product — Windows Internet Explorer o ] |
MU = I@ https:/ factivate ficom/icense/dozsier jsp ,Ojlé‘ |E| |E| |z‘ m “L,:? {'é}
(=% F5 - Product Licensing / A.. X |_|
| e MF) REE FTM BREAA W-Lm ALZH)

‘ AboutF5 | Customer Support |  ContactF5 |  FG Websites Worldwide

Products Training & Services Fartners DevCentral Newsletter Sign-up

Solution Center How to Buy

Home

Product Licensing

PRODUCT LICENSE STATUS
Home / Product Licensing / Activete F5 Produet / Submit Dossier
License Information

. TRAFFIC MANAGEMENT PRODUCTS
Activate F5 Product Activate License for BIG-IP v8.0 and higher
Activate License for BIGP vA.5 or vA.§

. . . Upgrade License to v8.0
This page may be used to license the following products Upgrade License to BIG 17 v 5 or v 6

= ARX 5.3.0 and higher
= BIG-IP 9.x and higher

Downgrade License to BIG-IP v4.2 or Earlier
Add S5L to BIG-IP v4.2 or Earlier

= BIG-IQ . ISMAN PRODUCTS
: EF;EPEQ:ZE ?r:sa.fer Activate License
FIREPASS PRODUCTS

Management Pack
= TrafficShield
* WANJet 4.x TRAFFICSHIELD PRODUCTS

WebAccelerator Activate License
WEBACCELERATOR PRODUCTS
Activate License

Activate License for FirePass v5.x - v6.x

If you are attempting to activate a license for BIG-IP V4.x or iSMan, please click here

To activate your product you will need your product dossier. WANJET PRODUCTS

. Activate License for WANJet 4.x
Enter your dossier
Baceddafdbf991a5b0327572aa304d2e264286d7 32319101171 2202865728880 |4 CENIRATULIL AR G
20456c22ecf0B617F3806781c46d3961 3366 369d2cd97 622 2646885085 beas ° . PRODUCTS
217d8bd101352824c55315F73c52551570a155b8502 5fc68c3 13704 1 58cTabeaaf aE _L,T: Dossier % Activate License for BIG-IG
b=2baff7655162764bbd5d00ce Lece0 177 d2da 2ade 1caobb7co26fdc1 67601 4cebe -

Activat L for Ent [

cdbb2283b705187629399560ccce818773b27dcbd596389bc3621 =a=5ab=7362 EE U4+ i
£f4d1752526d4222b881008=105b=7150 3349288250527 Fc1 3f076e5aicofccc ° ARX PRODUCTS
22131573443263475F1c8 167528792 7#67290a796c515c734b0d63 66862417234 por— P ——————
2c137728 12ca€3010¢b4 1a53d4 11c281 chivate Lisense Tor ATR 8.2 and ngher

0d91670c8ec d485f40c733641ch doe 6a32355174575c9d1114 Upgrade License fo ARX vE.x.x

ad2131543a8d0da2fféd64acd291a9413df3be6197533F6df83 %

OPTIONS

"
Select your dossier file 03 Back to Previous Page

If you are not activating a license for the versions mentioned above, please go to license f5.com for more options.

[https=:/7activate f5com/Ticense/Ticense dojsessionid=F336ADFE7I0D5AESIF 97C..) LI

14



(7) FzvIRYIREFTYILTINext I REVERLFET,
='F3 — Product ensing / Activate F5 Product — Windows Internet Explorer =10 ﬂ
% v | @ https://activate f com/license /license dujsessionid=6336 ADF8T90DEABEIF I70BIERIAEFF 40 O] & [&l[+)[x] o 75 &
(=% F5 - Product Licensing / A.. X

| e MF) REE FTM BREAA W-Lm ALZH)

‘ About F§ Customer Support Contact F5 F5 Websites Worldwide =l

Home Solution Center Products How to Buy Training & Services Hewsletier Sign-up

Product Licensing
PRODUCT LICENSE STATUS

License Information
TRAFFIC MANAGEMENT PRODUCTS
Activate F5 Product Activate License for BIG-IP v3.0 and higher

Activate License for BIG-IP v4.5 or vd.§

g / Produdt Licensing / Adtivate F5 Produd / Accept EULA

Upgrade License to v9.0
Upgrade License to BIG-IP v4.5 or v4.6
Downgrade License to BIG-IP vd 2 or Earlier
Add SSL to BIG-IP v4.2 or Earlier

ISMAN PRODUCTS

Activate License

Step 2- Accept User Legal Agreement

Please agree to the terms of use

END USER SOFTWARE LICENSE ﬂ FIREPASS PRODUCTS
IMPORTANT - READ BEFORE INSTALLING OR OPERATING THIS Activate License for FirePass vb.x - vB.x
PRODUCT

TRAFFICSHIELD PRODUCTS
LICENSEE AGREES TO BE BOUND BY THE TERMS OF THIS AGREEMENT o e
BY
INSTALLING, HAVING INSTALLED, COPYING, OR OTHERWISE USING WEBACCELERATOR PRODUCTS

Activate License

WANJET PRODUCTS

- Activate License for WANJet 4.x
FxvILTINext] CENTRALIZED MANAGEMENT PRODUCTS
Activate License for BIG-1Q

Activate License for Enterprise Manager

N ARX PRODUCTS

Activate License for ARX v5.3.0 and higher
Upgrade License to ARX vB.x.x

ITHE
PRODUCT. IF LICENSEE DOES MOT AGREE, DO MOT INSTALL OR USE _I
—

I have read and agree to the terms of this license

Home | SiteMap | ContactFs | Glossary | Policies | Trademarks @ 199 rks, Inc. All rights reserved
I
(8) ItV ARF—ARTRENHDT, ETCEAE—(FFT7MLEF VO—F)LET,

(:-" F5 - Product vate F5 Product — Windows Internet Explorer =10l x|

% - I@ https:/factivate f5 com/license/accepteulado ,Ojlg‘ |E|| Z‘ ok
2 F - Produst Lisersing / & X

| ZrAMF) REE FTN BRI Wl AgLIH)

‘ About F5 Customer Support Contact F5 F5 Websites Worldwide + =

Home Solution Center Products How to Buy Training & Services Newsletier Sign-up

5 Product Licensing
PRODUCT LICENSE STATUS

License Information
TRAFFIC MANAGEMENT PRODUCTS

Activate F5 Product Activate License for BIG-IP v.0 and higher
Activate License for BIG-IP v4.5 or v4 6

e / Product Licensing / Activate F5

Cut and paste your license key from the form below, or click the download button to download a copy of the license Upgrade License to v9.0
file Upgrade License to BIG-IP vd 5 or vd 6

Downgrade License to BIG-IP v4.2 or Earlier
Add §5L to BIG-IP v4.2 or Earlier

ISMAN PRODUCTS

Activate License

FIREPASS PRODUCTS

Activate License for FirePass v5.x - v6.x
TRAFFICSHIELD PRODUCTS

Activate License

WEBACCELERATOR PRODUCTS

54t>x1‘§$&0 Activate License

WANJET PRODUCTS

Activate License for WANJet 4.x

° CENTRALIZED MANAGEMENT PRODUCTS
: — -
£ i T‘ [j: N Activate License for BIG-1Q

77/{ ) [,é Activate License for Enterprise Manager
N D ARX PRODUCTS
Arora—k,

Activate License for ARX v5.2.0 and higher
Upgrade License to ARX wB.x.x

OPTIONS

Start
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(9) Web 4 A+TaE—L1=54t>R%. [Step3:License IfIZEEY #1+FE T, Next I R2ZBLET,

£ BIG-1P@

1{172.28.15.208) - Windows Internet Explorer

% N ErEE G

2 BIG-IP® - bieip] (172.20.15... %

=10l x|

@ mreens- ||4|x | & 4 @

| 271 IR

RERE) FTW

HRLADCA)

W=IWTE AJLCH)

]| ONLINE (ACTIVE)
|| standalone

I Provisioning Warning

Mo license exists for this device

Setup Utility

Introduction

License

Resource Provisioning

Device Certificates

Platform

MNetwork
Redundancy
WLANS
ConfigSync
Failover
Mirroring
Active/Standby Pair

Discover Peer

General Properties

Registration Key
Registration Key List
Manual Method

Step 1: Dossier

Step 2 Licensing Server

Step 3: License

HLRBG-TRACT-HRIZH-ANVQI-JBULIPU

® CopyiPaste Tet © Download/Upload File

16969e4ceed92dTba82a1302cedc39211cbbd 50bff9e1b5d8d48de1 042323221 9%e0ebal 2d8d5c5eb932325300 &
21led49aecl4a30801892e62d369cetibi44cidebebi0e828671b602e74e1a51b2860££aF1753e9045358120805
33047b4b740270108102081b5e1472681fadfecadfcd866ebcbied0aTatalideTdacklbT0bedbai34883885T
Ib3d3ee001d5f91addac55d103345ebbbT1efd7595f70386b378a670F47ddedfd9e407c81409224736027b1 2d
160c07£e7412ac27e2977855dc8c0b433a10497860d413eddabdbo49e05de48del27a2d4507136845d3204431
jd2fladeccealbddabeacd0adledldadledl 31ddecdT73818b139e7741e81c54464408e6d41b800ded5eTeebddd
Ic23db588cib3bbebbd75a9cE01322153306664dar43018clefb216bcd5661Tbcffc25dadT442518e50c28dde
[6220202£5bc82£69E5be8057412703ba3eatce284371272668c0b62bb2%aled0c93672cf231e319fce56ac53
[40006fbd168£8261313f1baa550380287af0955f495b499878b1 7ccfed45f369df42b0d7faaf341026b4ed3T
[9b5aaa8ellifcaldbecde52d44a55e89bd2%a%bca3ibol5e423c246a5c1265043a3bo415e714c828a1454218 LI

Click here to access F5 Licensing Server

+ =]
i Outbound License Authorization Signature

#

[Puthorization : 3752d63c8760a08328111502cbfc563ec3ce759908832afcdeateldecTd

i

= ~
4 Copyright 1996-2013, F5 NWetworks, Inc. 7/{_&/2
# All rights reserved.

o

C E—

%

REY T,

(10)FRE 3=V BEEMNTET DT, TAPMIIZFIVvIE ANLET,

£ BIG-1P@ - big208 {5jp_local (172.28.15.208) — Windows Internet Explorer

@Tg} v [E 7 e sae o,

0= srmzars- | ¢ x| 2 BIG-TP® - big03 G lcal X

o[
i o7 23

| Zr1F)  REE

|| onumE (ACTIVE)
| standalone

[l won
lﬂ Wizards

) Local Trafmic

Acceleration

Access Policy

= 5
Device Management

£3) Network
System

Configuration

Device Cerlificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Senices

Preferences

Y=IKT) ANHCH)

ministrator

£+ - Configuration

FTW  BRCANR v

Current Resource Allocation

cPU

Disk (20GB)

I EEER L ———————————————————————————
Module | Provisioning | License Status | Required Disk (GB) ‘ Required Memory (MB)

I Management (MGMT) Small - NIA 0 890

[] Carrier Grade NAT (CGNAT) Disabled [~ [%d Unlicensed 0 0

[] Advanced Firewall (AFM) ™ None (% Unlicensed 16 628

[l Application Acceleration Manager (AAM) ™ None (g Limited 32 2050

I Access Policy (APM) 7 [Nominal - = Licensed 12 366 I
[] Application Security (ASH) ™ None %4 Unlicensed 12 808

M Application Visibility and Reporting (AVR) ™ None [ Licensed 16 448

M Enterprise Manager (EM) ™ None & Unlicensed 0 736

[l Global Traffic (GTH) ™ None & Licensed 0 148

I LinkController (LC) ™ None & Unlicensed 0 148

[l Local Traffic (LTM} ¥ [Nominal - [ Licensed 0 284

M Policy Enforcement (PEM) ™ None [=4 Unlicensed 16 696

Il Protocol Security (PSM) I None (=4 Unlicensed 12 764

[Pttos:/7 172, 2815 208/ imui/Control fspmap/tmui/system/resource pro

1
visionine/properties jsp]
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(11)SSL FERAE DRI GEINFET . TIHILFDFEE. INextI RFZVERLET,
- 1(172.26.15.208) - dows Internet Explorer o ] |
%- [@ htios /717228 15 208 s 0 x| seREnrs- IEIIE\ A ok
2 Bl Po - bieip ] (17228.15... X [

| e MF) REE FTM BREAA W-Lm ALZH)

| onLNE (ACTIVE)
| standalone

Setup Utility »» De

Setup Utility
General Properties
Introduction
Mame sener
License X
Certificate Subject(s) localhost.localdomain, MyCompany
Resource Provisioning
Device Certificates (MR DHCTELES
Public Key 2048 bits
Platform
Expires May 11 15:28:06 2023 GMT
MNetwork
Wersion 3
Redundancy
Serial Number edef.5M8dedefad9b
WLANS
Common Name: localhostlocaldomain
ConfigSync Organization MyCompany
Division: MyOrg
i Bubject
Failover = Locality Sealle
Mirraring State Or Province: WA
Country. -
Active/Standby P,
elslandbyFEr Issuer serr
Discover Peer Subject Alternative Name
Public Key Type RSA
Import. Mext. I

(12)7 KA. B4 LY —>  Root/Admin ZRZEND/INRT—RZEHRELET , [Next I R2VEHLET,

1(172.28.15.208) dows Internet Explorer =10l x|

3@ v [@ hipsi/172.28.15.208 i 2| mraors- | 4| x o 7 @
2 BIG-TP® - bigip] (1722815, %

| ZrAMF) REE FTN BRI Wl AgLIH)

Administrator

|l OHLINE (ACTIVE)

Activation Complete
| standalone : >

Setup Utility »» Platform

Setup Utility
General Properties
Introduction
Management Port Configuration | © Automat\c(DHCF')f'— Manual
License

IP Address]/prefix] I 172.28.15.208
Management Port Metwork Mask I 255.255.255.0 255.255.256.0 x|
Management Ruute.l 172.28.15.254

Resource Provisioning

Device Certificates

Platform
Network Host Name I | big208.f5jp.local TI?X }“% é FC D \I —C“?EE c
Redundancy Host IP Address |USe Management F'nrthAddressj
e [ [P C 54 LR E.
ConfigSync
User Administration
Failover
Password:| sssssss
Mirroring Root Account

Confirm: | sssssss
Active/Standby Pair Root & Admin —H M /X —
Password.| ssses

Confirm: | sssss

Discover Peer Admin Account

FE4ETE.

S5H Access 7 Enabled

SSH IP Allow *All Addresses v
Next..

17




RELIZRT—FTRTAVERADES. AT T Ib—>OT A0 HEIIIRRAHYET . TOKIREVEHLET .

Web R—F Ozt — x|

/g, Since you have updated your password, you will be loeeed out and must
LIA loe in with your new password before continuineg.

(13)username = Admin &, FBELIz/S\RT—FTHEQOJA(VLET,

fs G L,:leflwlgcurat\ on Utility

Hostname
big208.15jp.local

Welcome to the BIG-IP Configuration Liility.

Log in with your username and password using the fields on the left
IP Address

172.28.15.208

Your credentials are no longer
valid. Please log in again

Username

Password

Login

{c) Copyright 1996-2013, F5 Networks, Inc., Seattle, Washington. All rights resernved.
FS Networks, Inc. Legal Notices.

(14)C D # . Standard Network Configuration ®INext | ZETOAHF—FERICTRRILLEHT-HREIATRE
TI M. ZCTIRREVR7O—UERIZT 518, Advanced Network Configuration DT Finished J7h% &L

)| OHLIKE (ACTIVE)
| standalone

Setup Utility »» Network

Setup Utility

Standard Network Configuration

Intraduction Create a standard network configuration by configuring these features:
License
+ Redundancy
Resource Provisioning + VLANS
. " + Config Sync
Device Certificates « Failover
Platiorm + Mirroring
« Peer Device Discovery (for Redundant Configurations )
Metwaork
Redundancy L
VLANSs
Configgyne Advanced Network(‘..onﬁgurahon. i - i ) )
- P e lain ia e align Uilify
Failaver ini S
[Finish1R2 & # 7,
Wirroring

Active/Standby Pair

Discover Peer

18



i S E

VLAN %> VLAN 41237 1—ZX~D IP

=1 —]

ax /&

4.1. VLAN DERK

F3°. VLAN Z4ERLET .

Main]*=a1— — TlNetwork] —

| ONLINE (ACTIVE)
| standalone

Main

/= statistics

@ iApp

[ Local Traffic

Acceleration

@ Device Management

E2) Network

Interfaces
Routes
SelfIPs
Packet Filters
Trunks
Tunnels

Route Domains

M

(1) External VLAN M3

dministrator

Network »» VLANs :VLAN List »

General Properties

ERE (Self-IP

BE) KW

LV—Ta29

.=

i

REZITVET,

VLAN | TRRSN-BEEDA LIZH S Create IRV EILET,

VLANS
ARP
IPsec

WCCP

System

Polling Interval

Sampling Rate

Default 'I Default Value: 10 seconds
Default 'I Default Value: 2048 seconds

Cancel | Repeat | Finished |

Network »» VLANS:VLAN List »»

Name I [ external % ﬁ”( i:—%—:)é*ﬁio
Description |
Tag
Resources
Untagged Available Tagged 4
12 R—hREEIR,
1 |
Interfaces
Configuration: | Basic j'
Source Check -
MTU 1500
sFlow

&l o

) Locai Traffic

Acceleration

— X
Device Management

52 Network

Interfaces
Routes

SelfIPs

Packet Filters
Trunks
Tunnels

Route Demains
VLANs

ARP

IPsec

WCCP

System

General Properties

Sampling Rate

Default 'I Default Value: 2048 seconds

. s = =
Name I [intemal £ ﬂ”( I:%\)%*EEO
Description |
Tag
Resources
Untagged Available Tagged ° “
K F R,
Interfaces 1 !
>>| ==
Configuration: | Basic :l'
Source Check r
MTU 1500
sFlow
Polling Interval Default =] Default value: 10 seconds

Cancel | Repeat I Finished |
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4.2. Self IP DEBTE

BIG-IP [ZERXELT= VLAN TNFNIZH LT IP PRLRAZERELTLNEET,
BIG-IP B&IZERET S IP PRLR%, Self IP LFEUET,

Main]*=a1— — [Network] — [lSelf IPsICRREN-EER®OALIZHSCreate JTRAVEIRLET,

(1) External VLAN O IP %7€

Log out’

|| onLINE (ACTIVE)
I Standalone

Hetwork » SelfIPs » N

/vy statistics
Configuration
@ iApp Mame I external-ip e o~ N
[ =
(3 Local Traffic e [T09s 1208 ) ZEI(ER)LIP 7"=l:i~
YT RYMI R VLAN £/,
Acceleration Netmask | 255 255 255 0
VLAN / Tunnel [external =]
= Device Management -
Port Lockdown |AlluwNnne ._G)THL/XJ:-GG)'H'_E Z(SSH/GUI 77“2X%)’E?E|7:|:o
£ vetwork . -
[ Inherit traffic group from current partition / path
Traffic Group
Interfaces | traffic-group-local-only (non-floating) j
Routes
cancel | Repeat | Finished |
SelfIPs

Packet Filters
Trunks
Tunnels

Route Domains
VLANS

ARP

IPsec

WCCP

System

(2) Internal VLAN O IP 3%

| onLmE (acTIVE)
| standalone

admin

dministrator Log out

Hetwork » SelfIPs .

vl statistics
Configuration
iy
@ L Name | internal-ip e o .
(39 Local Traffic |P Address [M029.2208 4 ﬁ”({f:ﬁ‘)s IP7RLA,
YITLRIII AT VLAN ZE8E
Acceleration Netmask | 255 255 255.0
VLAN / Tunnel [intenal =]
Device Management unne e - -
Port Lockdown [Atow Derauit COTHLAETOH—EX(SSHIGUI 77 HRE) &5,
£2) Network
™ Inherit traffic group from current partition / path
Traffic Group -
Interfaces | traffic-group-local-only (non-floating) j
Routes E
Cancel Repeat Finished |
Self IPs

Packet Filters
Trunks
Tunnels

Route Domaing
VLANS

ARP

IPsec

WCCP

System

20



OMLIME (ACTIVE)
Standalone

Network » SelfIPs

IPLi

Create.

@ Local Traffic | = Name < Application = IP Address  + Netmask = VLAN / Tunnel = Traffic Group | + Partition / Path
[T external-ip 10.99.1.208 255.255.255.0 external traffic-group-local-only  Common
Acceleration
r internal-ip 10.99.2208 2552552550 internal traffic-group-local-only Common
Device Management Delet
@ Hetwork
Interfaces
Routes
SelfIPs

Packet Filters
Trunks
Tunnels

Route Domains
WLANS

ARP

IPsec

WCCP

System

21



4.3. L—T42TD

19—

X /E

43.1. TIAINT— O/ DERE
Mainj*=a1— — [lNetwork] — lRoutes| CRRSN-EENA LIZHATAJD IRFILEHLET,

big208.f5jp.local

|l ONLINE (ACTIVE)
] standalone

ey Statistics

Tl wep

Local Traffic
Acceleration

@ Device Management

£ Hetwork

[erace
[ Jrows |
SelfIPs
Packet Filters
Trunks
Tunnels
Route Domains
WLANS
ARP
IPsec

WCCP

System

LUTDEYAAL. TFinished IZ#LET,

Network » Routes . Hew

Partition: m Log out

Properties
Name I [[defautiawv EEOLEHEAN, I
Description |
Destination [‘0000 _ .

— o3 EELDBYITAS,
Resource | Use Gateway. =l

I Gateway Address | [ 2aoress ][ 10901254 F—rHTADFELREAST, |

MTU [o—

Cancel | Repeat | Finished |

4.3.2. FIT4ARY—INNADI—T4THE

| oNLINE (ACTIVE)
| standalone

o3l statistics
iApD
Ej Wizards

Local Traffic
Acceleration

FIE) Access Policy
@ Device Management

£ Hetwork

Interfaces

Routes

SelfIPs

Packet Filters
Trunks
Tunnels

Route Demains
VLANS

ARP

IPsec

WCCP

System

Network » Routes

propertes ! EEOEHEAN. |
Name | Office-Servers

Description | _

Destination [10.99.100.0 EROBYILAT,

Netmask | 255.256.255.0

= S—b9zADFRLREAN. |
I Gateway Address [1P Address — =] 10.99.2.254

MTU [o

Cancel | Repeatl Finished I
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5. ¥k
5.1. DY —FEE-TRETHAE

D4 —F(Wizards)EZFIRAT 5L R T—OT7 V2 RBEIZHERBFERN—EYZA->TUINIL, FEIZ 10 o
BETHRETHIENTEET,

(1) TMainjA=21— — [lWizards] — [Device Wizards]T. Network Access Setup ... 1&:ERLET
big208.f5jp.loc: . User: admin . Parttion m

| ONLINE (ACTIVE)
| standalone

Main : 0 Wizards » Device
/ol statistics oo | anil
Tl mop
Wizard Section
B Wizards . % Network Access Setup Wizard for Remote Access
I g(;c"eﬁsgsuz‘lluc: ~ETERET  Portal Access Setup Wizard NetWOrk AcceSS e éﬁ*ﬂo
Device Wizards © Web Application Access Management for Local Traffic Virtual Servers

Local Traffic Description
= Elecmpiion Configure a network access VPN connection for remote access. Creates an access policy and local traffic virtual server
(£ 24) Acceleration = sothatend users can establish a full network access VPN connection to internal resources.
MNext

r:Jj Access Policy

& Device Management
£2) Network

System

ostname
Add

)| ONLINE (ACTIVE)

| standalone
gured. If you requirs

Wizards » Device Wizards »» Network Acc Setup

Network Access Setup

Basic Properties

Use this Setup Wizard to

configure simple Access Policy The Policy Name specifies the name of the access policy to be created, and is used as the naming prefix for other objects tied to the access policy (e.g
for Network Access. my_ap, my_ap_vs, my_ap_aaa_svr, my_ap_webtop, etc.). This name must be unique, and not already in use on the system.

. y The Default Language specifies the language to be displayed to end users by default. Choices are English (en), Japanese (jp), Simplified Chinese (zh-
1 BRI Lo cn), and Traditional Chinese (zh-tw).
Specify basic properties for The Client Side Checks checkbox allows you to add a simple antivirus client-side check to the access policy, to ensure end users connecting have
the access policy. antivirus software enabled. You can later configure this antivirus check for specific antivirus vendor products, versions, and virus definition dates
2. System DNSINTP
I Paolicy Name | Nethccess-001 {f%@ ﬁ]}%)\jj o

3. - — =3 = S

: | DefautLanouace o = 5547k PC Tﬁméhéaﬁsﬁ@ﬁd)é FEER,

= " | Full Webtop I~ Enabled

6. DNS Hosts I Caption [Netccess-001 (B EhRY1Z Policy Name A" A%, )
% i';i'f_‘ ST | Client Side Checks ™ Enable Anfivirus Check in Access Policy

e Cancel | Next X 9TATURPC DTUFIAIVAIITR DT DF TV,

9. Setup Summar

Tips and Resources AEITIE, TRANEIZAT UL PCIZ7UF 4RI TR
E) Understanding the Network AR I*—)l/éh'CL \7:; LMDT, ?I‘VOE% L/gET °

Access Wizard

EJ Testing your Network Access
configuration

E) More editing
For help on specific configuration

options click the Help tab located
above this section.

XIDFTIIRVIREBMLTHBLIET . I95ATUR PCRIZAVAR—ILENTWBTPZUFILILAY I ITT
DFTVIBITHONET, FELLIE. [BEITZUFI4IAYIEDITDFIIIIZDLNT #SHLIFZELY,
23




'ONLINE (ACTIVE)

| standalone

Network Access Setup

Wizards »» Device Wizards »»

System DNS/NTP Configuration

Use this Setup Wizard to
configure simple Access Policy

for Network Access.

1. Basic Properties v

2. System DNS/NTP .
Configuration

This configuration is global.

3. Select Authentication

4. Lease Pool

5. Metwork Access

6. DM3Hosts

T inual Server (HTTPS
connection

8. R

9. Setup Summary

Tips and Resources

[ +] Understanding the Netwark
Access Wizard

E) Testing your Network Access
configuration

B More editing...

For help on specific configuration

options click the Help tab located
above this section

|| ONLINE (ACTIVE)
| standalone

Network Access Setup

Please configure system DNS and NTP server settings. These system settings are critical for correct operation of created access policies.

Properties
Address: | 10.99.2.218 . .
| DNS @ IP 7RLRZA AL, TAddIRBLZE4HT,
ON Lookup Serer it jogoz2s |

DNS Search Domain List

DNS Cache

Time Server List

Edit I Delete

Address |

]

localhost

Ed| Delete
=

Address:| 10.99.2.201

_hae |

NTP @ IP 7KL RZA AL, TAdd IR

jjoge220n |

BUERY,

Edit I Delete

Previous | Next

admin
Administrator

Wizards »» Device Wizards »»

Select Authentication

Directory)Z:&IRLET,

Use this Setup Wizard to
configure simple Access Policy
for Network Access.

1. Basic Properties v

2.  System DNSINTP
Configuration

3. Select Authentication =)

L4

Select the type of
authentication, or None.

4. lLeasePool

5. Metwork A

6. DMS Hosts

T inual Server (HTTPS
connection)

8.

9. Setup Summar

Tips and Resources

) understanding the Network
Access Wizard

EJ Testing your Network Access
configuration

B More editing

For help on specific configuration
options click the Help tab located
above this section.

Please selectthe type of authentication you would like to configure for your access policy. When end users access the virtual server they will be shown a
logon page to enter credentials. These credentials are checked against a preconfigured external authentication server.

If you would like to test a basic access policy without authentication, you are not authenticating users at all, or you will configure authentication later, you
can select No Authentication. To add authentication later, create a new AAA server, then edit your access policy and add an authentication action.

Authentication Options

Select Authentication

& Create New © Use Existing

Create Ne

w &R,

C RADIUS

LDAF
& Active Directory

Active Directo

y EER. |

ey
O HTTP
' QCSP Responder
" CRLDP

LCLTAGACSL..
=T No Authentication

=2 T == D

Cancel Previous Next

ZZTlE—ETNo Autnetication | &R,

tocatUser DB #MATHIG AL

3 Local User DB #{F L \=LMEE . 4 —RRRKIZIE Local User DB #:#iR$ 5B NEFAELALV(VILAL)DT,

A —FRERT &I

24
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(5) Active Directory [Z&HFRFEICHERIFEREAILET

(Local User DB ZF|F3 %

|| ONLINE (ACTIVE)
| standalone

Network Access Setup

admin
Ro ministrator

Wizards » Device Wizards »» Hetwork Acce

Configure AAA Server

154 . TNo Authentication |ZZIRLET DT, CORTYTIEHYFE LA, )

Use this Setup Wizard to
configure simple Access Policy
for Network Access.

1. BasicProperties

2. System DNSNTP

4
Configuration A
Select Authentication

4. Configure AAA Server =

Configure AAA Server for
select Auth type

5. LeasePool
6. Network /
7. DMNSHosts
8. \Virtual 8

connection)
9. Review

10. Setup Summary

Tips and Resources

a Understanding the Netwark
Access Wizard

EJ Testing your Network Access
configuration

B Wore editing
For help on specific configuration

options click the Help tab located
above this section.

|| oNLINE (ACTIVE)

| standalone

Network Access Setup

Configure the authentication details for the selected authentication

I Domain Name I corp f5jp.local

‘ Server Connection © Use Pool ® Direct

Domain Controller I 10.99.2.218

e, clickthe Help tab.

FA2 B,
"Direct"Z&:&ER
FAS2avbA—3D IR 7RL R,

Admin Password I

‘ Admin Name |
‘ Verity Admin Passwaord [

Kerberos Preauthentication
Encryption Type

Cancel Previous Next

admin
ministrator

Wizards » Device Wizards »»

Configure Lease Pool

Use this Setup Wizard to
configure simple Access Policy
for Network Access.

1. BasicProperties

2. System DNSINTP
Configuration

Select Authentication
4. Configure AAA Server
Lease Pool

L 25 Y SR N ¥

Configure Lease Pool

6. Metwork Access

T. DMNSHosts

10. Setup Summary
Tips and Resources

[ +] Understanding the Netwark
Access Wizard

EJ Testing your Network Access
configuration

E) WMore editing

For help on specific configuration
options click the Help tab located
above this section.

Lease pools are collections of IP addresses that the system assigns to users who make network access connections (client PPP addresses). Alease
pool IP address is assigned to each clientwhen the network access connection is established.

Create a lease pool that contains enough |P addresses to support your total number of expected concurrent connections. You must also ensure that
there is no overlap between the IP addresses you define, and other networks within your organization

By default these IP addresses are treated as a SNAT auto map pool and translated to the configured Self IP address when traffic is sent to your internal
network. With this configuration, a return route to the lease pool from your internal network is not required. For more information on configuring SMAT and

routing optiens, see the Configuration Guide for BIG-IP® Access Policy Manager.

Supported IP Version IPV4. -

Type: © IP Address @ IP Address Range

25472k PC D PPP 7R TAIZEINTONS

Start IF‘ACIdreSSI 10.99.99.11

End IP Address I 10.99.99.20

IPV4 Member List

P-7RLRAT—ILD L (Start & End)E A 71,
TAdd J/RFZEH]T,

Edit| Delete

Previous Next
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(7) ATk

P 7 0 ministrator

f:

|| ONLINE (ACTIVE)
| standalone

Wizards » Device Wizards » Network Access Setup

Network Access Setup Configure Network Access

Use this Setup Wizard to
configure simple Access Policy
for Network Access.

options, click the Help tab in the navigation pane

1. BasicProperties

Configure the network access resource. For a basic network access connection, use the defaultvalues. For more information on these configuration

The lease pool you defined previously is assignedto this network access resource.

[

System DNSINTP
Configuration

Select Authentication
Configure AAA Server
Lease Pool

Network Access

LA L 48

Configure Network Access

T. DNSHosts
8. itual Server (HTTPS

10.  Setup Summary

Tips and Resources

EJ Understanding the Netwark
Access Wizard

EJ Testing your Metwork Access
configuration

Ed More editing...

For help on specific configuration
options click the Help tab located
above this section.

Compression

‘ Mo Compression ¥

Client Settings
Traffic Options  Force all traffic through tunnel L
& Use split tunneling for traffic N . _
PPP 7R TR TBIELI=LHDEHRET 5.
\F'Addressl 10.99.100.0 - N
oot [z zmm7e80 S DA TIE, 10.99.2.0/24 & 10.99.100/0/24
EHEEL. ENENEIADDIT S,
IPV4 LAN Address Space

DNS Address Space

Allow Local Subnet

Client Side Security

DTLS

Edit] Delete

o

ns|

]

Edit] Delete

™ Enable

r

I Pronibit routing table changes during Network Access connection

Cancel Previous Next

KRTYykboRILEIE>

SSL-VPN b RILZEFESBIEE. FOREVEEZES (TT-WEEIZTOMNET,

BIZIE AT DIIGEGENHoIELFET,

D %M LAN OH—/\[%. 10.99.2.0/24 &£ 10.99.100.0/24 [ZFHBEEINTULVSD T, FN5IE SSL-VPN b RILEE

L=y,
@ LhL. BB 2—RyREFEL-LY,

COESIBEH/EERTEIONRTY YR U RILTT,

WWW.outside.com

@ 9514 TF 2 kPC

S #HAWAN

10.99.100.0/24

10.99.2.0/24

A B3—Fyb

9547 2HP IR—F % ) Y—s3Ip
1.1.1.1
2t ALAN web1.f5jp.local
, = et (| 10.99.100.217
PPPT S T 5IP Ss1-vPNRERIL BIG-IP APM |
10.99.99.11 — -
D — 10.99.2.218

Use split Tunnelling for Traffic |Z5&RL . I~>7~)bl:rﬁ]b\bﬁfzb\*‘yb'7—7%(10.99.2.0/24,
10.99.100.0/24) %48 E T A ET, TDRYRT—H121F1E SSL-VPN bR ILEREY . TS K. 95472 IP(LE

D 1.1.1.1)EFE>TA P —r vk ER 3.3.3.3 O web H—/N\~ADEIE) EFES, EVLSTEMNTREIZHYET,
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admin
Administrator

|| ONLINE (ACTIVE)
5 | standalone

Wizards » Device Wizards »»

Network Access Setup Configure DNS Hosts for Network Access

Use this Setup Wizard to Specify DNS name servers, WINS servers, and a DNS default domain suffix. These servers and seftings are assignedto end user client machines as
configure simple Access Palicy part of the network access connection process, and are used by the client when performing name resolution for internal network resources

for Network Access.

These settings may be different than the BIG-IP system settings configured under System : Configuration : Device : DNS. For more information on these
configuration options, click the Help tab on the navigation pane.

1. BasicPropetties o
2. System DNSNTP

Configuration L IPV4 Primary Name Server I 10.99.2.218
2. z?:ﬂc;:::r:::u::::r : IPV4 Secondary Name Server | | | 92547k PC D PPP 7R TRIZ,
= TN ¢ Primary WINS Server [ SSL-VPN ko JLEELZICEIHTOND
6. Metwork Access v Secondary WINS Server [ DNS H—/\& DNS B 7490 X%,
7. DMNSHosts [

DNS Default Domain Suffix [sip.0cat

Configure DNS Hosts

8. Virtual Server (HTTPS |

on) IP Agdress |

i

conr

9. R

10.  Setup Summary Static Hosts
Tips and Resources

E) Understanding the Network

Access Wizard Edit| Delete|

a Testing your Network Access

configuration Cancel | Previous | Next

B More editing...

For help on specific configuration
options click the Help tab located
above this section.

M ZIZHETELT= DNS H 74 vY RFEDBEIE(f5jp.local) &, ZM DNS H—/\EF| AT 5, ELVSIHRETT,

(9) N—F¥ILY—NERELET,

IP Addre: 1

r
| oNLINE (ACTIVE)
5 | standalone

Wizards » Device Wizards »»

Network Access Setup Virtual Server (HTTPS connection)

Use this Setup Wizard to Specify an IP address to create a local traffic virtual server that is correctly configured for network access. Your end users connectto a DNS name
configure simple Access Policy representing this destination address to start a network access connection.

for Network Access.

Check the option Create Redirect Virtual Server (HTTP to HTTPS) to create a local traffic virtual server that automatically redirects users who connect
using http:ll instead of hitps:/ with their web browser

1. BasicProperties 4
2. System DNSINTP v ;?éﬂgfs.gggsﬂgéﬂau;ﬁiﬁl_ld S5L server certificate and using this destination address behind a firewall, please see the Configuration Guide for
Configuration
3. SelectAuthentication 5 o N
B Congure A server 4 IVmuaIServerIPAddress [T0.99 1101 IN—Fx)LY—/\D IP TEL X,
5. Lease Pool Y 4 ‘ Redirect Server [¥ Create Redirect Virtual Server (HTTP to HTTPS)
6. Metwork Access I 4
7. DnsHosts v EmEn XHTTP(80)A\5> HTTPS(443) UK AL IbF % VS BREIFFIZERE.
8. Virtual S:erver (HTTPS »
connection)
Configure Virtual Server
9. R
10. Setup Summary

Tips and Resources

[ +] Understanding the Netwark
Access Wizard

EJ Testing your Network Access
configuration

E) WMore editing
For help on specific configuration

options click the Help tab located
above this section.

MIDFVIRYIREFHIZTSHZET, HTTP(80) T Virtual Server A7 XLTH, BEIHIIZ HTTPS(443)~ 1)
FALYMF B Virtual Server BBEREINE T, FETHNIKX, FouoENLTZELY,
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|| ONLINE (ACTIVE)

| standalone

Network Access Setup

ministrator

Wizards » Device Wizards »» He

Review Configuration

Use this Setup Wizard to
configure simple Access Policy
for Network Access.

1. BasicProperties

2. System DNSINTP
Configuration

Select Authentication
Configure AAA Server
Lease Pool

Network Access
DNS Hosts

Wirtual Server (HTTPS
connection)

N s
4 44988 &9

9. Review
Review your configuration.
10. Setup Summary
Tips and Resources

E) Understanding the Network
Access Wizard

a Testing your Network Access
configuration

B More editing...

For help on specific configuration
options click the Help tab located
above this section

Please check your configuration below. To change a setting, use the Previous button to go back to the page you want to edit

Click Next to complete the configuration and apply the settings.

Click Cancel to quitthe wizard without making any changes

General Properties

Policy Name NetAccess-001

Default Language en

Enable Antivirus Checkin .

Access Policy DEabied

Full Webtop Disabled
System DNS/NTP Configuration

DMNS Lookup Server List 10.99.2.218

DN8 Search Domain List localhost

DNS Cache Disabled

Time Server List 10.99.2.201
Authentication

Type Active Directory

Domain Controller
Domain Name
Admin Name

Admin Password

10.99.2.218

corp.fSjp.local

accesscontrol.aaaservers padataEncType | 0

Network Access

Compression

Traffic Options
IPV4 LAM Address Space

Allow Local Subnet

Prohibit routing table changes
during Network Access
connection

DTLS
Assigned IPV4 Lease Pool

Mo Compression

Use splittunneling for traffic
10:99.2.0/255.255.255.0
10:89:100.0/255:255.255.0
Disabled

Disabled

Disabled
NetAccess-001_Ip

(HTTP to HTTPS)

IPV4 Primary Name Server 10.99.2.218

IPV4 Secondary Name Server

Primary WINS Server

Secondary WINS Server

DNS Default Domain Suffix fajplocal
Virtual Server

Virtual Server IP Address 10.99.1.101

Create Redirect Virtual Server | g

Previoug | Next
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£

Network Access Setup

BDH)TY

Wizards » Device Wizards »» He

Setup Summary

Use this Setup Wizard to
configure simple Access Policy

for Network Access.
1. BasicProperties v
2. System DNSINTP @
Configuration
3. SelectAuthentication
4. Configure AAA Server
5. LeasePool v
6. Network Access v
7. DNSHosts v 4
8. Virual Server (HTTPS @
connection)
9. Review 4
10. Setup Summary 3

Wiew Access Policy and
objects created by wizard

Tips and Resources

[ +] Understanding the Network
Access Wizard

EJ Testing your Network Access
configuration

B Wore editing

For help on specific configuration
options click the Help tab located
above this section.

This screen displays the configuration for the access policy you created.

To edit an object associated with this access policy from this screen, click the object link. Clicking a link on this page finishes the wizard configuration,

like clicking the Finished button. You will not return to this page.

To see a summary of objects associated with an access policy after completing this wizard, navigate to Access Policy : Access Profiles, click on the
access policy name, and then click the Access Policy tab. To edit an object associated with the access policy, click on the object name.

Later, you can configure your own objects. The virtual servers are created on the navigation pane under Local Traffic. All other objects are created on the

navigation pane under Access Policy.

Click Finished to close this screen

Access Profile

Access Policy

MetAccess-001

Edit Access Policy in Visual Policy Editor

AAA Servers

< MName

‘ = Type

NetAccess-001_aaa_snr

Active Directory

Network Access

Name Description

IPV4 Lease Pool | IPVG Lease Pool | Client Traffic Classifiers

MetAccess-001_na_res

Lease Pools

Mame

‘ 1P Version Members

Methccess-001_Ip

IPV4 LeasePool 1

Webtops

Mame URI

MetAccess-001_webtop

Profiles

< MName

| Type | < Parent Profile

NetAccess-001_cp

Connectivity Profile  connectivity

Virtual Servers

\E|Statu5 |¢Name

< Partition ‘ = Destination | + Senice Port ‘ = Type

@ Metaccess-001_vs
@ MNetdccess-001_vs_redirect
e ey

10.99.1.101 443 (HTTPS)  Standard
10.99.1.101 80 (HTTP) Standard

UETHRYNT =7 I AREILTET TY,
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5.2. 9S5AT7UMDLDTHIER
5.2.1. Windows @ Web 759NN 71X

9S54F7 2k PC D Web T50H M5, BRELT: Virtual Server A79EXALET,
Windows 7 + Internet Explorer Z{#>1=15& D HITY ,

(1) 7 HEREIZIE, SSL-VPN 9547V RA®D ActiveX AVR—RUbEAVAM—ILT ZBRENHYETS,
A RR— LT BTF=HIZIE. Windows D EBEIERISNETT,

93 FLLWTZOY aUR—k VB ETY

B3R LRI NEEIE, AR DL TActivex kO — )LD L2 —ILPEERLFT,
] FSVHDEFAT AT LY VR I TEINBS L TOA I a &R TR

1Ol 0 ] e D0 | LV

FTT B FAA TSV T TR LAR =T

(2) T+ —LBEEMNIRNET DT Active Directory [ZEEFESNTNS1I—HRENRT—REAHALET,

5

F5 Networks

e Nty i)
e ]

restioon

1R =F

TR, F5 NetwarksB 3 777 213 3 TUE T, © 1999-2013 FS5 Netwarks. Al rights reserved.

(3) FBEESE T #. Windows DARIRLAIZAYET,

o &
4

hAETAE.

B AR P S @0 W
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5.2.2. Windows A Edge Client Y+ 76D T7 IR
Windows 547 >RV IR 17 :Edge Client 28 A3 5FIBZ LU FIZRLETD,

ZDYIrITTIE, BIG-IPAPM W59 547k PC (Windows EFf=I& Mac) N3 A—RLTHATEYILY
I7TY,

COVIrIIT7IE. TARIILARIILTITOTWNAIEIE Web TS ERBETT A, Web TS5HHTIXEIRTER
L UDKODDERILGHEBEEEELTLVET,

5 Z (£, Windows ~DO% A U EIZFI AT 3 ID & Password Z{#54& 512 Edge Client (2SR E T &, BIG-IP APM
~DATAUBFIZIL, ID/Password D A NZERHON DL BEIMIIZ APM ~NERT HTEMNAEETT S

HUTIELT UTFICZEDREREERLES

(1) T™Mainj#*=a2— — TAccess Policy] — ['Secure Connectivity] T. U TFTOBEEARKIINET,
£ 29 % Connectivity Profile #41)w% L. lEdit Profile J/RZZHLET

strator

| oNLINE (ACTIVE)
| standalone

Main Access Policy » Sect

—l statistics ¢ ~  Connectivity
—

E iApp Add..
5 n o [P ] it I
7 Wizards Il 1 1 L 1 1
u = NetAccess-001_cp ICommoniconnectivity NetAccess-001_vs Commaon 7 U ‘y7 o
Eﬁj Local Traffic W connectivity Common
(1 %) Acceleration

O@ Access Policy
Access Profiles
AMA Senvers
ACLs
550 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access

Application Access

Portal Access

Manage Sessions | Edit Profile m Delete H Customize Package -~

Reports
Customization
Dashboard

WMAM

@ Device Management

£2) Network
System
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(2) Twin/Mac Edge Client1Z22)v795&, UTOBEEARNET .

cal
1

| oNLINE (ACTIVE)
| standalone

Main

/vy Statistics
T nop

@] Wizards
Local Traffic
Acceleration

A Access policy

Name -

&

&

connectivity

Access Profiles
ARA Servers
ACLs
SS0 Configurations
SAML
Local User DB
Weblops
Hosted Content
Secure Connectivity
Network Access
Application Access SRifrofle
Portal Access
Wanage Sessions
Reports
Customization
Dashboard
WMAM

=
S Device Management

£2) Network
System

nectivity Profile Li
—

NetAccess-001_cp

Delete...

Edit Connectivity Profile

% General Setlings
1= 4§ Compression Settings
& Netwark Access

& App Tunnel
& Citriy Client Setting

2 45 Win/Mac Edge Client I
erver LIS

IReuse Windows Logon Credentials IIZF v 9% ANET,

Edge Client Action Settings

Save Servers Upon Exit

Reuse Windows Logan Session
Reuse Windows Logon Credentials

& Location DNS List
1=« Mobile Client Settings

& Android Edge Client

@ Android Edge Portal

% i0S Edge Client

&% 10S Edge Portal

o

Save Password Method
disk v

Component Update
yes v

Customize Package -

(3) Edge Client {5, TI4ILEDIEBEEIBELTHEET,
Server ListiZ7)vod5E& UTOBEEMNENET,
A TIE. Fapm.f5jp.local 1ZT 74 ILbDFEFEELTHELTLVET,

Main Access Policy » Secur

"7y statistics
[l iawp
Hﬂ] Wizards
=
) Local Traffic <

@ Acceleration

ZIZ) Access Policy

Name ~

connectivity

Access Profiles
AAA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access EdiFrefe
Poral Access
Wanage Sessions
Reports
Customization
Dashboard
MAK

£ Device Management

52 Network
System

nnectivity Profile
—

NetAccess-001_cp

Delete...

Edit Connectivity Profile

<& General Settings

3 4 Compression Settings
. Network Access

Server List

Add...
Partition/Path
Common

Comman

Add...
Partition/Path
Comman

Common

& App Tunnel
& Citrix Client Seftings

Alias HostName
BIG-IP APM for test

apmf5jplocal

)
= 4 Mobile Ciient Settings
& Android Edge Client
<& Android Edge Portal
& i0S Edge Client
& i0S Edge Portal

| Update I Cancel

"Alias": Edge Client [Z&R RS

NBIEFL D% FH)

Customize Package -

32
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(4) TCustomize Package 1#D V%4 vo3 5E. TWindows1 B Macl B DBIRMNENET,
ZZTlE. TWindows 12 &IRLET

Hostname:

P Addr
| onLmE (acTIvE)
5 | standalone

@ Wizards

) Local Traffic

@ Acceleration
ET—j Access Policy
Access Profiles
AAA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard
MAM

Device Management

£2) Network
System

| oNLINE (ACTIVE)
| standalone

b 1aop
@ Wizards

) Local Traffic

Acceleration
EE] Access Policy
Access Profiles
AAA Senvers
ACLs
§S0 Configurations
SAML
Local User DB
‘Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

g Device Management

£33 Network
System

Access Policy » Secu

User. admin
Administrator

onnectivity

ity Profile List

Commen

Add.
Name - Description Parent Profile Application Virtual Servers Partition/Path
NetAccess-001_cp ICommoniconneciivity NetAccess-001_vs Common
connectivity Common
l Windows
Mac
Edit Profile H Delete | Customize Package -|

BT

Access Policy »

# + Connectivity Profile Li

Name = Description Parent Profile Application Virtual Servers

&

NetAccess-001_cp

" SRR Customize Windows Client Package

@ Available Components_
@& BIG-IP Edge Client
" Dialup Settings

BIG-IP Edge Client
BIG-IP Edge Client COM API
‘Web Browser Add-ons for BIG-IP Edge Client
Dialup Entry/ Windows Logon Integration
Endpoint Security
Component Installer Service
DNS Relay Proxy Service
Traffic Control Service
[C] User Logon Credentials Access Service

[Z] Machine Certificate Checker Service

Download Cancel

Edit Profile Delete -

33

PartitioniPath
Common
Common

Add...




(6) TBIG-IP Edge Client1#42") v L%ET,
ZHLMD/RELT IHILEDFEETT A, [Auto launch after Windows LogonJIZF B LTS, 20D
2T, Windows IZA%4 123 % & Edge Client NEEIMIICEEIL . APM ~DIEHERAET,

admin

dministrator

| onLmE (acTIvE)
| standalone

Access Policy » Secure Connectivity

£ - Conneclivity Profile Li
—

Add...
. Name - Descri Partition/Path
m Wizards Customize dows Client Package
4 NetAccess-001_cp Common
) Local Traffic d connectivity a-Bvalale GoMpPanants, Common
5 BiGIP Edge Client Add virtual server listto trusted sites
(7 4) Acceleration ArD@mrsengg e ] Auto launch afer Windows Logon

"1 EAABIE WY haie
ET—j Access Policy
Access Profiles

AAA Servers

ACLs

S50 Configurations

SAML

Local User DB

Webtops

Hosted Content

Secure Connectivity

Hatwars Access

Application Access Edit Profile Delete -

Porcl Aceess IDownload J%%")v%LT. Windows Fi Edge
Manage Sessions Client j‘/,-f-f_*‘/ F%@@’D-PLE-@'O

Reports

Customization
Dashboard

AWM

Device Management

£2) Network

[£%] system
(7) PLIFOE AooO—RHOalgEiRBEICRYE T,

| ONLINE (ACTIVE)
| standalone

Main Access Policy » Secure Conne

=l statistics 4+ ~  Connectivity Profile Li

@ iApp Add...

a Name = Description Parent Profile Application Virtual Servers | Partition/Path
ﬂ Wizards
NetAccess-001_cp ICommaoniconnectivity MetAccess-001_vs Common
Qﬁj Local Traffic connectivity Commaon

Acceleration

5 Access Policy
Access Profiles
AMA Senvers
ACLs
S50 Configurations
SAML
Local User DB
‘Webtops
Hosted Content
Secure Connectivity

Netwark Access

Application Access

Portal Access Edit Profile | ‘ Delete ‘ | Customize Package -~

Manage Sessions
Reports
Customization
Dashboard

MAM

g Device Management

£33 Network

TEET 172.28.15.208 /15 BIGIPEdgeClient exe BSE/T4EHIFLATN =R | mas |- sete | o«
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(8) #HLO—RLEavR—% U EITAT Uk PCIZaE—L, AV R —ILEFLET,

IS

BIGIPEdgeClients

1 BIG-IP Edge Client Sef

Welcome to the BIG-IP Edge
Client Setup Wizard

The Setup Wizard wil install BIG-TP Edge Client on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

4l BIG-TP Edge Client Setup )

Installing BIG-IP Edge Client @

Flease wait while the Setup Wizard installs BIG-IP Edge Client. This may take
several minutes,

Status:

< Back Next >

54Tk PC DEREEIZERSINET DT, [NYes | ZEIRLTHEBL TESLY,

‘ou must restart your system for the configuration
changes made to BIG-IP Edge Client ko take effect. Click
Wes bo restart now or Mo if you plan ko manually restart
later,

Nol

(9) HiEBH. Windows7 [CATAVLETS,

REESECC LN

.
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(10)Windows O A4 EED ID £/3RT—RZEFE>T, BEIKIC APM ~DEFEATHONET,
LIT DIRRE(L ., HEfESE TR TY
W

=

LECRED

mH;J 2 ooeeeé ]La AEB@@OZ:::?&E[FB rsroamne
(11)FRUWF5 T—9EF TV 0T HE UTDEIIGEERIARENET RSN TWEIEATMYET,

Mozilla Firefox

g;ﬁﬂ‘iﬁiitﬁ[;a e BRI L TR TR o RIS SRR TR B THL

& H-lEE 437ERT SHlEET

— IE j ® Afm o |O|§:::?’m
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5.2.3. AppleiPad ™MoDF7 IR
BIG-IP APM AD R vkI—9 79t X (&, Apple iPad %> Google Android M DIEHHRIRETT,
HUFILELT, Apple iPad B EDEHRAEF LU TITRLET,

(1) App Store A5, IF5 BIG-IP Edge Client]Z4 7> A—K &4 Ab—)LLET,

F5 BIG-IP Edge Client

The BIGP® Edge Client™ application
enterprise networks and applications sing SSL VPN and opti

of an enterprise deployment of F5 BIG-IP® Access Policy Manager™, Edge Gat
VPN solutions.
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(3) BETOIREEI7AALEI)oT oL, UTOEBNTNET.
ERSNBEEOEHEEDBMIEIIILET.

BE BERraRE

BREEBRLTIREZ V..

(4) LTONREIBEARNES . REEREBERELET .
ANH oI5, B LT RFIRILERHLET,

BRES Apm.isjp Jocal 1i :‘%’i 0) % ﬁ\% A jj o

#-i¢ apm.t5ip.ocal APM D VS(TIKXF% or IP TFI/Z)ikjjo

2x7OIAY

ENRORA

2% | 16511001 :L_-H:%@kjjo

KRI=F
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(7) /SRT—FEAAL . [OKIEIYIILET,

(8 *‘7F7—777t0)?§$ﬁ7§\‘my3 7—%.6_‘;_0

BLTLE A =

Apm f5jp.local I8

LI, D7) IS0 GEMNS HRY—NADT7 AN AREL LY ET,

Google Android DIEELIZIZRHOFIECTHATAITET .
Android i Edge Client (%, Google Play M54 o O—RLTLEELY,
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5.3. Local User DB 2 & AR5

Active Directory M & 37 EREEH—/ DV MEE . APM H3 D Local User DB IR 5 A ENHYET,
LML, o4 ¥—FE&E TIX. Local User DB AEIRTEFEH A(V1L4.1),
LIFIZ. Local User DB 2RI A9 54 EZERE LET

(1) BERmo4 ¥ —RREFIED FT. Select Authentication ] X— TI'No Authentication | E U, & E THEH
EX 8

(2) Local User DB #XELET,
MainjA=a1— — [Access Policy] — [lLocal User DB] — [Manage Instances | UL TOEEABENET
F 7 (& Instance (User DB DZRTDLIHED) EEHELET
lCreate New Instance J/R2#HLET,

|l onLINE (ACTIVE)
] standaione

Access Policy » Local Use

Local User DB Instan:

iApp Last HA Sync Time : not available I Create New Instance... I

o Name ~ Lockout Interval Lockout Threshold artition/Paf
lﬂl Wizards

() Local Traffic
@ Acceleration

B9 access poiicy

Access Profiles
ARA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Hasted Content

Secure Connectivity
Netwark Access
Application Access
Portal Access

Manage Sessions

Reports

Customization
Dashboard

AN

@ Device Management

£2 Network
System
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ministrator

| onLme (acTivey
| standalone

Access Policy » Local U

Local User DB Instances
—

Statistics
O e
u P Name ~
) Locai Traffic

Acceleration
EE Access Policy
Access Profiles
ARA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Haosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

Device Management

£2) Network

System

(4) UTOREIHBYES,

| onLNE (AcTIVE)
| standaione

Last HA Sync Time : not available

Lockout Interval

MName*

Lockout Threshold

fSjp-local-user-do

Partition/Path

FEEOEMEAS. |

Lackout Interval (in seconds):
600

Lockout Threshold:
3

e Local User DB
@ iApp Last HA Sync Time : not available Create New Instance...
o Name ~ Lockout Interval Lockout Threshold | Partition/Path
lﬂ Wizards
ICommonf5jp-local-user-do 600 3 Common

() Local Traffic
Acceleration
B9 access poiicy
Access Profiles
ARA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Hasted Content
Secure Connectivity
Netwark Access
Application Access
Portal Access
Manage Sessions

Reports

Customization
Dashboard

AN

g Device Management

£2) Network
System
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(5) TMainiA=a— — TAccess Policy] — lLocal User DB] — ['Manage Users|T. U TOEENENES,
[Create New User IR Z3LET,
1 : ; User. aumi.;mmm U Common = |

| onLme (acTive)
5 | standalone

/vy Statistics

Access Policy » Local User DB

UserLi

.
@ iApp Search Last HA Sync Time : not available [ importom csv | | Exportto cav ||| create New User

l'DI — [ user Name ‘ First Name | Last Name Groups Locked Out Locked Out At ‘ Logon Fallur| Email Address ‘ DB
v izards

) LocaiTratric
Acceleration

ET—j Access Policy

Access Profiles
ARA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Haosted Content

Secure Connectivity
Network Access
Application Access
Portal Access

Manage Sessions

Reports
Customization 4)[4]] Page [1 of1 | [ ][] [RE] No data to display

Dashboard

MAM

Device Management

£3) Network
System

(6) Username, Password Z AILES, *IDEHHNREEBETT,
Instance LAZAEE TY A, —DULARELTLVELMER X, TIAHILFTED Instance AERENTLET,

Us
r R common |
| onLE (AcTIVE)
5 | standaione

ministrator

Main Access Policy » Local User DB

M Statistics Local User List

@ iApp Search LastHA Sync Time : not available importfrom CSV | | Exportto csv

lﬂ Wizards

() Local Traffic

1] user Name First Name Last Name Groups Locked Out Locked Out At Logon Failur| Email Address | DB Instance| Partition/Patt

Create New Local User

Acceleration < User Information User Name=:
& Personal Informatio.. test1001
= 5 4 User Groups
le! Access Policy Password"
0nnnnee
Access Profiles
AAA Servers Confirm Password™

ACLs

S50 Configurations [7] Force Password Change

.
In:

SAmL ICommaniBjp-local-user-db |~

Local User DB FEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERERY

Webtops

Hasted Content

Secure Connectivity

Netwark Access

Portal Access

Manage Sessions

Reports

Customization page 1 of1 |[][M]| No data to display
Dashboard

AN

£ Device Management

£2 Network
System
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(7) 32DA—HEHELIIKETT,
; Tim o Pi £ST) I ministrator el conron = ||

| onLme (acTivey
| standalone

'~z statistics Lo

@ iApp | searen | Last HA Sync Time : not available | importom csv | | Exportto csv | | Create New User

- [ user Name ‘ First Name | Last Name Groups Locked Out Locked Out At ‘ Logon Fallur| Email Address ‘ DB\nstan:e‘ Fartition/Patf
B fzarss [T test1001 no MIA 0 fSip-local..  Common
[}jﬂ Local Traffic [ testtoo2 no MNIA 0 f5jp-local...  Common
[C] test1003 no MNIA 0 f5jp-local. Commeon

Acceleration
EE Access Policy
Access Profiles
ARA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Haosted Content
Secure Connectivity
Network Access
Application Access
Portal Access

Manage Sessions

Reports

Customization 4][4]] Page [1 o1 |[b ][] No data to display

Dashboard

MAM

Device Management

£2) Network

System

(8) Mainij*=a— — TlAccess Policy] — TlAccess Profiles | T&RREN 1=, [NetAccess-001 1D ITIZ#H AT Edit]
=0V ILEY,
big208. kel o panmnm

| onLE (AcTIVE)
| standaione

Statistics
[gh won

Import...

’ Wizards ‘ [~] Status ‘ + Name | * Appnrjnonm ‘ Export | Copy ‘ Virtual Servers | + Partition / Path
- m NetAccess-001 8 Edit Export.. Copy.. NetAccess-001_vs Common
() Local Traffic
f i d access (none) (none) (none) Common

Acceleration Delete.. | Apply Access Palicy
[I3) Access poiicy
Access Profiles
ARA Servers
ACLs
880 Configurations
SAML
Local User DB
Webtops
Hasted Content
Secure Connectivity
Netwark Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

AN

g Device Management

£2 Network
System
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(9) HLLWDAVEINEE. LT OIIGERAEICEAHIEEEEARTINET N [COFAOBEERTT
BIEBRL TS,

\@ T Web H hDtZF1 UF 1 SAEIC RSN G D ET,

ZM Web O FTIRRENCEF1UT 1 HASE. ERSNGIRBENSRTSNEOT S
FPA.
CM Web O hTIRRENIZEF 1 UFr EASEE. B0 Web 1 b7 FLABCRETENZBOT

a1 UFIASOMECL o T, . BV OO Ea—y—p5Y—)(—([CREESN3EEE
BEHBSEENFRENTNSBEB0ET.

COR—S%EELT, O Web Y MOBIBEERITLAWC L EIEBLHT .
@ CCERIYYILTTO Web A~ S,

@ oY bOBEERTT S (ERSNETA).

@ FHEER

(10)I'Logon Page IO &AIZH B+ 1RE2 &)V ILET,
5 T

Access Policy: /Common/NetAccess-001  editendings | (endings: Deny [default], Alow)

Start felback I Logon Page Full Resource Assign felback + Allow |

Add New Macro

start poin
Add Macro bu

th D A n p:
Configuration Guide for BIG-IP Access Policy Manager

Online Help for me

(11)l Authentication]127 T. lLocalDB Auth 1% ZERL . TAdd Item |/R2ZFIHLET,
f5 [

PR Begin typing to search @
Access Policy: /Commo| | |
[ |
fallback #9( | Logon lAumenﬁmﬁon I (Asygnment] [End int Security (Server-ide ] (Endmint Security (Client-Side’ ] [General Purmsa] =
Start +—| Logon Page
© AD Auth Active Directory authentication of end user credentials
© aDQuery Active Directory query to pull user attributes for use with resource assignment or other functions, such as AD group
Add New Macro mapping
© Client Cert Inspection Chedk the result of dient certificate authentication by the Local Traffic Client SSL profile
 CRLDP Auth Certificate Revocation List Distribution Peint (CRLDP) dient certificate authentication
start o e % on the uppe
AddMad € HTTP Auth HTTP authentication of end user aredentials
ed with Device Wiz| S - policy that you can later modify
e Kerberos Auth Kerberos authentication, typically following an HTTP 401 Response action
| € 1Dapauth LDAP authentication of end user credentials
€ LDAP Query LDAP query to pull user atiributes for use with resource assignment or other functions, such as LDAP group mapping
& LocalDB Auth Local Database Authentication I
 MADM Query MADM Query agent
Cancel I Add Ttem || Help

(12)BEI<#ERLLT= Instance Z3ERL. [Savel R2VEHLET,

fs 1 Access P [ | e
fPropemEs’] [Eranch Rules]
Access Policy: /Common/NetAcces

Mame: |LcaIDE Auth |

Dﬂm folbeck | [T ¥ falback | LocalDB Auth Agent
|| LocalDB Instance w /Common/f5jp-ocal-user-db ;l

“L{ | Max Logon Attempts Allowed 3 =

Add New Macro

Ad

Configuration Guide for BIG-IF Access P|

ﬂ@(ﬁ]aﬁ in tab has been changed, please don't forget to save) Help
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(1)L T DREEIZHYET,
COEMETIE,. RELEZABSAERINTUOER A,
['Apply Access Policy 1Z9") w99 5T RENBHINET,

Access Poli

Access Policy: /Common/NetAccess-001  editendings | (endings: Deny [sefault], Alow)

fallsack fallsack Successul | [T *dallack

Start [ Logon pae | = Full Resource Assian +a
LocalDs Auth | Cocked User Out -
e =

s pal

An access ists of a start point, actions, and one or more endings, To insert a ne
edge of the box. Cl

the Add Macro button to add a purpose-built set of predefined

on the link inside the bax, To delete an action,

on the x on the upper right

items, to smpiify

You can get started with Device Wizal
See the Configuration Guide for

©On the main navigation pane, expand Templates and Wizards, an:
IP Access Policy Manager for more on creating and editing an

dick Device Wizards, then start an APM Caonfiguration wizard, to a
55 polic

ate a simple access policy that you can later modify.

Please see the Online Help for mare Visual Policy Editor basi

(14)T Apply Access Policy IO &R RAGEZET

Local User DB BREEDEREIFMNTE T TY,
f5 Fielp
Access Policy: /Common/NetAccess-001 | Editendings |  (Endings: Deny [defaut], Allow)

fallback fallback ‘Successful 7 fallbzck
Start ['Loqon Page | = Full Resource Assian |7+a
Logalg Ayt [ocked User Ot -
e 7 o= |

action,
polic

k on the + sign. T
items, to simplify

nfigure an action or ending, dick on the link inside the box. To delete an action, didk on the x on the upper right
creation.

‘You can get started with Device Wizards, On the main navigation pane, expand Templates and Wizards, an

 Device Wizards, then start an APM Configuration v
See the Configuration Guide for BIG-IP Access Policy Managerfor more on creating and editing an i

ard, to

later modify,

ate & simple access policy that i

Please see the Online Help for mare Visual Policy Editor ba:

53.1. 9347 PCHLDT7IER

954 F7 2k PC M5, Local User DB 2Bk L= —H T7 IR TELEEFHERLE T,

5

F5 Networks
TFEaTOIF

]

ftest1001

HAT—F

HBBIL. F5 Networks3 1 £ Ahit5 &h TLiZ T © 19992013 FS Networks. All rights ressrued.
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54, [BE]T7VFI4ILARY IR I T DFTvI(ZDUL\T

BIG-IPAPM Tl&. 95472 PC LIZAVRR—=ILENTWBTUFIAIWNRY I I T EF VI HEELTE
9,
FRTUOFI4IWNRYIEITD—EX. U TOEENSERTEET,

(1) ELDOIBIDFNT—0ZEI)9vIT 5L LTOBEMNENET DT, TOPSWAT application integration
support charts 122y LET,

big208 fSip local

‘ONLINE (ACTIVE)
| standalone

Launch Print Expand

Welcome

This screen provides links to
documentation, Support
resources, and additional
downloads. You can also rerun
the Setup utility from this screen If
you want to make basic
configuration changes.

How to Use Help

This system includes context-
sensitive onling help for all
screens

+ To display help for the current
screen, click the Help tab in
the navigation pane.

+ To printthe help screen, click
the Print tab in the Help pane.

About

To read more about Setup,
Support, Download, and
Download system options, click
the About tab in the navigation
pane

Commen Screen
Elements

The Launch and Print and
Expand |/ Collapse tabs appear on
all ofthe help screens when
displayed in the navigation pane
When you launch the help in its
own window, the tabs become
Print and Expand All/ Collapse
All

| Launch

admin
dministrator

Setup

Support

User Documentation
Technical documentation for this product, including user guides and
release notes, is available on the Ask F5 Technical Support web site.

* User Documentation

Preferences
0On the System Preferences screen, you can customize the general
preferences for the Configuration Utility.

« System Preferences

Additional Setup Options
Use the following additional configuration options to refine the system
setup, once you have initially configured the system using the Setup
Utility.
+ System Device Certificate

DNS

- NTP
+ SNUP
* User Authentication

Setup Utility

Run the Setup Utility again to make changes to basic device seftings
and standard network configuration.

* Run the Setup Utility

Ask F5

Ask F5 features quick solutions to technical questions, product
manuals, release notes, an online support case generator, and
general information about F5 Networks and products. Ask FS provides
unlimited access to all customers covered under an F5 senvice
agreement

* Visit AskF5

Solution Center

The Solution Center features step-by-step Deployment Guides, White
Papers, Application Briefs, Success Stories, Tutorials and much
more

= Visitthe Solution Center

DevCentral

DevCentral provides network administrators and application
developers with extensive tools, tips, techniques, and community
resources designed to speed iControl development and actas a
forum to share best practices.

+ Visit DevCentral

Modules

F5 BIG-IP devices are a modular system, 50 you can add new
functions as necessary to quickly adapt to changing application and
business needs. Modules include options for acceleration, security,
and other application delivery solutions.

+ Visit BIG-IP Modules

OPSWAT Application Security Integration Support Charts
Access Policy Manager performs endpoint security checks using the
OESIS Framework from OPSWAT. Supported applications, such as
antivirus, and supported software are listed in OPSWAT application

T i

+ OPSWAT application integration support charts

= print |

Plug-ins

Downloads

e Expand / Collapse |

Agents

The following agents provide additional functionality for Microsoft®
Windows Server™ platforms

* ISAPI Plug-in

* ISAPI Plug-in (x64 edition)
This plug-in uses the WHI interface to gather system metrics for
use in Dynamic Ratio lead balancing mode.

Wicrosoft Server 2008/113 7.0 Handler
This handler provides integration with .NET platform to gather
system metrics for use in Dynamic Ratio load balancing mode.

RealServer™ Plug-in

Helix™ Server Plug-in

This plug-in gathers statistics about the RealSystem™ media
senver for use in Dynamic Ratio load balancing mode.

BIG-IP Edge Client™ Components

Use the following links to download BIG-IP Edge Client™ applications
andtools

«+ BIG-IP Edge Client™ for Windows, Mac 08 and Linux
- Component Installer Package for Windows
= Client Troubleshooting Utility for Windows

SNMP MIBs

The compressed files listed below contain all SNMP MIBs related to
the BIG-IP and Enterprise Manager systems

+ Download F5 MIBs (mibs_f5.tar.gz)
+ Download NET-SNMP MIBs (mibs_netsnmp.tar.gz)
S5H Clients

You can access the BIG-IP command line interface by using an SSH
client on your local work station. The Open S8H web site provides
links to free 83H clients for a number of operating systems

+ http:iwww.openssh.com
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(2) UTOESIE. ToF ORI I I T D—ENRRINET,
DAY —RERET. FUF IRV IV T7EFIVITHREEANDSUTD [EE] V1 F—FEERD ~"%
BBZEWVNE. ZO—EBELDYILNITTNISAT UL PCIZAVAR—ILENTWSENEI MDD F I TH
nFEY,

Antivirus ~| integration for | Windows 'I show

OPSWAT Antivirus Integration SDK 3.6.7371.2

Product Product Check Realtime Last Scan

Product Name Version ID Database Age Protection State Time
‘Microsoft Corp.
‘Microso‘& Forefront Client Security |1.5.x ‘5011 ‘Implemented |Implemented ‘Not Implemented
‘Microso‘& Forefront Endpoint Protection 2010 |2.x ‘5019 ‘Implemented |Implemented ‘Implemented
‘Microso‘& Security Essentials |2.x ‘5020 ‘Implemented |Implemented ‘Not Implemented
Microsoft Security Essentials A.x 6020 Implemented Implemented Implemented
Microsoft Forefront Endpoint Protection 2012
System Center Endpoint Protection 2012
‘Microsoﬂ: Security Essentials [Antivirus] |1.x ‘6012 ‘Implemented |Implemented ‘Implemented
‘System Center Endpoint Protection |2.x ‘6023 ‘Implemented |Implemented ‘Implemented
‘System Center Endpoint Protection |4.x ‘6023 ‘Implemented |Implemented ‘Implemented
‘Windows Defender |4.x ‘6009 ‘Implemented |Implemented ‘Implemented
Windows Intune Endpoint Protection 2.x 6021 Implemented Implemented Not Implemented
Windows Intune
Windows Intune Malware Protection [Antivirus] 1x 6018 Implemented Implemented Implemented
Windows Intune
Windows Live OneCare 1.5.% 6013 Not Implemented Implemented Not Implemented
Windows Live OneCare 1x 6013 Not Supported Implemented Not Supported
Windows Live OneCare 2.x 6013 Implemented Implemented Not Implemented
Windows OneCare Live 0.8.x 6014 Not Implemented Not Implemented Not Supported
Other Microsoft Corp. Antivirus X 6999 Implemented on Windows |Implemented on Windows |Not Implemented

with with

e s AN ot P s AN

admin
PK R dministrator

Hostname 3. 75ip.local te: De
P

[3Z]949—FEE® Client Side Check : Enable Antivirus Check in Access Policy

|| onLINE (ACTIVE) Warning!
| standalone
= -onfigured. If you require

Wizards > Device Wizards »» Ne A etup

Network Access Setup

Basic Properties

Use this Setup Wizard to

configure simple Access Policy The Policy Name specifies the name of the access policy to be created, and is used as the naming prefix for other objects tied to the access policy (2.0
for Metwork Access. My_ap, My_ap_vs, my_ap_aaa_svr, my_ap_webtop, etc.). This name must be unique, and not already in use on the system.
N N The Default Language specifies the language to be displayed to end users by default. Choices are English (en), Japanese (jp), Simplified Chinese (zh-
EitascBronertics b cn), and Traditional Chinese (zh-tw).
Specify basic properties for The Client Side Checks checkbox allows you to add a simple antivirus client-side check to the access policy, to ensure end users connecting have
the access policy. antivirus software enabled. You can later configure this antivirus check for specific antivirus vendor products, versions, and virus definition dates.
74,
I Policy Name [ Metaccess-001
3.
| Default Language en =
4.
= . | Full Webtop ™ Enabled
6. DNSHosts ion [ Netaccess-001
i S
% _“‘7“13‘1" ' | Client Side Checks I Enable Anfivirus Check in Access Policy
connection)
8 R

Cancel Mext

9. Setup Summary
Tips and Resources

EJ Understanding the Netwark
Access Wizard

EJ Testing your Metwork Access
configuration

Ed More editing...
For help on specific configuration

options click the Help tab located
abaove this section.
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5.5. SSL H—/\iFRRENHF

BIG-IP B DT 74 )L DY —/\FIAE (L, EXERIARTMBLI-EDOTIERW=H. Y5472+ PC D Web
TSr94T Virtual Server A7 912X 5L LTFOESHEENAHET,

\@ D Web Hf HOTE 1 UF o EEBEIC REERAG D T,

CD Web B hTRRENRET 2 UTIRSER. SAESIUSERREN SRITEINLEOTESD
FtAo

COD Web t hTIRERESNZET USSR, 310 Web t bOF FLARICRITSNEEOT
En

T2 UFEEREOMECE O T, P, BEVOITEa1—Y—-nSH—)(—(CEEEn3iEEE
EHERBEENRRENTBBENBDET.

COR—I%EALT, <@ Web Y FOREERITLBWC S EHELET .
@ CCEIUYILTID Web N—IZEUS.
@ COUr hOMEESITTS (BESNFEEA).

@ FHHiER

L%, IER7ZEFREER (61 : Verisign, CyberTrust &)ICTERA SNz —/\FIAEZAVHR—FLTFIATHETOF
IBEZRLET,

5.5.1. CSR M1ERL
SREER(CA)IZX LT, —/\FIBAZ DR ITEIKEET H1=8H D CSR(Certificate Signing Request)Z{ERLET
MainjA*=a2— — [System] — [File Management] — [SSL Certificate List|#7 TRRSN-EEmA LD
[Create |13 & UTOEEAMNKRRINET,

(1) CSR {eMEE.
e 2 : - Parttion: ||

I 'OMNLINE (ACTIVE)
f || standalone
System > File Management: SSL Certificate List »» New SSL Certificate...
/-y Statistics
General Properties e
gl woe I Name NetAccess-001_cert 4 ﬁ”( T= )E *EI IEo
L@ Wizards Certificate Properties . o ; |
) Locartrame [ o 5] Certificate Authority Z24R,
(73) Acosteration Common Name | apm fSip.local
Division FSE 3 7
() Access Policy I H-F(DIEE’\E E]\jjo
_ Crammsten [Fes Common Name(Web B—/\® FQDN)
& vovico wanagement Locality [Hinatou Orga nization
£2) Network State Or Province [Tokyo i
Locality
T Country Japan =lle i
s ' ' State Or Province
Configuration EEAEEEE [ :Ountry
Device Certificates Subject Atemative Name I
File Management Challenge Password - = -
== == s = B s
Disk Hanagement Confim Paseword — %o)ﬂﬂo)ﬁﬁlis qﬂﬁﬁ ?-%) EEEEE’\MWE#\& jb\éﬁﬁﬁf\ T:él,\o
Software
License Key Properties
Resource Provisioning Key Type ReA R EF E%?'%) RSA ﬁEE o
Platform Size 2048 =] bits
High Availability
Cancel | _Finished
Archives
Senices
Preferences
sFlow
SHHP
Users
Logs
Support
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(2) CSR#.O—AHIL PCAFoO—RRELET,
CSR #R%EFLTH L. lFinished IZ#LFET,

 oHLINE (ACTIVE)
|| standalone

Main System »» File Management : SSL Certificate List » ate Signing Request
/-y Statistics
_ Certificate Signing Request
2 A
e I — -BEGIN CERTIFICATE REQUEST--—-&
. TICET DELMAKGALUEBRMCS,
=) wizards QQHEWLNWShdGE ta3UxDI AMEQIVEACTEL

[BQNVEAMI D Fub S SmiWpWLsvY2 FSMI TBT:
R TE |CQKCAQEATF /mEpgVYev/ 0¥g4R612UpaDn:
) Local Traffic OacextLonZIBCNSAE

T
16T £5uT188pC55Qe 92/ Tb bMAEDFOREIN] ™
4 | »

(733 Acceteration
Request File Download Nethccess-001_certcsi ) % g 5 S I
[E) Access Policy a)CSR ~A—k,
TgenTrust
5 pevice management Certificate Authorities EIrER
GlobalSign
Verisign

£ Network I
System

Configuration

b)CSR 4 O—REELTHD, T, |

Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Senices

Preferences

sFlow

SNHP

Users

Logs

Support

REGEBAE MW TFTELLVIREE) ISRV FE T,

Parttios

| OHLINE (ACTIVE)

|| standalone

55-001_cert

General Properties
[Z) wiaras [ Wame Nethccess-001_cert

| Certificate Subject(s) No certificate

) Local Traffic

%) Acceleration
38 Access Policy

Device Management

£ Network
System

Configuration
Device Certificates
File Management
Disk lianagement
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Senices

Preferences

sFlow

SNMP

Users

Logs

Support

5.5.2. H—/N\GIBEZEOmMEFES

A9 O0—KL1= CSR & A D EREL /& (Verisign, CyberTrust %)(23%Y. M CSRIZEZLTHLITET. EXA
Y—/N\EEREIZLGYET,
(RAHARIZHLTIX, OpenSSL #FE->THBIZER

ERZEEY. BREITVELE.)
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5.5.3. FEBAEDAIUKR—
(1) BBEERMLHEITINT SSL H—/\FEBHEZ I HR—FLET,
'MainjA=a1— — [System] l'File Management | [SSL Certificate List1h 5E%
NetAcces 001_cert)Z:ERI HL UTOEEICEYETS,
BRI L RITINI=Y—/\FEBIE D71 /L% Certiticate Source THEL. Nmport | Z#LET,

LY DLD(ARBITIE.

[l OHLINE (ACTIVE)
|| standalone

System » File Management : SSL Certificate List »» mmon/NetAct
Statistics
SSL Certif Source

| Import Type:

iApp

Certificate

@' Wizards

) Local Traffic

| Cerificate Name.

ICommon/NetAccess-001_cert

Certificate Source

® Upload File T Paste Text

ltn\Des Hop\NetAccess-001_certpem S48,

BB LRSI — EHBEEE,

—
| Free Space on Disk 168 MB

Acceleration

[FF) Access Policy

Import 34, |

=

= Device Management

52 Network
System

Configuration

Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

Hign Availability
Archives

Senices

Preferences

sFlow

SNMP

Users

Logs

Support

(2) -lj-—/ *'Eﬂﬂihvrz‘k FENTF-KRETT,

l onLINE (ACTIVE)
|| standalone

Main ‘ t

/=y statistics External Me

iApp

Create.
() wizaras [| 2 ame - Contents |+ commonname |+ Organization - Expiration < Pariiion / Path
ntents
I T NetAccess-001_cert RSA Certificate & Key apm.f5jp.local F5IKK Nov 14, 2014 Common -I

) Local Traffic

T ca-bundle Cerificate Bundle Aug 13, 2013 - Aug 13, 2018 Common
Awehmm.. ™ default RSA Certificate lacalhostlocaldomain  MyCompany — May 11, 2023 Common

I il RSA Certificate supportf5.com F5Networks  Aug 13, 2031 Common

515 Access Policy

Archive... | Delete.

=) Device Management

£ Network
System

Configuration

Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

Hign Availability
Archives

Senices

Preferences

sFlow

SNMP

Users

Logs

Support
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5.5.4. Client SSL Profile @& fE VS ~DEILT

(1) Client SSL Profile @ 4 &

'Main]*=a— — T[Local Traffic] — [Profile] — ISSL] — [ClientJ TR s -BEEA LD Create |7TRE
UEHYE, L

| OHLINE (ACTIVE)
|| standalone

Local Traffic »» Profiles : SSL: Cl

—-=n
~BaX

ELFEY,

lient Client SSL Profile...

General

[
=z = B
Name. I NetAccess-00 1-Client-SSL % Bl (‘E :E\)é*ﬁ Xo
@ Wizards Parent Profile | clientssl =
) Local Traffic ¢ Basic v Custon[_
y y 0y p—y
Network Map Certificate [Netaccess001_cert =] BDFIIVIRVIARZTFTV, E
S _ ~ = B
Virtual Servers Key NetAccess 001_cell | — EDOTNE YO AZA—MSEFHEZE L —F IR, 2
Policies Enabled Options
Profles Dontinsert emply ragments
iRules
Pools
Nodes Options List Disabie]
Available Options
Wenitors Netscape® reuse cipher changs bug wurkarmﬂ
Traffic Class Microsofi® big SSLv3 buffer
Microsofi® IE SSLv2 RSA padding
Address Transiation SSLeay 080 client DH bug workaround
TLS D5 bug workaround =l
DNS Express Zones T
DNS Caches Proxy SSL r r
Acceleration SSL Forward Proxy: |Basic = Custom ™
SSL Forward Proxy Feature [ | r
7 Access Policy
CA Certificate Seledt 2 L
k|
£ Device Management ChKey ST B C
) vework Certicate Lifespan [0 davs r
Enabled
ST Basic Constraints
Subject Alternative Name
) ) Digable]
Cerficate Extensions List e
vailable extensions
AU ority ey Identilier =
Cerlificate Policies
CRL Distribution Points
Extended Key Usage
Fresh CRL (a.ka. Delta CRL Distribution Point_v |
Enable]
Cache Certificate by Addr-Port | [~ r
Client custom™
Client Cerificate [iamore = ]
Frequency once = r
Retain Cerfificate I Enabled [
Certificate Chain Traversal r
Depth e
Trusted Certificate Authorities None: > (m]
Adverlised Cerficate e o r
Authorties e
Certificate Revocation List ,ﬁ r
Tone =

(CRL)

Cancel | Repeat | Finished
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(2) Virtual Server ~® Client SSL Profile D&|& T
Mainj*=a2— — [Local Traffic] — [Virtual Servers]
995L LTOEBEARRINET,

#1ERL. APM AIZERTE L= Virtual Server 241)y

 oHLINE (ACTIVE)
|| standalone

5

Main

/-y Statistics
e wop
D Wizards

) Local Traffic

Netwark Map
Virual Servers
Policies
Profiles
iRules
Pools
Nodes
Honitors
Traffic Class
Address Translation
DNS Express Zones

DNS Caches

Acceleration

[13 Access Policy

Device Management

53 Network
System

admin
ministrator

Local Traffic » Virtual Servers : Virtual Server List » NetAcce

General Properties

SSL Profile (Client)

SSL Profile (Server)

VLAN and Tunnel Traffic

Source Address Translation

Name NetAccess-001_vs
Partition / Path Common
Description [
Tipe [stangars =]
Source [oooom
Sestination Type: @ Host © Network
agoress[1088 100 |
Senvice Port [2a~ [wmPs ]
Availability 3 Unknown (Enabled) - The children pool member(s) either dorit have service checking enabled, or senvice check results are not available yet
Syncookie Status off
State [Enaviea =]
Configuration: lm
Protocol TCP =
HTTP Profile hitp -
FTP Profile Wore, =
RTSP Profile [iore =]

Selected

Available

[7Common
dlientssh-insecure-compatible
wom-default-clientss|

YL L 1= Client SSL Pro

ile Z#4R,

Selected Available
[/Common
apm-default serverss|
serverss|

B

All VLANs and Tunnels x
None B

serversshkinsecure-compatible
wom-default-serverss|

Content Rewrite

Rewrite Profile.

HTHL Profile

Mone B
MNone B

Access Policy

Access Profile

Connectivity Profile

NetAccess-001 v
NetAccess-001_cp  x

OneConnect Profile

NTLM Conn Pool

HTTP Compression Profile
Web Acceleration Profile

SPDY Profile.

WAM D Bridge

VDI & Java Support I Enabled
OAM Support I~ Enabled
Rate Class None »

None -
None: -

None >

MNone hd
None -

Update | Delete
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55.41. 9547 PCHLDTIEA

ERGY—/\SEREZFETHIET. V547 FPCH B Virutal Server ND 7 I AEFZ, EENHLEEGEYET,

=
£ apm 15jp_local — Windows Internet Explorer

G = [0 res e ttnkea e £ 7 5| &)+ 5 somimplosa x ORAREY

| orWE RERE F®RY) BEEANE w-lD AnTH

F5 Networks
Qe W mly b

EBE L. F5 Networkst? 55 /22 2hit1 5 3h TLiZ T, @ 1995-2013 F5 Networks. All rights reserved

DBIRILLETETTY,

CCETT. CEH#EZRBETEREITG>TONIE TERIEINEATZELY,
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6. HiiR
6.1. APM AT xzHrE—D—DHRELTLKAZE

D4 —REMBET . —D— DA TPz IMERELTVE, I —FRELRFEDIREIZTHHAEERLET,
6.1.1. RENDEL APM A TIN5

APM DIN—F LY —/NIZTIEALTHS, Ry T—0F7 1 ZX(SSL-VPN b R IV EHEITSHFETICIE, TR
ISRT &G R A T/ ERALES,

CDZET.BIG-IPAPM [ZERELI=RY—DERASN =, FYNT—I9T7 Ryl av REREINET,

AAA Server

(AD, LDAP, etc.) DNS NTP
(E—
Self-Ip
BIG-IPAPM .4
DNSERTE AAA Server ACLs WebTop Network Access Lease pool
NTPER7E BRE i BRE BE RE BRE
Access Profile
IN—F¥)LH—\ A Poli
HTTPS(443) ccess Policy H
- 4 Logon Page o Authentication < ACL Assign =  WebTop FNetwork Access  Lease Pool
75'1’7)'!:#&2;_‘.,\ Session
table

,4."__..
IN—=F LY —s%
HTTPS(80)
HTTPS: 443\
UEAL A

Connectivity Profile

BENVELGEATOINOBELZLUTICRELES,

(1) DNS/NTP %7
BIG-IP BEAMEEEITIV—/\EETT,

(2) AAA Server FE
Active Directory FREEICIHELREREZITLET,

(3) ACL &7
INTYR IRV TR ETT . CcDEILAVTIHERELEFREAN, BDOIVPE U TILITHRELET,

(4) WebTop &X7E
BIG-IP APM ADT7 YR %&IZIRET 5 Web 7T)r— 3> TY,

(5) Network Access & 7E
SSL-VPN hY RILEITIT2HDERETT .

(6) Lease Pool %%
9FAT UL PPP 7HTRICEIZTONSTRLABTY,

(7) Access Policy
FROATOzHorET70—Fr—MEX THROITDHEETT

(8) Access Profile
Access Policy DRMGIEDITTY . FIATHEEELCTHRELET,

(9) Connectivity Profile
aARPav EOEMGEERERISIATUNRYINIZ T DEREEITVET,

LI, ERRDOEF T VMERELTVEET,
@, R DI 2y b T =D FEIFFTTLTVDLDELTEDHFT .
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6.1.2. FATzHOMDERTE

6.1.2.1. DNS/NTP &%

(1) DNS%#E&ELET .

bi ip Jocal

1l onLIE (ACTIVE)
|| standalone

@ Wizards

) Local Traffic

Acceleration

AR Access policy

Device Management

E3 Network
System

Configuration
Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platiorm

High Availability
Archives

Senices

Preferences

sFlow

SNP

Users

Logs

Support

System » Configura

2+ | Device

MainjA=a2— — [System] — [Configuration] — lDevice |27 M5IDNSZEIRLET,

e T — DNS @ IP 7RLRZEA AL,
DNS Lookup Server List rAdeﬂ;“Q\/%?ﬁ_‘j—o

_Edit | _Delete | Up| Down|

Address,—

_td |

DNS Search Domain List

DNS Cache

IP Version

et | peiste | up| pown|

Address:
Add

localhost

_Edit | _Delete | Up| Down |
=

(2) NTPZERELET,
[Device |2 T M5l

I
[l onLHE (ACTIVE)
5 || standalone
Main

/7y Statistics

g wor
@ Wizards

[F) Local Traffic

Acceleration
38 Access Policy

=
Device Management

£2) Network
System

Configuration
Device Certificates
File Management
Disk Management
Software Management
License

Resaurce Provisioning
Platform

High Availability
Archives

Senices

Preferences

sFlow

SHP

Users

Logs

Support

NTPIZZEIRLET,

Time Server List

Address:| 10.99.2.201
Add

F_

NTP @ IP 7RL R

FAdd7R%

AL,
LERY,

Edit | Delete
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6.1.2.2. BEEH—/\:Active Directory D& E

Mainj*=a2— — [Access Policy] — TAAA Servers I~ &1L . [AAA Server by Typel# T M, [Active

| oNLINE (ACTIVE)

] standalone

Statistics
(gl o
lﬂ Wizards

) Local Traffic

Acceleration

2l Access Policy
Access Profiles
AAA Servers
ACLs
SS0 Configurations
SAML
Local User DB
Weblops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

&2 Network
System

Directory |Z#RLFET,

admin
ministrator

Access Policy » AAA Servers »

General T
Name I I MNetAccess-001_3aa_snr 1EW§A jj o
Type Active Directory ‘

Configuration N L
Domain Name | corp.fajp.local '\ }4 ‘/15' #ék j] °
Server Gonnection © use Pool © Direct Server Connection ["Direct" EE*RL/\
Domain Controller [1090.2.212 Active Directory DIP7 |‘ b;&%)\ jj °

Admin Name
Admin Password

Verify Admin Password

Kerberos Preauthentication
Encryption Type

Timeout

None hd
15 seconds

Cancel | Repeat | Finished
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6.1.2.3. Lease Pool DE&5E

OSATUMIEIMTB IP PRLRE  J—RT— LEHRELET,

'MainjA=21— — [Access Policy] — [Network Access] ~#BELET,
lLease Pool List1#7 M i5TIPV4 Lease Pools1#R#IRLET,

| ONLINE (ACTIVE)
| standalone

Access Policy » Network Access : Lease Pools : IPV4 Lease Pools

vl statistics
. General
L wm I Name I|| Nethccess-001_Ip FEDE ff]{’&')\ A,

lﬂ Wizards c

) Local Trafmic

Acceleration

25l Access Policy

Type ' |p Address * IP Address Range

Start IP Address | 10.99.99.11
End IP Address | 10.99.99.20

r

| slz

Member List

]
Access Profiles

TRLRESEE DR DT RL X(Start IP Ad

IP Address Range

R#®OT7RLUR(End IP Address)
FAdd 7R 4]

ZERL .
dress)é&.
A AL,
R,

AAA Servers I

ACLs Edit] Delete|

$30 Configurations
e [csncel | Repsat | rinisnea |
Local User DB
Weblops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

&2 Network
System
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6.1.2.4. Network Access MDE%TE

(1) TMainij*=a2— — TAccess Policy] — ['Network Access] ~BEILEY,
INetwork Access List127%ZIRL ., ZIZRRSht=[Create]R2V T L ULTOBEEIEFET,
LITD&LSIZ, fEF A AL, Finished IRZVE#RLET,

siname:  big2( ate: N 13

dress
1 onLmE (ACTIVE)

|| standalone
Main Access Policy » Network Access : Network Access List » New Resource

/ey statistics

General Properti

(g v Name

NelAccess-001_na_res F=ED Z ﬁ']‘ ;E A | ° I

() wizaras Description T
) Local Traffic Auto launch I Enable
s T Customization Settings for English
Language o R A A R R A A A A AR AR RN AR AR AR EEEEAEEEEEREEEREEEEEEEAEEEEERE
Il Access policy Icapnon . [Netaccess-001_nares | (Name 0)1|'§75§E§j][§4][:)kjjghé) :

Access Profiles Detailed Description r-rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr--------------------------------uuuuuuuuuuuuuuuuuuuu-'
AbA Servers e T B8 viewkice Restore Defaulf

ACLs
Finished

550 Configurations

SANML

Local User DB

Webtops

Hosted Content
Secure Connectivity

Network Access

Application Access

Portal Access
lanage Sessions
Reports
Customization
Dashboard

MAM

Device Management

£3 Network
System

(2) Dk, l>JfF®5@@ﬁ(@?’%ll—bfﬁﬂﬂéhfzﬁﬁ)(:i&%bi"i’o

User: admin
ministrator

[l OHLIHE (ACTIVE)
|| standalone

Access Policy » Network Access : Network Access List » NetAccs

2 + | Propert

General Properties

Lﬂ Wizards Name Nethccess-001_na_res
Partition / Path Common

3 Locai Tramc
Description |

Acceleration Auto launch I Enable

E@ Access Policy C i Settings for English
Language English

Access Profiles

AAA Servers Caption NetAccess-001_na_res

ACLs Detailed Description [

580 Configurations e T [#E|viewkide Resiore Defai

SAML

Delete
Local User DB
Webltops

Hosted Content
Secure Connectivity
Network Access

Application Access

Portal Access
lanage Sessions
Reports
Customization
Dashboard

MAN

Device Management

£2) Network
System
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(3) Network Settings #7 TDRE
—C T, Bl

stname:  big208 f5jp local

.
‘f5 |l standalone

Main

/vl statistics

[ woo
uﬂ Wizards

) Local Tramc

@ Acceleration

E‘@ Access Policy

Access Profiles

AAA Servers

ACLs

S80 Configurations

SAML

Local User DB

Webtops

Hosted Content
Secure Connectivity

Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM
=
Device Management

£2) Network

System

f5

Main

| ONLINE (ACTIVE)
| standalone

/v statistics
=
[D] Wizards

() Local Traffic

(7 3%) Acceleration

[ Access policy

Access Profiles

AAA SEIVErS

ACLs

S50 Configurations

SAML

Local User DB

Webtops

Hosted Content
Secure Connectivity

Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

E2) Network

System

REL-L

[l ONLINE (ACTIVE)

L
PM (JST) Role

Access Policy » Network Acce

- P

Enable Network Tunnel

ess : Network Access List » HetAcs

Network Setting: 3 DNS

ease Pool Z3&IRLET , RATUYk U RILDBRTELIZTITNET,

Network Tunnel

‘ [ Enable

General Seftings: |Basic =

‘Supported IP Version

1PV4 -

IPV4 Lease Pool

Nethccess-001_Ip =

$ELT- Lease Pool £:&iR, |

Compression

|No Compression x|

IPV4 LAN Address Space

SNAT Pool Auto Map ~
Client Settings: [Basic  »
=
Traffic Options Force all traffic through tunnel

© Use splittunneling for traffic

IP Address| 10.99.100.0
Mask 266.265.256.0
Add

Use split tunneling for traffic

R RILISELI=WRYNT —D R
FTAddI7R&Y

E*RO

BREL.
ZLICEN

DNS Address Space

Allow Local Subnet

Client Side Security

Client Options

'Eﬂl Delee|

ows|
Add|

Edil] Delete

™ Enable

r Prohibit routing table changes during Network Access connection
I” Integrated IP filtering engine

[ Client for Microsoft Networks
I File and printer sharing for Micros oft Netwarks

Update

Access Policy » Network Access : Network Access List » NefAccess 0001 na res

By P

DNS/H

DS C T

IPV4 Primary Name Server I 10.992218 7747"‘(:*“5 C %) DNS, I
IPV4 Secondary Name Server |

Primary WINS Server

‘Secondary WINS Server

—

DNS Default Domain Suffix

Register this connection's
addresses in DNS

Use this connection's DNS
suffix in DNS registration

Enforce DNS search order

Static Hosts.

[ 9547 UREIS TS DNS KA HT4voZ, |
™ Enable
™ Enable
[+ Enable

Host Name
IP Address

]

Edit| Detete
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6.1.2.5. Webtop MERE

Mainj*=a21— — [lAccess Policy] — WebtopsZ:&IRLET .
ALIZRREINI[Create /R2UEH T L UTOBEEINAENET .
LLTD 2 5% EEEL. [Finished JR2 ZHLET,

ip.Jo Daf

| onLINE (ACTIVE}
5 || standalone

Access Policy »» Webtops

/7y statistics
‘General Properties

@ 23 Name MetAccess-001_webtop EE:EWGDZ *ﬂ"%k jj o

() waaris Tie [etwork Access 7] Network Access | %% iR,

G vocal Traffic ¢

| Minimize To Tray ‘F Enabled ‘
Acceleration

Repeat | Finished

EE] Access Policy
Access Profiles
AAA Servers
ACLs
S50 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Metwork Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard
MAM

£ Device Management

(52 Network
System
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6.1.2.6. Connectivity Profile ME&E

MainjA=a2— — [Access Policy] — [Secure Connectivity ] T TOEIEMNENET,
BLIZRTENSTAIAIREVZRT E UTOERERNARNET,
LT 2 yEi%Esk

big:

1 onLmE (ACTIVE)
|| standalone

Main

/ey statistics

g wop
@ Wizards

) Local Traffic
Accsleration
Il Access policy
Access Profiles
AAA Servers
ACLs
S0 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Wanage Sessions
Reports
Customization
Dashboard
AN

Device Management
£3 Network
System

Tﬂ, TOKJRZEILET,

admin
dministrator

Access Policy » Secure Connectiv

# ~  Connectivity Profile Li
—

Name = Description

& connectivity

Parent Profile

Application

Create New Connectivity Profile

& General Seflings
2 5 Compression Settings
& Network Access
<& App Tunnel
& Citrix Client Setings
2 45 WinMMac Edge Client
& Server List
& Location DNS List
= &5 Mobile Client Settings
<& Android Edge Client
<« Android Edge Portal
<& 108 Edge Client
& 05 Edge Portal

Profile Name*
Netccess-001_cp

Virtual Servers

Partition/Path

Common

EEDEMEAN,

Parent Profile*
JCommeon/connectivity |~

N—REHS Profile 2:&1R,

FEG Profile (Not Licensed)
Selectavalue..  |w

Description:

Partition:
Common
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6.1.2.7. Access Profile & Access Policy D% E

(1) "Maini*=a— — TAccess Policy] — [lAccess Profile] — [Access Profile List1Z3&ER,
A LEIZRTESNI[Create |/ R2VZ T & LTOEERARENET
UT 2 7fiE

EREL. lFinished IIR2F1BLET,
3 admin e F'artmcn- E!

big:

1 onLmE (ACTIVE)
|| standalone

Main Access Policy » Access Profiles : Access Profiles List » New Profile

/ey statistics
General Properties.

B e — EEDEHEAD. |
J

Max In Progress Sessions Per ,U—
Webtops ClientIP

Hosted Content Restrict to Single Client IP |

=) wnzaras Parent Profile ~access
) Local Traffic Settings Custom ™
Inactivity Timeout 300 seconds (|
Acceleration
Access Policy Timeout 200 seconds =i
R Access Poli
m =7 Maximum Session Timeout ) seconds [}
Access Profiles F—
s Faiure | [ seconds r
AAA Servers g
Maximum Failure r
ACLs Detay B seconds
80 Configurations Max Coneurrent Users 0 -
SAML r
Max Sessions Per User 5
Local User DB
=
=

Secure Connectivity

Network Access

URI
Application Access
Add|
Portal Access

Logout UR Includ
Wanage Sessions SR

Reports

Customization Edit| Delete|
Dashboard Logout URI Timeout 5 seconds
AN

Microsoft Exchange Mone B

) Device Management

S50 Acro: ication Domains (Single Domain mode)
&3 Network Domain Cookie [
[ secure
System Cookie Options I Persistent
[~ HTTP Only
‘980 Connguration ,m
Language Settings
Additional Languages [Martaa) =] Add]
Accepted Languages Factory Builtin Languages

English (en)
Chinese (Simplified) (zn-cn)
Chinese (Traditional) (zh-tw)

2| |Korean (ko)
Languages [ | Spanish (es)

o [French )
| German (de)

Default Language [Japanese (a) x|

Cancel | Finished
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(2) z0&. LTOE@EICERLET,
ZCT. Access Policy #5% &9 51=8(Z. TEdit... 1209 LET,

Da

| OHLINE (ACTIVE)
5 || standalone

Statistics
iApp
Lﬂ Wizards

User: admin
Administrator

|BMM5“Name

* Applicationf| Access Palicy |[Export ‘Com‘ |wnw9mecs ’?F'amﬁoanam
T [ Nethccess-001 Edit Eport.. Copy. Commeon
) Local Tramc
w access (none) (none)  (none) Common

Acceleration

[ Access Policy

Delete... | Apply Access Policy

Access Profiles

ABA Servers

ACLs

'S80 Configurations

SAML

Local User DB

Webtops

Hosted Content
Secure Connectivity

Network Access

Application Access

Portal Access
lanage Sessions
Reports
Customization
Dashboard

MAM

5 Device Management

£ Network
System

(B) UTDIIGEAEICHAHAIZEEEENARTINET A COYAFOBEZERITT HIERRLTZEL,

20 Web H- hoEFaUF RS CEMBENBDET,

CM Web tH bTIRERENEF 1 UT HASEE. SESNICIREE, SRITSNIEOTESD
FA.

Zd Web H-f FTIRRENZEF1UT 3 EASE. SO Web B D7 FLRACEITENZHDT
EN

TFa1 VT IAEOMEICS ST, P, SELOIZEa1—F—pst—)(—[CREENSEEE
EHBSEENTRINCLBEENE0ET.

COR—TEELT, O Web Y- MOBBERTLAW L EIBELET.
@ CTEIVYIULTIO Web R—SEBEC 3.

@ Cob FOMEERITY B (EESNETA).

@ FER

(4) LLFOEME : Visual Policy Editor (VPE) ARRSNET,
"Start"&"Deny" DR EICHD. [+1E0)VvILET,

Access Policy: /Common/NetAccess-001 | EditEndings | (Endings: Alow, Deny [defaut])

ALY

=
G
Add New Macro

An access policy consists of a start point, actions, and one or more endings. To insert a new action, dick on the + sign. To configure an acbon or ending, dlick on the link nside the box. To delete an action, click on the x on the upper right edge of the box. Click the Add Macro button to add
a purpose-built set of predefined access policy items, to simpify access policy creation,

You can get started with Device Wizards. On the main navigation pane, expand Templates and Wizards, and cick Device Wizards, then start an APM Configuration wizard, to create a smple access policy that you can later modify. See the Comfiguration Guide for BIG-IP Access

Policy Managerfor more on creating and editing an access policy

Please see the Oniine Help for more Visual Policy Editor basics.
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5) Z0#%. UFOEEHFEIET,
Logon]#J T. Logon Page ZEIRL . [Add Item R 2L ZHLET,

[Bazin tuping to search |

Access Policy: /Common|

- fallback + [ Logon Aumenﬁaﬁcnwl\sygnmant] fEndmintSEr:urig [Server-Side] MEndm\nt Security (Client-Side’ ]fGenEral Pur@se}

© External Logan Page Redirect user to externally hosted form-based web logon page
€ HTTP 401Response HTTP 401 Response for Basic or SPNEGO Kerberos authentication
Add New Macro |
I (ol Logon Page Web form-based logon page for collecting end user credentials (used with most deployments) I
© Virtual Keyboard Enables a virtual keyboard on the logon page for entering credentials
© VWMware View Logon Page Display logon screen on VMware View dients

Cancel | AddItem Help

(6) Z0#%. LTFOEEIBENET,
CCTlE. BISEERTHT. [save IRAVEBLET,

|| Properties® || Branch Rules

Access Policy: /Common/NetAccess], ogmras A

’—x Logon Page Agent
@ = lm&lﬁlh“mk = Split domain from full Username No »
CAPTCHA Configuration lm
Add New Macro
Type Post Variable Name Session Variable Name Read Only
1 Jex =] username usemame e =1
2 [owood =] | [pmonon ] [posmord I [y
. 3 [rone =] [fielas ] [fielas ] o =1
4 |rnone | field4 field4 m
5 fnone =] [fields ] [felds ] No = P
Customization

|Language |Ja - Reset all defaults ‘

F5 Networks <br> £% 2P0
Form Header Text
ERe
Logon Page Input Field k]
#1
—
Logon Page nputFieid |77 F
- =l
Cancel Iml‘ﬂah in tab has been changed, please don't forget to save) Help
| S—

(7) LLTFDOESGKREEIZHYET,
Logon Page DEAIZH A +1%207')vILET,

f5 1 aoivaccess ]
Access Policy: /Common/NetAccess-001 EditEndings | (endings: Allow, Deny [default])

fallback ] sk - 5
Add New Macro

& on the + sign.

ck the Add Macro b

d Templates and Wizards, and cick Device Wizards, then start an APM

Ses the Configuration Guide for BIG-IP Access
Policy Manager

Cnline Help for more v
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(8) #0#%. UTOEBEHIENET,
[ Authentication |27 T, TAD Auth |Z:#1RL . TAdd Item7/RZFIRLET .

| £5 1 avolv access poliey

I Begin tuping to saarch
Access Policy: /Common| | ‘
[ 1 | [ Logon I Authentication | Assignment | [ Endooint Security (Server-Side) || Endpoint Security (ClientSide) | | General Purpose =
+—| Logon Paga]—
& ADAuth Active Directory authentication of end user credentials I
 AD Query Active Directory query to pull User attrbUtes for USE With resource assignment or other funcbons, Such as AD group.
Add New Macro mapping
 Client Cert Inspection Check the result of dient certificate authentication by the Local Traffic Client SSL profile
' CRLDP Auth Certificate Revocation List Distribution Paint (CRLDP) dient certificate authentication
| & HITP Auth HTTP authentication of end user credentials

" Kerberos Auth Kerberos authentication, typically following an HTTP 401 Response action
© LDAP Auth LDAF authentication of end user credentials
' LDAP Query LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
' LocalDB Auth Local Database Authentication
€ MADM Query MADM Query agent
© NTLM Auth Result NTLM authentication of end user credentials -
© oam Oradle Access Manager (OAM) authentication of end user credentials
 ocsP Auth Online Certificate Status Protocol (OCSP) dient certificate authentication
" On-Demand Cert Auth Dynamically initiate an S5L re-handshake and validate the received dlient certificate
© OTP Generate Generate One Time Passcode (OTP)
IS Verify One Time Passcode (OTF) =
Cancel Add Item Help

9) Z0#%. UTOBEEHNENET.
[Server |MIEHE T, BEIZERE L1= AAA H—/\: Active Directory Z3E4RL . [Save IIRZUZHLET,

properties™ | [ Branch Rules

Name: [AD Auth |

Access Policy: /Common/NetAccess:

Active Directory
D falback | [ fallback 1
Start }— Logon Page‘l =

<an||TvPe | Authentication =]
Server [ JCommon/NetAccess-001_aaa_srvr =] I
Cross Domain Support | Disabled - |

Complexity check for Password
Add New Macro Reset Disabled -I
Show Extended Error Disabled » I

Max Logon Attempts Allowed 3x
| | Max Password Reset Attempts
|| omed [s=

Cancel I m }Daﬁ in tab has been changed, please don't forget to save) Help

(A0O) AT D KSR REIZHEYET,
FTAD Auth D A1Z$H 5. Successful AlDT+1E5vbLET,

£5 1 Apoly Access poliey THap T T |
Access Policy: /Common/NetAccess-001  editEndings |  (Endings: alow, Deny [defaut])

.
@ fllback | o |felback Successfub, +

AD Auth

Deny |
fallback - Den |

Add New Macro

emplates and Wizards, k Device Wizards, th
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(11)Z0#%. UTOEENENET .

lAssignment]4 7 T, [Advanced Resource Assign%ERL . FAdd Item JZR2VERLET,
\ [

Access Policy: /Common [Bein i to search ‘

fallback *7 ¢ | Logon fnumenﬁaﬁcn Assignment |§ Endpeint Security (Server-Side] MEndgmntSecur\g Clignt-Side ]fGenEral Purgose}
+—| Logon Pag I—

€ ACL Assign Assign existing Access Control Lists (ACLs)
" AD Group Resource Assign Map ACLs and resources based on user Active Directory group membership
A e e & Advanced Resource Assign Expression-based assignment of Connectivity Resources, Webtop, and ACLs I
© BWC Policy Assign Bandwidth Contraller policies
€ Citrix Smart Access Enable Citrix SmartAccess fiters when deploying with XenApp or XenDesktop
© Dynamic ACL Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADIUS or LDAP
" LDAP Group Resource Assign  Map ACLs and resources based on user LDAP group membership
-

Pogl Assign Assign a Local Traffic Pool =

e s

(12)z0i#%. LTOEEIARNET,
FAdd new entry ]7h 2 %L T, Expression % 1 DEBMLET , TN FDIAdd/Delete ;29w ILET,

7@‘@

Properties® | | Branch Rules
Access Palicy: /Con

Name: [Advanced Resource Assign

il ent
fallback +| Loao
Add new entry Insert Before: I 1=

Expression: Empty change
1
I Add/Delete I

Add New Macro |

Cancel | JEETT] (*Data in tab has been changed, please dor't forget to save) Help

A)Zzn&. UL TOEEIAENET .
INetwork Access 127 T. BEIZERELT= Network Access VYV —RADF Ty IREAVIZFTvIEANTT,
| e |

[
) [Begin yping to search | in [Gurrent Tab =
Access Policy

D o | [Staticacts 0o | Network Access 1717 | [Juebtop 071 ] show 6 more tebs
Start

[V jCommon/etAccess-0001_na_res

Add New Macro

Cancel Help

(14)T'wWebtop147 T. BEIZE& E L 1= Netowrk Access A Webtop DF =y IRIAVIZFzvoEANTET,
lUpdate |I/R2EILET,

- [Zazin eyping to searea | in [urrent Tab |
Access Policy

iback | [Static ACLs 0/0 | [Network Access 1/1* [ webtop 1/1% | bshow 6 more tabs
]

Start
' MNone

i [Common/MNetAccess-001_webtop

Add New Macro

Cancel | (TS Help
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(15)F D%, LTOLSITREEICHYET,
[Save /R ZHLET,

fs Il Apply Access]|

W |
[Properties* || Branch Rules |
Access Policy: /Con

Name: [Advanced Resource Assign

Fallback Resource Assignment
-—Slart +—| Logon
- Add new entry

InsertBefore: [1 |

Expression: Empty change

g
1 Network Access: /Common/NetAccess-0001_na_res
_Addewtiaao | Webtop: /Common/NetAccess-001_ebtop
Add/Delete

Cancel I - [l(*Data in tab has been changed, please don't forget to save)

(16)LATF D LR REIZHYET,
&#% (=l Advance Resource Assign |D#% A28 % Deny 12T Allow | ICEB T 2R ENH DN T, TDIDeny %
299 LES,

fs I Apply Access Policy

Help Close
Access Policy: /Common/NetAccess-001  editEndings | (ndings: Alow, Deny [defaut])
Start fellack ] Logon Page | fellback Su ! f Advanced Resource Assign '_ﬁ\lbxk +—> I
AD Auth
= [fallback
Deny |
Add New Macro
n action or ending, dick on the link inside the box. To delete an a: e x e upper right edge
Add Macro
Y g th Device Wizards g Templates and Wizards, ck Device Wizards, then start an APM Configuration wizard, eate a simple access p
the Configuration Guide for BIG-IP Access Policy Managerfor m sting and editing ar

Fl

lease see the Online Help for mo

A7UTDESILEEABRNET , [Allow %R, [Save IR2VERLET,
— [ ]

Access Policy: /Common/NetAccess-001  editendings | (| & alow O |
© Deny O
Start fallback [ . | fallback Successful @
= fallback
Add New Macro
Cancel I Save I el |
(18)VPE MEFEIFU LT A FLEEELEFBERAINATOEE A,
E EIZRIRIN TSI Apply Access Policy 129y 5ZET, BRENBRINET,
fﬁ ] Apply Access Poli Help Close
Access Policy: /Common/NetAccess-001  editEndings | (Endings: Alow, Deny [defaut])
Start ooy 1| oon Page Pk Succesful [ Advnced Resource Assin l—"”b‘k +—>
AD Auth fallback pery ‘
Add New Macro
e ;‘1.;“0 ending, he ide the box. To delete an action, dick on the x on the upper right edge

Devic

e Configuration Guide for BIG-IP Access Policy Manager fo

Flease see the Online Help for more Visual Policy Editor basics,
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6.1.2.8. APM A Virtual Server D& E

Main]*=a— — TlLocal Traffic] — [Virtual Servers] Z#&ERLET,
ERELET,

) onume (acTivey
| standalone

Main

/vl statisties

[l e
[D] Wizards
Local Traffic

Network Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
Monitors
Trafiic Class
Address Translation
DNS Express Zones

DNS Caches

@ Acceleration

ZIE! Access Policy

=} Device Management
E2) Network

System

Local Traffic »» Virtual Servers:

Virtual Server List ;N

General Properties —
Name I [ Netaccess-001_vs {I%o) % ﬁ]‘%)\ jj o
Description |
Type Standard -
Source

Type: @ Host T Network - “
estnaton s [ Type T Host #:21R,
- S o .

Service Port 443 HTTPS ~ VS 0) P 7I\l/xi¢_kj] l./s -'j-_t x7k_|\(443 Egyio
State Enabled =

Configuration: | Basic =
Protocol TCP_~
SR | - HTTP Profile &R,
FTP Profile | |
RTSP Profile None. =

Selected Available
[/Common [/€ommon
55L Profile (Client) =l ‘i‘aerc‘t_‘fe‘;;'lﬁr:éreviég‘mpauble clientss €J§¢R R
|
Selected Available
[/Common

SSL Profile (Server) apm aetaulsernerss!

VLAN and Tunnel Traffic

‘Source Address Translation

senverssi-insecure-compatible
wom-default-serverss|

AIl'VLANS and Tunnels ~
Mone hd

Content Rewrite

Rewrite Profile.

HTML Profile

None [
None 2

Access Policy

Access Profile

Connectiity Profile

Methccess 001 =
Methccess 001_cp v

2% % L1z Access Profile & Connectivity Profile

ZER.

NTLM Conn Pool

HTTP Compression Profile

Web Acceleration Profile

WMAM ID Bridge
VDI & Java Support ™ Enadled

OAM Support I~ Enabled

Rate Class None =
‘OneConnect Profile None hd

None -

None -

None -

Default Persistence Profile

Fallback Persistence Profile

None -
None -

‘SPDY Profile Mone o
Resources
Enabled Available
\/Common 2
= _sys_APM_ExchangeSupport_OA_BasicAuth
iRules _sys_APW_ExchangeSupport_OA_NtimAuth
= _sys_APM_ExchangeSupport_helper
_sys_APM_ExchangeSuppart_main =l
Up | Down
Enabled Available
[/Common
Policies il _sys_CEC_video_policy
>
Default Poal j None =

Cancel | Repeat§l Finished
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6.1.2.9. YA AL Z kR Virtual Server MXE

HTTP(80)T7 -t XL TH. APM A Virtual Server(HTTPS(443)) NS AL I SN B L2, UEALIRED
Virtual Server Z#HRICHELET

|l onLE (acTIVE)
| standalone

Main
/-7 statistics
inpp
() wizares
) Local Traffic
Network Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
WMonitors
Traffic Class
Address Translation
DNS Express Zanes
DNS Caches

© 24) Acceleration

[7) Access Policy

=

Device Management
£2) Network

System

admin
ministrator

Local Traffic » Virtual Servers : Virtual Server List »

General Properties.
Name I NetAccess-001_vs_redirect ﬁ':f%td) % *f]'\"éﬁ jj o
Description |
Type Standard =
Source

Type: @ Host T Metwork 3 h
Destination Address: [ 10.09.1.101 Type T Host 533#{0
- S ° 5
o VS @ IP 7RLREA AL, Y —EXR—F(80) &=4R,
State [Enabled =]

Configuration: | Basic [~
Protocol TcP -
oD L = HTTP Profile &R,
FTP Profile EE |
RTSP Profile None =

Selected Available
[/Common
SSL Profile (Glient) |
clientssl-insecure-compatible
==| | wom-deaun-giientsst
Selected Available
[/Common
S5 Profle (Sener) apm-defaultserverssl
semverss|

VLAN and Tunnel Traffic

‘Source Address Translation

serverssl-insecure-compatiole
wom-default-serverss|

All VLANS and Tunnels x
None v

Content Rewrite

Rewrite Profile

HTML Profile

Naone =
None -

Access Policy

Access Profile

Connectiity Profile

MNone hd
None. ~

‘OneConnect Profile
NTLM Cenn Poal
HTTP Compression Profile

Web Acceleration Profile

MAM ID Bridge
VDI & Java Support ™ Enabled
OAM Support I Enabled

Acceleration
Rate Class None =

Default Persistence Profile

Fallpack Persistence Profile

None -
None -

SPDY Profile [None =]
Resources
Enabled Available
_SY5_APM_activesync = _ )
774 L CRESATOS Rule:
e “eve e ser e - .
o aun_sslocsy j _sys_https_redirect Z:#EiR,
_Up| Down
Enabled Available
[iC
Policies =l e CEC Lidea_policy
- |
Default Pool | [Nene =l

Cancel | Repeatl| Finished

LET, D49 —FTRELEABERFOREICLYET,
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6.1.2.10. 9547 PC DT IEA

HS54 72k PC D5, BFELT: Virtual Server ADT I AMNTETTAHIEEHERLET,

F5 Networks

e Nty i)
e ]
restioon

N

TR, F5 NetwarksB 3 777 213 3 TUE T, © 1999-2013 FS5 Netwarks. Al rights reserved.

6.1.3. SSL H—/\E[BRZNHETF

MR T DERTE LEHRTS o
BEiR DISSL H—/\GEBAE DERTE 1ZSRL TS,
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6.2. V547U MEBAEREIDETE
IS5AT UMNIREICK DRI ETOIRE A RERHLET.
6.2.1. V9547 UMIREDHIT
H54T7 U NERERIDHREEITIOITE. LT 2 DDFAEABETT,

D FIIBDOIIREE
BIG-IP I THIALEY,

@ 934ATUMLERAE
95472k PCRITRIALET,

DIAT UMEAZDFETICIE, KEZUT 2 2DHELSHYET .

a) FERDOIREE/(Verisign, CyberTrust ) HITLTHSS
b) B DIREEE(HI: OpenSSL DFIM)ZETT. HITT D

ATARTIE, b)D A% :OpenSSL #F>THBDRERERETT. V17U MEAEEHETLEL R,

DIATUNEREZERITT SR, PKCS#12 X THITT HZET, F—LERAEEZ—DDI7MILELTISAT
UMIRETHIEMNTRETT,
ABITlE, PKCS#12 B2 T, Napmclient001.p12 1L T7AILBDISAT U MEBAEEHKITLELT=,

6.2.2. 9SATFPCANYSATUNERAEZEZ A R—

DA T U MERAE(PKCS#12)E . V54T b PC AV AM—ILT BFIBICDONT, SEETICRHBLET,
AHAREDHSA4F7 2k PC &, Windows7+Internet Explorer 10 ZF|BALTLVET,

(1) 2547 EEBAE : Tapmclient001.p12 1% Windows ~aE—LE9,

(2) ZDIIBAEZES T IV w9 BHTET, Internet Explorer ~DA U R—rABIRSHET,
SEERED R —k i —F DBE
[ | COH-FTE, STORE. SIRAEISHE)A b B UTBRE S
¢ \/ % ARET AR AT FIOE -Lad,
=g STORKAR LS TRTENAETARSI, 71—~ ID #0874
BR5ELEN, e | T TR Uy LD — hiEiE R e

%rmwrﬁ:&&%mﬁ* IEF@XI”[I SHEREMREEN
B AT L EOFRECS,

FATEDIL DRl B DL TIE

< EA(E) Feutl |
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(3) EDFFIRAIZRLFT,
SEIHFOA A= i —F
A — I BERE 7
At = b B2 EEELTRE (.

TrA AR
oL I

¥apmelientl01p 1] H8(R)..

AR ROERNEEIE | 207 MG EDEIRS S RET SRS
Perzonal Information Exchange- PKCS #12 (PFX P12}
Cryptographic Message Syntax Standard- PKGS #7 SI8AE (P7E)
Microsoft LUPIMEENEEEREA T (55T)

B [ oy | #estn |

(4) MEX—D/RT—FTRESNTVNEDT, NRT—FEAALET,
(OpenSSL THITT HMRICIEELI=/SRT—KTY,
SEIHEDA -k 2 -F
KA0—F
T U TR TR, S (L AD - FERREENTOEH.

TER —OIAT-FEA N LTHRE

MAD—FEX
[eossns

I WES-OIREEETBE - N
O RN A B, IR — AT S TN VRN 3T

[ L% 5O - T T B0
T () bl A TR LA

IV FATOIERI ORTrESME(A)

i ] ) A P a3

<EaE [ anmr | Feetn |

(5) ZEDFEMR~NZHLET,

SHREOA S —L - F [x]
EAEA LT

SHEREA P, SRENRESSU AT L EDIRETH.

Windows (ZZIBREA NP EB SNENEIRE Y S SIRB AR A E T BLLATTEE T,

& ST T R R T R AR
© SEAEESATROA PR TSE
R AR

< [ | st |
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(6) TETIZHLET,

SEHE DA AR —F 2T - F
SMBOAV R S RO T

ETIE#M0F00, SHEREN A - FENET.

B - ETESEICRESNET
PFX
iR C¥llzers¥test 100 1¥Desktop¥apmolient

<Eae [ =T | wevtn |

(7) TOKIZEHLEY,

@ zunt-rensn

(8) SEAEMNAVA—ILENT=IREEETEET BICIE,
IELI0 DIY— L =T A8—RybATay | -TEERE R4V FBLET,

Auh—%zbk 47930 [2]x]
28 | R | I Y e | Fos5s | s |
B
[ SIS AR O DR RELET.
ssL gz [ RxE |
A-taAu-t
£ F—Paw—Pe Lo, Web A—-ZTAIE ED
A0 AALRMEE. AATCHRTEED.
Ji— [k Web A512
E 24— [E Web 2540, Web G FOE# SEQ)
El  &hfazs:vE Internet Explorer $92M
DTS5 A TETLES.
ok | weut | EEms |

(9) MAANIZT T ISATUNEAZENA D RR—ILEN TSI EERERTEET,

SEAE
Ba9(H) [<FAT> |
{BA | EmA | CPROSTIRIEES | r2aEEnL — HSTAREER | (SRESNERTTT | (SRS NG RETR |

k-t | oAk-HE-|  EERE | B )

SEAZME
<HAT>

Fr(d |
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(10)VZ17 U MEEBAEZE S TIL Dy I S HE AIAEDFRN R TEET,
EOE]
242 S | RO |

Fr(E:  [CIAT> =l

Z4—JbE | & =
[ %shEBREMRRS 255 118 140 205233
[C|ashERREmieT 265 11H 140 205233

B RSA 11024 Bits)

@EZ&%I]SE Subject Type=End Entity, Path Length Congtraint=None
@Netscape JAk OpenSSL Generated Certificate

LTI'IH—v:':-hL o 4 AT AE N4 AN A fe Fa Ta AR N1 kA -0 B EE T (] :Ij
4

GM = apmclient001a5jp local

OU = FSE001

0 = FEJKK

S = Tokya

G = JP

JOATOREE. | Frimze-on. |

6.2.3. BIG-IP MERE

D34 T U EBAE R ES BIG-IP DEREEZTRLET

6.2.3.1. REABDIABEED A R—

(1) Hohlse.RIABDIAEZL. BIG-IP DFEER GUIANT7I+ERT S PCICOE—LTHEEET,

(2) %o)mrt)%o)nrtﬂﬂiéu'ltoﬁuﬁr BIG-IP N iR—kLET,

A ——

System »» File Management : SSL Certificate List »» Import SSL Certificates and Keys

/-y Statistics

SSL Certif Source

E 1App Impart Type [Certificate =l Cel’tificate %E*Ro

(] wizarus Comteats Nams @ Create New O Overnite Existing EEDE&MEAD,

demoCA

) Local Traffic

@ UploadFile © Paste Text
R [T zaao)mrﬁw,rtaﬁ%aamo

(i 24 Acceteration

—
Free Space on Disk 168 MB

Cance] | _import

8 Access Policy

=) Device Management

£ Network
System

Configuration

Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Senices

Preferences

sFlow

SNHP

Users

Logs

Support

75



(3) UTDIREEIZRYETS,

Dat

| OHLINE (ACTIVE)
|| standalone

System s, File M. n rtificate List

Searen Create.

[Z) wizaras + Name. + contents + CommonName | Organization | * Expiration * Partition / Path

™ NetAccess-001_cert RSA Certficate & Key apm/fsjp.local FEIKK Nov 14,2014 Common
) Local Traffic

[ cabunde Certiicate Bundle Aug 13,2018~ Aug 13,2018 Common
({3%) Acceleration T default RSA Certiicate localhostlocaldomain MyCompany  May 11,2023 Common

I demoCA RSA Certficate TEjkk-ca FEIKK Sep 11,2022 Common
[IE) Access Policy

T e RSA Certficate supportf5.com F5Networks  Aug 13, 2031 Common
Device Archive._ | Delete
£ Network
System

Configuration

Device Certificates
File Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Senices

Preferences

sFlow

SNHP

Users

Logs

Support
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(4) TSSL H—/\GIRAE DL TE I THERLLT=. Client SSL Profile ##R&ELFET .
Main]*=a1— — [Local Traffic] — [Profile] — [SSL] — [Client]T. %49 % Profile #4')v93 %,
LUTOBEIAENET , UTOBYERELET,
- - e satr partion: (TR |

J oHLINE (ACTIVE)
5 || standalone

Main Local Traffic » Profiles : SSL: Client » NetAccess-001-Client.SSL
e ciatistics 25 - | Pro
iapp
General Properties
[Z) waaras Name NetAccess-001-Client-8SL
Partition / Path Common
) Local Traffic
Parent Profile dlientss| 2
Network Map
@ Basic = Custom ™
Virtual Servers
- = -
Folicies Certificate [Netaccess-001_cen  +|
Profiles Key Nethccess-001_cent = ~
iRules Enabled Options
ools Dontinsert empty ragments
Nodes
Honitors
Traffic Class (O it Disatie]
Available Options
Address Transiation Netscape® reuse cipher change bug wnrkarmi’
Microsoft® big SSLV3 buffer
DNS Express Zones Wicrosoft® |E SSLv2 RSA padding
SSLeay 080 client DH bug workaround
DNS Caches TLS D5 bug warkaround =l
- Enable
 24) Acceleration
Proxy SSL || -
[ Access Policy
EE SSL Forward Proxy: |Basic = Custom ™
TR SSL Forward Proxy Feature | 7 -

CA Certificale Seledt ~ -
£ Network

CAKey Select B r
System Ceriificate Lifespan 20 day(s) =
Enabled

Basic Constraints
Subject Alternative Name

Disable]
Certificate Extensions List —I
Available extensions

Authority Key Identifier ﬂ

Certificate Palicies

CRL Distribution Points

Extended Key Usage

Fresh CRL (aka. Delta CRL Distribution F‘nint;l

Enable

Cache Certficate by AddrPort | I~ C
_
Client icati [ | -
S == BDFIIIRIYIRITFTvIEANT, TRequire &R, 7| |
Frequency [anee =] =
Retain Certificate ¥ Enabled ~
CetfatsCran Trarssl | [ =
Trusted Ceriiicate Authorities | | [democa: - BDFvIRYIRIZFIvIEANT. ~
s gemach ] A R—hLIEEAEEER, -
[

Certificate Revocation List
(CRL) None

Update | Delete

UET OSMT7 U MEAEREDREITT TY .

6.2.4. DSAT UMD TIER
(1) 95472k PC A, APM VS AT7HERLET,
(2) 9547 IRAEDEIRBEAE5. B THMBAEEV)VILET,

(3) APM ADTYIEANTET THLERERLET,
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6.3. Eyla EHITDOT
BIG-IP APM [ZI&. v ar ZE#(Session Variables) W EFIGHEREARE SN TIVET,

DY AV EREFRTHET, FIZIE, 7547 MaRAFDIFE#RE . Active Directory TEELTULVSIER
EFREEDOET. BRI —BINIERDTILIVEERERET S, ELVIKIER) D —FEFTHIEMNARETT .

BIZIE, KDEIL a3V TRELIEISATUMNIREZERLICBT, F0ISA/7UMNIBAZRDEA Y avE
BICHYAFENFT DT, TORHEFHATLHILLARETT .

Yl a BEHOERAEELUTITRLES,
(1) #5147 hhS APM [THEfESNI-IREEIZLET,

(2) TMainj»=a2— — TAccess Policy] — lReports]Z& &, UTOEERNENETS,
lRun Report]/RZEILET,

Report Parameters

This report shows summary of all sessions in the database
Restrict by Time

Recent v |1 £ Hours |~

Run Report Cancel

(3) 7UtALTz Logon 1—H (AHITIL testl001) D ITIZR RSN TLVS. View Session Variables 1241y LFE

|| ONLINE (ACTIVE)
| standalone

- admin
dministrator

fry Statistics

gl won
l@ Wizards
G Local Traffic
@ Acceleration
Q@ Access Policy
Access Profiles
AAA Servers
ACLs
380 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

£3) Network
System

Access Policy » Report:

Reports Browser
Favorites

Built In Reports

i Favorite |

3 ACL Reports

ACL Details (All Sessions)

ACL Summary (Szssion ID}

ACL Summary(All Sessions)
Allowed ACL Detais (Session ID)
Allowed ACLs (All Sessions)
Denied ACL Details (Session D)
Denied ACLs (All Sessions)

= Browser/App Reports
Application and OS Distribution
Browser Breakdown

Browser Distribution

3 General Reports

All Messages

All Messages (excluding ACL)
Error and Warning Messages
System Messages

3 Session Reports

All Sessions

Bad [P Reputation Sessions

Custom Reports

<@ All Sessions |*

+) & Exportto csvFie | [E]

~| Local Time SessionD  Logon
[F)run  2013-11-2616:08:48  37IC2447  test1001

L|4|

[E] View Report Constraints |

U4 A [ page]  tfor1| b K&

78
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(4) RERSNT-EED Variable Name DHF T, Issl1z#L. ARELEVVVILTRAT H& V547 MEAZED
FHMARTINET .

| ONLINE (ACTIVE) 7
f | Standalone @ Loading

‘ Recei onfiguration data from your device.

Access Policy » Reports : View Reports

= ons - jables - x
(] statistics e <@ Al Sessions Session Variables - 371c2a47
Favorites & Varisble Name Variable Value Variable I
_ [ o P aE—
iApp - H
E Bilt In Reports =]iov8_support 0 session.ipv_support
Ia Tars s Favorite B b (ZJ]legon ‘session.logon
= b (I machine_info session.machine_info
) Local Traffic S ACL Reports = | v Capoley session policy
ACL Details (All Sessions) b (C]server session.server
(%) Acceleration ACL Summary (Session ID) =] snapshotid 11012bba2f3_000000000000000000D0 session snapshotid
ACL Summary(All Sessions) 4gssl session.ss|
DO Access Policy Allowred ACL Detals (Session I0) 4igeert session.sslcert
=] certissuer ——BEGIN CERTIFICATE— session.sslcert cerissuer
Access Profiles Allowed ACLs (All Sessions) MICOICCAugAWIBAQUAKXIOHABWYZNNAOGC SqGS 3DAEBBAUANIG
Denied ACL Details (Session ID) Yo
ARA Servers Denied ACLs (All Sessions) Elend Hov 14 11:52:33 2014 GMT session.ssleertend
ACLs Eexist 1 session sl cert exist
80 Configuras S Browser/App Reports Eissuer emallAgaress=5jkk-ca@Iocal, CN=TSjkk-ca, OU=FSE, 0=FSIKK,L=Minato. session.ssl.certssuer
onfigurations
E Application and O3 Distribution =] serial 21 session ssl cert serial
SAML Browser Breakdown =] start Hov 14 11:52:33 2013 GMT session sslcert start
Local User DB Browser Distribution I [E]subject CN=apmclientd01a. f5jp.local, OU=FSEN01 O=FSJKK,ST=Tokyo,C=JP  session.ssl.cert.subject
= = vaid T Session s/ Gert vald
Weblops = General Reports =
AlMossages =] whole ——BEGIN CERTIFICATE— session.ssleert whole
Hosted Cantent MIC1DCCARgAWBAGBITANBgkGhKGIwOBAQUFADCEGTELIAKGAT
All Messages (excluding ACL) x
Secure Connectivity Error and Warning Messages. [=] x509extension X509v3 extensions: session sl cert x509extension
| X502v3 Basic Constraints;
Network Access System lMessages CAFALSE
= state alow session.state .
Application Access (3 Session Reports —
b Lstals Session stals
All Sessions
Portal Access b Fui ‘session.ui -
Bad IP Reputation Sessions x| »
WManage Sessions
Custom Reports +

Reports
Customization
Dashboard

MARM

=) Device Management

52) Network
system

tROFRREH DA EFIEYET &
I'session.ssl.cert.subject |ty av EHTHY.
I'CN=apmclient001a.f5jp.local, OU=FSE001,0=F5JKK,ST=Tokyo,C=JP ImMZ D{ETT ,

54T U NERRZEEHRE APM Oty a3 EHICRYALD ., ELVSDKXIFAD—FITHY., ZDMIZEISATUR
MNEDEAE O EEHRMW :Windows THNIE, NIC D MAC PRL R, Y —R—F D ID H)EHYRAL ZEMNTEETT .
DY AV EHEFRTAHET, A—HEAICTIVERHEHEITSIEMNAIRETT,

U, COtyia BB EFALERI S —DEREFENONMBNLET .
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6.4. [VPEH>2T)L-1] D54 F7UMNEBAZEM OU TACL &I TS

DSATUNEBAED OU B (=#BELL) (2. 7R TESH—/\ZHIRLI=Lr =Access Control List &
LIz ELSEHEDAHDERELET,

ABITIE, 5147 FEBAE D Sbject [Z, "OU=FSEQOL"NEFENTI\DIZEIZ, $5 ACL ZEIH TS, &LV5EK
EBETVET,

6.4.1. ACL DR
Y FIIELT, EHY—/3:10.99.2.215 ~D SSH(Port: 22) 79t A% 1L HD ACL ZERLET,
(1) T™MainjA=a— — TAccess Policy] — TACLsI CRIRSNI-BE DA LD Create /RAVEIRTE LUTD
BENARRINET, UTFTOKSICEELET,

Role: ator

|| OHLIKE (ACTIVE)
|| standalone

Main e Access Policy » ACLs : User-defined ACLs » New ACL...

/v statistics
General Properties

[l o Name [testioot-acL FEDOEZMEAN, I
|Z) wizaras Type |static =]

) Local Trafiic Description [

- ACL Order Last =
(© %) Acceleration

5

Q@ Access Policy

Match Case For Paths

Yes ¥

Access Profiles
AAA Senvers Create

ACLs

550 Configurations

SAML

Local User DB

Webtops

Hosted Content
Secure Connectivity

Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

53) Network
System
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(2) UTDREIZRYETS,

I Access Control Entries |4 DA IFR2VEHLET,

[l OHLINE (ACTIVE)
5 |l standalone

Access Policy » ACLs:User-defined ACLS > test1001-

1+ ~ Proper

/7 statistics

General Properties

test1001-ACL
Static

Common

I
—

[E) wizarss Name
Type
) Local Tramc =
Partition / Path
Acceleration Description
52} Access Policy I ACL Crder
Access Profiles Configuration

AAA Servers ‘ Match Case For Paths

|Yesv

ACLs Update | Delete

SSO Configurations

SAML Access Control Enfries

Change Order}l | Add

Local User DB

‘ ‘ SrcIPMask ‘ SrcPort(s) ‘ DstIP/Mask ‘ DstPort(s) | Full Paths

‘Log‘Admn

C—

Webtops ‘ No records to display.

Remove

Hosted Content
Secure Conneclivity
Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

WAl
=
Device Management

£2) Network
System

st big208. Sip.loc D User: admin
5208 dministrator

| OHLINE (ACTIVE)
| standalone

Access Policy » ACLs:User-defined ACLs > test1001-

Access Control Entry

(3) BIETITEEET (=Any). 5E5EH 10.99.100.215 0 SSH(Port 22)% 1L 5

HEEITVET,

B Wizards Type

() Local Traffic Source IP Address

Acceleration

37 access Policy

Source Port(s)

Destination IP Address

Access Profiles

L4 =

ABITIE. TLA]

TR,

Type:® any C HostC Network

Type: ® port C PortRange
Port [22 SSH =

';y::‘e (':F'nn‘— PnnRange*MPons . ﬁ{;ili Any é*ﬁ'ﬁﬂio
Type:  C Any ® HostC Network
Address:[ 1099100215 §E§Eli~ 10.99.100.215:22 é*ﬁio

AAA Servers Destination Port(s)
ACLs
Protocol
SS0 Configurations
Action
SANL
Local User DB L
Webtops

Delete

Hosted Content
Secure Connectivity
Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization

Dashboard

MAM

System
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(4) COREEHEYET,

| ONLINE (ACTIVE)
| standalone

Access Policy » ACLs :User-defined ACLs > test1001-ACL

£ - Propertie:

General Properties
m Wizards Name test1001-ACL

Type Static

7] Local Trammc
Partition / Path Common

Acceleration Description [
E‘Ia Access Policy I ACL Order o

Access Profiles Configuration

AAA Servers Match Case For Paths | Yes x ‘

ACLs Update | Delete

SSO Configurations

SAML Access Control Enfries ‘Change Order. | Add.

Local User DB ‘ SrcIPiMask ‘ SrcPort(s) ‘ Dst IP/Mask ‘ Dst Port(s) ‘ Full Paths ‘ Log ‘ Action

Webtops ‘l‘ any 10.99.100.215 22 None @Reject

Hosted Content Remave

Secure Connectivity

Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

Device Management

£2) Network
System

6.4.2. VPE DEBE

(1) CSETOERETIL. VPE [FLLTORKREIZHE>TLVET,

AD Auth DEAIZHE+1E )V ILET
f5 Peh
Access Policy: /Common/NetAccess-001  editendings | (endings: alow, Deny [defaut])

fallback fallback S u:asf"l - fallback
Start ['Logon Pae | = [ Advanced Resource Assian |—+—>

fallback
=

Add Macro

the C onfigura [

th Device V ds. On the main na n pane, expand Templates and Wizards, and dick Device Wizards, then s
ion Guide for BIG-IP Access Policy Managerfo S o

Please s

Online Help for

(2) T'General Purpose %7 CIEmpty ZEIRL. [Add Item |FRAVEIHLET
fs

Access Policy: /Common

Apply Access Policy

|Begin typing to search |

fallback 1 ¢ [ Logen | [uthentication | | Assignment | [ Endpeint Security (Server-Side) | [ Endpoint Security (Client Side) || General Purpese |

" Dedision Box Create a custom decision page with two choices to display to the user
Email Configure Email messages for reporting
| & Empty T e e e e E |
Add New Macro

iRule Event Raises an iRule ACCESS_POLICY_AGENT_EVENT event for use with custom iRules
Local Database Allows read fwrite access to a local on-box user database
Logging Log custom messages and session variables for reporting and troubleshoating
Message Box Create a custom message to display to the end user, with prompt to continue lic modif

Configuration Guide for BIG-1|

Cancel || Add Item e |
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(3) Branch Rules1#7%#iRLFJ , [Add Branch Rule ]/RZ2> %L T, Expression & 1 DiEHIL. [Changel%
2U9ILES,

Properties || Branch Rules® .

Access Policy: fCommon/NetAccess' s ] B |
— —
start o= L oaon Page-“a"ha{k e
A 'Expression: Empty| chence |
Name: falbadk

Add New Macro

Cancel m (*Data in tab has been changed, please don't forget to save) Help

(4) TAdvanced 127 #ZERL. LTFTD&KSIZ TCL X TAALET,

expr { [mcget {session.ssl.cert.subject}] contains "OU=FSEQ001" }

| ‘ | e e |
[Properties | [ Bran{ [ Smple || Advanced | 5

Add Branch Rulg| {expr { [mcget {session.ssl.cert.subject}] contains "OU=FSE001"} I

%
DSE“ folback | [ page RISk Mame: [Branch Ruld

| Expression: Emp H

Access Policy: /Common/NetAccess:

Insert Before:

Name: fafback

Add New Macro

Cancel Cancel Finished Help Help

mcget]aY R : 2D URIZES T, BIG-IP APM Dt 3% #(Session Variable)[CERYAENF-{EZEY H
LET.

CDEXIZEDT, yiarZE#  "session.ssl.cert.subject"MIEIZ, "OU=FSEQQO1"MNEFNTNEINESIEIEDR
LET. BRHERN OK THNIX. RORYIRNEARAET,

(5) TNamel#5nhYOPFTLEDIZEFEL, [Save /R ERLET,

Propertes | [ Branch Ruies™ .
Access Policy: /Common/NetACCESS| yyu prancn e tnsertSefore: [ - 5ronch e 2 ]
%
Start fallback Logon Pa E-l fallback NEmE:I OU_FSE00L I
DA Expression: expr { [meget {session.ssl.cert.subject}] contains "OU=FSEDD1"}  change

Name: falback
Add New Macro

Cancel I m }Dala in tab has been changed, please don't forget to save) Help
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(6) RHBDAET. 2 DEDRIE(OU=FSE002 DI5HFE)HEBIML THIZIRETT,
VPE M R1-BH L. FSE001 Z—F LICLIZLMEA. UTDARIVERLET,
\

5 1 '
[ Properties | | Branch Rules™

Access Policy: /Common/NEtACCESS i granch Rue itoae [ o
*
stare =k, T onon page [tk e E X
AD A

== 'Expression: expr { [mcget {session.ssl.cert.subject}] contains "OU=FSED02"}  change
Name: [O_FSE001 x

{Expression: expr { [mcget {session,ssl.cert.subject}] contains "OU=FSED01"} change

Add New Macro
Name: fafbadk

cancel | T (*Data in tab has been changed, please don't forget to save) Help

(7) UTDESIZ, L FAANEBDOYEY, [Savel K2V EHLET,
fs 1 l[pﬂm] Branch Rules® |

Access Policy: /Common/NEtACCESST i srandh Rue e
stare 2=k | ocon page [k Name: EE
AD Af

Expression: expr { [meget {session.ssl.cert.subject}] contains "OU=FSEDOL™} chanae

Mame: [OU_FSEQ02 = =

| Expression: expr { [mcget {session.ssl.cert.subject}] contains "OU=FSE002"}  change

Add New Macro
Name: fafbadk

Cancel -l ala in tab has been changed, please don't forget to save) Help.

(8) COHITIX. LTFD &SI, NFallback]I=IAsdvanced Resouce Assign 1M D&M > TLVET,
—DFFEE, OU=FSEQ0L TH, OU=FSE002 THLHEWEDIZHL T, VY—ANTH AU ENBIREIZH-T
WETDT. CNEEBLET, [FallbacklDEAIZHB>> 1 DI—9F 9 )9 ILET,

Access Policy: /Common/NetAccess-001  editEndings | (Endings: Alow, Deny [defaut])

.
|:>Slart falback | [ falback Successful [ ] Qu_FsE001 — ‘
e OU_FSE00Z = ‘
wam| || s
S2Adn fallback: falback
L {b'll Advanced Resource Assian Iai+a Allow ‘
falback | R -~ ‘
Add New Macro
consists of a or ending, dick on tne link inside the box. To delete an action, dick on the xon the upper ight eage
‘Add Macro
Device § Templates and Wizards, i i

ck Device Wizards, then start an APM Configuration wizard, o create a simple access policy that you can later modify. See

the Configuration Guide for BIG-IP Access Policy Manager eating and editing an

Please see the Online Help for more Visual Policy Editor basics.

9) UTFOLSHEEEDYET,
I Advanced Resource Assign |22 E =L \2 Ik (ZDFITlE FSE001)DI ™ 2> TWSER R E )9 ILET,

You are now in swap mode. To cancel swapping please press:  Cancel Swap Mode

Logon Page = '"@';' Deny
OU_FSE0E
Empty = 3 Deny ‘
AD Auth
|felbeck | '-l Advanced Resource Assign Felbeck Allow |
fallback Deny ‘
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(L10) AT D &SI, TAdvanced Resource Assign INBEEILET
RIZ"OU_FSEO0L" DR IKIZ ACL ZEIH TAH=. EDRBEDI+1%20)vILET,

Access Policy: /Common/NetAccess-001  editEndings | (Endings: Alow, Deny [defaut])

Start folback , | Logon Page | Fllback Successful ’—x- DU’FSEMI;F? I Advanced Resource Assign }M-ﬁ-—' Allow ‘
Empty ©OU_FSEDZ ey ‘

4D Auth fallback Deny ‘

fallback e ‘

Add New Macro

Templates and Wizards, ck Device Wizards, ther

(11)l Assignment 1 # 7 DTACL Assign1Z:#ERL. TAdd ltem IFR2VERLET
£S5 |

Access Policy: /Common|

|Begin typing to search |

fallback %1 7| [ Logon | [Authenticatior] | [ Assignment | [ Endpoint Security (Server-Side) | [ Endooint Sequrity (Client Side) | 'General Purpose | =
o

I @ ACL Assign Assign existing Access Control Lists (ACLs) I

£ AD Group Resource Assign  Map ACLs and resources based on user Active Directory aroup membership

" Advanced Resource Assign Expression-based assignment of Connectivity Resources, Webtop, and ACLs
0 BWC Policy Assign Bandwidth Controller palicies
" Citrix Smart Access Enable Citrix SmartAccess filters when deploying with XenApp or XenDesktop
Add New Macro
¢ Dynamic ACL Assign and map Access Cantral Lists (ACLs) retrieved from an external directory such as RADIUS or LDAP
€ LDAP Group Resource Assign Map ACLs and resources based on user LDAP group membership
" Pool Assign Assignalocal TrafficPodl o S ST e e e e s
(" Resource Assign Assign Connectivity Resources

= s £
e [ i |

(12)IAdd/Delete 122" ) v ILET,

Name: [ACL Assign

ACL Assignment
fallback +| Logon
Static ACLs (0) | Add/Delete

Access Policy: /Con

Add New Macro

-| _cancel | save Help

(13)BRIC4ERL7= ACL(TEST1001-ACL)DF Ty IRy I RIZFzvyE AN, [Save IR FUEHLET,

Name: [ACL Assign

ACL Assignment
falback I:Lﬂ -

StaticACLs (1)  Hide

Access Policy: /Corl

JCommon/test1001-ACL

| [¥ fCommon/test1001-ACL

Add New Macro

Cancel 'mlﬁaam in tab has been changed, please don't forget to save) Help
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(14) AT DIKEEIZIYE T, T Apply Access Policy 2L T, REZERALET,

5 1 acoly access pol Thep | Close |

Access Policy: /Common/NetAccess-001  editEndings | (Endings: Deny [defaut], Alow)

start o2y L con age |k Svccesful [T ] ou Fseom AcL Assig: stbeck I Advanced Resource Assian [22 +n—} Alow |
O LT = |
AD Autn
fallback Deny |
fallback =y |

Add New Macro

exp

a th De: g emplates and Wizards, ai ck Device Wizards, th:
the Configuration Guide for BIG-IP Access Policy Managerfor more on creating and editing an access polic

s policy.

Please see the Online Help for mare Visual Policy Editor basics.

6.4.3. I9SAT7UrDLDT IR
(1) OU=FSE001 DU 547 rEAZEZHDVSAT UL PC AL, APM D VS A7 IEALET,

(2) 7UEARET#. 10.99.2.215 M SSH(Port 22)~D 7 A= 1+hS Reject SNBEEHERLET .
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6.5. [VPE H#>7)L-2] Active Directory @ Group TACL #E|&H T3

Active Directory D 1—HH 89 % Group EIZ. 7R TESY—/\ZHIBEL =L =Access Control List Z &
LIz ELSEHEDAHDERELET,

ABITIE. "CorpA-Group"IZB 9 %1 —+:"test1001"[ZxtL T ACL Z#FL . "CorpB-Group"lZE$ 51—
"test1002"[Z1& ACL ZERALAELY, EVLVSREEITVVET .

6.5.1. ACL D{ERK
"[VPE H#>7JL-1]"TYER LT=- ACL: Testl001-ACL #FIFALE T DT, BEHIFEBLET,

6.5.2. Active Directory 11—+ :test1001

L
(1) =i
test1001DFOAT1 KB
HAvA | B | ey | UVE-REI | UE-R FASRT H-EA0F0TR
EARESEF 20T | cowe | uNEE | uEt
#8 | (Ef | patuk | J0oe | B | FEETOSEE | AETeN -7
2 test1001
J=
B4
Ealla [1001 A2l |
FoTB(S) [test1007
EHBA(D) [
FEFHCH [
FEEET [ 2O |
BAA— M |test1001@curp.f5jp.luca|
Wieh =T [ ZOME. |
ok | x| mmEe | g |

(2) RETHIIL—T
test1001 [&. CorpA-Group [ZBLTULVET , 2 CorpA-Group [ZxfL T, ACL ZE|HTHREEXITLET,

B4y | IR | Beay | VE-REI | UE-R FA0MT H-E20F07R0 |
BAREETAGb? | come | UNKEBRE | oumt
2 |3 | POk | Joved | ERE | FiBEhTORMER: PRETRAL-T

FIEE B4 ()

E=17] Active Directory FAT H—E2 2404 —

CorpA-Group

GSAdministrator
Domain Users corpi6jp local/Users
ExchangeGroup  corpifiplocal/Users

o, | EEE |

I3 B2 Domain Users

LEEHIFR Ao

ok | meven | mEEm | s |
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6.5.3. VPE DEEE

(1) CTETORETIE. VPE [TUTDOES(TH->TWET,
—B . Empty UIEZ 3 X THIBRLES
RYIADELD X 129)vILET,

I Apply Access Policy

Access Policy: /Common/NetAccess-001  editendings | (Endings: Deny [dsfaut], Allow)

Start } fellsack | ] Logon Page [fellack Succesul | I ACL Assian Iﬁ”ba‘k t I Advanced Resource Assign | 2=k +4»—) Allow |
Deny |
AD Auth
Deny
fallback
Deny |

Add New Macro

An access policy consists of a start point, actions, and one or more endings. To insert a new
of the box. C

the Add Macro button to add a purpose-built set of predefined access pol

on, dick on the + sign. To o
items, to simplify access pol

jgure an action or ending, dick on the link inside the box. To delete an action, dick on the x on the upper right edge
eation,

You can get started with Device

rds. On the main navigation pane, expand Templates and Wizards, and
the Configuration Guide for

k Device Wizards, then start an APM Configuration wizard, to create a simple access policy that you can later modify. See
-IP Access Policy Managerfor more on creating and editing an access polic

Please see the Online Help for more Visual Policy Editor basics.

2) UFOESHEEENBNET, ZOEE. Delete FILET,
[ |

Item deletion confirmation
Do you really want to delete action 'Empty’

1% Connect previous node to [ OU_FSEDOL = ] branch
(" Dalete 21l branchas

cores [ o |] oo

(3) EHDFIET. TACL Assign T Advanced Resource AssignIHEIBRL . AT DIRREIZLET

TAD Auth1® Successful 2l LD+ %519 9LFET,
fs Ia Access Poli

Help Close
Access Policy: /Common/NetAccess-001  editEndings | (Endings: Alow, Deny [defaut])

aann,

start 222k T sgon page ook Sucessful L 51 alow ‘
AD Auth Sl

falback | ‘

th Devic main Device Wizards, then
e Configuration Guide for BIG-IP Access Policy Manager

he Cnline Help for mor

(4) TAutentication]127 MIAD Query ZZEIRL, [Add Item K2V ZEIRLET,

*

— Begin typing to search !
Access Policy: /Common ‘ ‘ >
Fallback %7 ¢ | Logon l Authentication lgss@nmant] fEnd int Security (Server-Side! 1 rEndmint Security (Client-Side; 1 fGenara\ Purmse‘] =
+~| Logon Page »»
© AD Auth Active Directory authentication of end user aredentials
I & AD Query Active Directory query to pull user atiributes for use with resource assignment or other functions, such as AD group I
mapoing
€ Client Cert Inspection Check the result of dient certificate authentication by the Lacal Traffic Client 551 profile
Add New Macro
CRLDP Auth Certificate Revocation List Distribution Point (CRLDP) dient certificate authentication
HTTP Auth HTTP authentication of end user credentials
ck on the x on the upper righ
Kerberos Auth Kerberos authentication, typically following an HTTP 401 Response action -
LDAP Auth LDAP authentication of end user credentials =
LDAP Query LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
LocalDE Auth Local Database Authentication

Cancel Add Item

88



(5) Tserver1&LT. BEIZERE L 1= Active Directory 5% % (NetAccess-001_aaa_srvr)ZEIIRLET,
[SerchFilter |[ZIX, A FEAALEY,

sAMAccountName=%{session.logon.last.username}

Properties™ || Branch Rules :

Access Policy: /Common/NetAccessq, o A

= Active Directory
R == e |
Type Query -
AD Al | gerver JCommon/MNetAccess-001_aza_srvr =
sAMAccounthlame =% {session.logon.last.username} =
SearchFilter -
Fetch Primary Group Disabled _»
Add New Macro I _I

Cross Domain Support Disabled =
Fetch Nested Groups Disabled =
Complexity check for Password -
Reeat Disabled »
Max Password Reset Attempts
Nlowed [+ =
Prompt user to change password
before expiration e =0 ] =l
Cancel m (*Data in tab has been changed, please don't forget to save) Help

SearchFilter [CA 71L7=T'sAMAccountName | [&. Active Directory TEZERSN TS, A —HFLZDEHTT . 2D
ZEHIZ.APM [2OS A L=EED 11— % (1] : test1001)Z X AL T. AD Query 23T 5. ELVSEETY .

APM [2AT AU LIzEED1—HR(E, £yl 3 E i session.logon.last.username | DEEL TSN TLVE
T DT, N=%{session.logon.last.username} I TR AZITLET,

(6) TBranch 27T, IChangel&#YvILET,

(Proxrﬁes' Branch Rules WI -
Access Policy: /Common/NetACCess] i granch mue Insert Before: [ 1: User Primary Group 1D s 100 =
N e C =Sy |8 oy
o ;Enpreon: User's Primary Group ID is 100' change
Name: falbadk
Add New Macro
Cancel | TP (*Data in tab has been changed, please don't forget to save) Help

(7) TSimple1#7 LT, TI4ILETHRESN TS User's Primary Group ID is 1001%. I x 17R2> %L THIBRL
EX

| — v —

[Properties= | Bra| [ Simple | [ Advanced |

Access Policy: /Common/NetACCesS] | i rand e 1 ] Insert Bafore:
Stort 220, [ oo page [k [ | e e Prmr |

e e

a0 A 1
Nome: falback Add Expression

Add New Macro

Cancel Cancel | _Finished Help Help
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(8) TAdd ExpressionIR2> 9w dE UTOEEMNRENET
CCTIE, B#fIZ, AD Query BEZILT=5. XD BOX ITHBENTHERICLTLET,
LITDIREEIZL T, TAdd Expressionl 2 & HLET,

ENT—— =
Properties® Erafm

Access Policy: /Common/NetAccess:

Add Branch Rule Insert Before:
~—— | AgentSel: | AD Query =

I:)Elart fallback |7LD onPa ej;,m,‘k | Mames [Oser primar] Condition: | AD Query Passed b3

P e p—— ——— m ...........................

AD A

Cancel Add Expression

Add New Macro

Cancel E—Ican[e‘ —IHeb Help

Data in tab has been changed, p

9) l/JfF(D'lk..,‘l 7Y FET, [Finished IIRZZILET
- — ]

Access Policy: /Common/NetAccess ol | advened

Add Branch Rule Insert Before:
S Active Directory Query has | Passed hd [=l
Start } B Logon Page 2 falback Mame: [User Primar|  AND  Add Expression
p | | Expression: User's op
Name: falback

Add Expression

Add New Macro

s | o = L

Data in tab has been changed; please don't forgetto save]

(10)FNameJI EﬂIJL'VDTj'L\%ﬂ(::'C(:J: Query_Passed J:LELT_)’E)UJL [Savel RFVEHLET,

T——

Add Branch Rule Insert Before: [ 1: User Primary Group ID is 100 =

Access Policy: /Common/NetAccess:

start 22k 1| oqon page =t Named|Query_Passed I xi
ol ion: Active Directory Query has Passed _change
| eome: faiback

Add New Macro

Access Policy

Cancel (‘Dala in tab has been changed, please don't forget to save) Help
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(1)U FOREICHYES,
FAD QuerylMDIQuery Passed |l EIZ&HBM+1E0)vILET,
f5 1

Access Poli

Access Policy: /Common/NetAccess-001  editEndings | (Endings: alow, Deny [defeut])
o
IE falback | [ LoconPage ] fallback Successful Queryj’assad; Aon |
AD Query s
D uth MJr»
fallback Deny |

Add New Macro

Device Wizards, th

(12)I Assignment 1427 MTAD Group Resource Assign Z24RL . [Add Item |7

BUEHLET,
]

5

Access Policy: /Common

|Begin typing to search |

Logon | [ Authentication ||"assignment || Endpoint Security (serverside) || Endpoint Securi

Cl

lient-Side

[(eneral Purpose |

5
fallback +—| Logon Page 3

~

ACL Assign

Assign existing Access Control Lists (ACLs)

I & AD Group Resource Assign

Map ACLs and resources based on user Active Directory group membership

Advanced Resource Assign
BWC Policy

Add New Macro
Citrix Smart Access
Dynamic ACL
LDAP Group Resource Assign

Pool Assign

Resource Assign

Add l;:em

Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller polices

Enable Citrix SmartAccess filters when deploying with XenApp or XenDesktop

Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADIUS or LDAP
Map ACLs and resources based on user LDAP group membership

Assign a Local Traffic Pool

Assign Connectivity Resources

(13)Groups D FI=HAHITDledit1Z V)V ILET,
[ £5_1 o

Properties || Branch Rules

=

Access Polig

Name: [AD Group Resource Assign

AD Group Resource Assign

fallback

|Begr’n twping to search

Add new entry

Insert Before: I 1=

Add New Macr

Cancel Save

Groups

(14)T Groups 127 T. INew Group]IZ Active Directory D% JL—F &% A AL, TAddIREVERLET,
1 e

| in | Gurrent Tab vI

Access Polid

fallback

Add Mew Macr

O
|5€ng tuping to search

| _cancel | _update |

{Groups 0/o | [Static AcLs 0/1 | [ Wetwork Access 0/1 | [Webtop 0/1 | Show 6 more tabs

Add 3 Active Directory Domain User group by typing the name exactly as it appears in Active Directory. Select a group or groups and add resources from any tab. Resources are assigned to a user's
session from every group to which the user belongs. NOTE: You cannot delete or edit groups. Simply add another group and do not use old or incorrect groups.

Nemeupl [Corpa—Group ] | s |
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(15) A FDREEICHYES,

Wﬂ\;

Access Polid, \ | [3egm typine to search | in [Gurrent T2 =]

[ et {Groups 0/0 | [StaticaCLs 0/1 | [ Network Access 0/1 | (Webtop 0/1 | Show 6 more tabs
Start

session from every group to which the user belongs. NOTE: You cannot delete or edit groups. Simply add another group and do not use old or incarrect groups.

New Group: | Add
¥ corpA-Group

Add New Macre

| _cancel | _upcate |

Add a Active Directory Domain User group by typing the name exactly as it appears in Active Directory. Select a group or groups and add resources from any tab. Resources are assigned to a user's

(16)rstatic ACLIZT T, BRICERELT= ACL DF VIRV IRICFzvIEANTT,
fs

Help

[ —
I [Bazin tuping to search | in [Gurrent Tab =]
Access Polig ]

- o | | [Groups /0 static ACLs 1/ | [Network Access 0/1 | [ Webton 0/1] Show & more tabs
Start

¥ jCommonjtest1001-ACL

Add New Macre

|| Cancel

Help

(17)TNetwork Access |27 T, BEIZERTE
W

% 7E L71= Network Access DF Ty IRV IRIZF o ANE T,
—

) ﬂ [Bazin euping to search | in [Gurrent Tb =]
Access Polig ]

- cotact | | [Groups /0] [state acts 1/ [Metwork Access 171 | [Webtop 0/1] Show 6 mare tabs
Start

I jCommon/NetAccess-0001 na_res |

Add New Macre

_| _Cancel

Help

(18)I'Webtopl147 T, BEIZERE L= Webtop DF v IRV IRIZFzvIEANET,
S

ﬂ
. Begin typing to search in | Gurrent Tab vI
Access Polig | | |

[ ) s [ Groups /o | [ static AcLs 1/1 | [ etwork Access 1/1= | [ Webtop /1% | Show 6 more tabs
Start

" None

I ¥ JCommon/NetAccess-001_webtop |

Add Mew Macri

1 o |

Help
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(1)U T DKREICIHEYFET,
CorpB-Group FREZIBMT 57812, [Add new entry [IRZEHLET,
E g [Properties* | [ Branch Rules | ‘7

Access Polid

Name: [AD Group Resource Assign |
ek | AD Group Resource Assign

[Begin typing to search |
Insert Before: [1 =

Add New Macr Groups Static ACLs Network Access ‘Webtop
1 CorpA-Group test1001-ACL NetAccess-0001_na_res NetAccess-001_webtop edit X

Cancel | I ("Datain tab has been changed, please don't forget to save) Helo |

(20)EH# D FIET CorpB-Group MR EEFTLET,

ZDHITIL. CorpB-Group IZIE ACL &Y B TRV EICLTLVET,
£ dow |
I fProperﬁes‘M} m
Access Polig Eoaprmaiay ] R
falback | AD Group Resource Assign

[Begin typine to search |
Add new entry InsertBefore: [ 1 +

Add New Macr Groups Static ACLs Network Access ‘Webtop
1 CorpA-Group test1001-ACL NetAccess-0001_na_res NetAccess-001_webtop edt  [=®
2 CorpB-Group NetAccess-0001_na_res NetAccess-001_webtop I edt [&] X

Cancel | T (*Data in tab has been changed, please don't forget to save) telp |

(RL LI T DIREEICAYET , TApply Access Policy 1L T, SR EE@ERALET .
Access Policy: /Common/NetAccess-001  editendings |  (Endings: alow, Deny [defeut])

start 222k T ogon page [bick Successhl Query Passed } AD Group Resource Assign P2 4 s>} plow ‘
AD Query

AD Auth fallack Deny ‘

fallback = ‘

Add New Macro

Add Macrob

Templates and Wizards

ted with Devic the Device Wizards, then start an APM Configuration wizard, to create a simple access policy that you can later modify. See
the Configuration Guide for BIG-IP Access Policy Managerfor more on

6.5.4. VAT UEDLDTIER

(1) 547>k PC Hi5, CorpA-Group IZE3 51— :"test1001" T, APM @ VS A7t ALFET,
(2) 7UERFET#.10.99.2.215 M SSH(Port 22)~DT7 Y R121TH Reject ShAZLEHERLET
(3) #5147k PC H 5, CorpB-Group IZE3 51— :"test1002" T, APM M VS A7t ALFET,

(4) CorpB-Group IZIZACLAEIYHTHONTLVELD T, IRTOTIVEAMNEIBT S (EIZH Reject ShizLy)
LERERLET,
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6.5.5. AD Query MIFEATHELMGE AAARENEE

Active Directory BREF=IEF D 1—H R EIZKH>TIEL. Administrator #ERABEELZIGELHYET,
ZTDHZEITIE. LT OEDZEMLTAH TS,

Main]A=a2— — TAccess Policy] — [TAAA Servers] — [Active Directory] — EXTEFHD AAA H—/\%EJ1)
VP FHIET. UTOEEIAERENET L TOREAHIRHDEEBML TH TS,

big208. fSjp.locs D

[
| oNLNE (ACTIVE)
5 | in sync
Main Access Policy » AAA Servers » NetAccess-001_aaa_srvr
Pl statistics # - Properties
iApp
General Properties

E] Wizards Name MNetAccess-001_aaa_smr
Partition/ Path Common

) Local Traffic
Type Active Directory

@ Acceleration Configuration

[ Access Poiicy Domain Name. corp fSjp local

Server Connection © Use Pool ® Direct
Access Profiles

AAA Servers Domain Controller 10992218
ACLs Admin Name Administrator
S50 Configurations Admin Password vereares

SAML )
Verify Admin Password ssssases
Local User DB e
erberos F
Webtops Encryption Type [rone =l

Hosted Content Timeout 15 seconds
Secure Connectivity Update | Delete

Network Access

Application Access

Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

=) Device Management

£2) Network
System

94



6.6. [VPE 4> T)L-3] FUERTEDYSATUMGRERET S
Active Directory D 1—H W FA T HIHmRERELIZL. ELSBENHLERELET .

ABFITIE, "testlO0L"BMESZEMNTEDIHKIE, ZDIHERD I —HR—F T IILEEH Active Directory [ZE £k
SNTLBBLDFEIFIZT S, ELVSREEITVET,

6.6.1. ISAT7UrHEKREEDIEHRDEGF

DIAT UMERDI Y —HR—F )T LESERNAF TEGIMGEE . APM THANSEDLHHETT
LUTF. 54T 0 PC DIYY—HR—FDIITILESERFTHHODXTYITY,

(1) CCETOBRETIE, UTFOREICH>TOET,
Logon Page |DREIDI+ &9 voLFET,
L e—— T . T

Access Policy: /Common/NetAccess-001  editEndings | (Endings: Alow, Deny [defaut])

o
fallback?  : fallback Successful Passed fallack
start o2k 2T oo page [ pocesy Query] }AD Group Resource Assign [———+-»—} Alow ‘
B
ADQuery |
AD Auth Deny
fallback
. Deny |

Add New Macro

mplates and Wi k Device Wizards, then start an APM Configuration wizard, to create a simp

(2) TEndpoint Security (Client-Side) 1427 T, Machine Info Z&3RL . TAdd Item |7RAZLET,
K — ] :

. Begin tvping ta search Q
Access Policy: /Common (Bein i ‘
Fallback %7 ¢ | Logon fAumEnﬁaﬁcﬂ rAsygnmant] fEndmint Security (Server-Side) | | Endpaint Security (Client-Side) | | General Purmse‘] =
+~| Logon Page »»
" Anti-Spyware Anti-spyware Software Check for Windows and Mac
" Antivirus Antivirus Software Check for Windows, Mac and Linux
 Firewall Firewall Software Check for Windows, Mac and Linux
€ Hard Disk Encryption Hard Disk Encryption Software Check for Windows and Mac
Add New Macro
© Linux File Determine if particular Linux file exists
" Linux Process Determine if particular Linux process exists
" MacFile Determine if particular Macintosh file exists
& MacProcess Determine if particular Madintosh process exists
" Machine Cert Auth Determine if a machine certificate is installed and is valid
| @ Machine Info Collects machine information from the dient system, such as CPU, BIOS, network adapter, and hard disk details |
€ Patch Management Patch Manaaement Software Check for Windaws. Mac and Linux
Cancel Add Item Help

=
_reb |
(3) ZMEE. [SavelREVERLET .

— I " —
e Properties || Branch Rules 2

Access Policy: /Common/NetAcces:

Mame: [Machine Info

—— Machine Info
Start i Machine Info-‘ i E

Add New Macro

Cancel Save Help
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(4) UTDIREIZEYES , —B
f5

. l'Apply Access Policy |1Z7') v L TEREZBRALET,

Help

Access Policy: /Common/NetAccess-001  editendings | (endings: Deny [defeut], alow)
Start ek } Machine Info }"’”b‘k I Logon Page {"m"k Successful Query Paseed { AD Group Resource Assign P22 4 s} Allow ‘
AD Query
AD Auth fallback ‘
fallback
oeny |

t poi
acr
lizards. Oy

Configuration Guide for BIG-IP Access Policy Manager

the Online Help for mare Visua

(5) 547>k PC Hh5 APM Virtual Server ~7912RALET,

(6) 'Mainj*=a2— — TAccess Policy] — lReports1Z:& 5 &, LTOERMNRNET,
FRun Report ]R3 ELET,

This report shows summary of all sessions in the database

Restrict by Time

Recent v |1 | Zl[Hours v

(7) 72+XL1= Logon 21— (ARHITIL testl001) DITICRRINTLVS, View Session Variables1& ') oL
EX

[F) Local Traffic

Acceleration
ET; Access Policy
Access Profiles
APA Servers
ACLs
550 Configurations
SAML
Local User DB
Webtops
Hosted Content
Secure Connectivity
Network Access
Application Access
Portal Access
Manage Sessions
Reports
Customization
Dashboard

MAM

@ Device Management

53) Network
System

Cancel

Access Policy » Reports

Reports Browser
Favorites
Buit In Reparts
e Favorite |
[~
= ACL Reports
ACL Detals (All Sessions)
ACL Summary (Session ID)
ACL Summary(All Sessions)
Albwed ACL Detais (Session D)
Alowed ACLs (Al Sessions)
Denied ACL Details (Session 1D}
Denied ACLs (All Sessions)

2 Browser/App Reports
Appiication and 0S Distribution
Browser Breakdown
Browser Distribution

= General Reports
All Messages
All Wessages (excluding ACL)
Error and Warning Messages

System Messages

= Session Reports

All Sessions =

All Sessions

Bad IP Reputation Sessions

Custom Reports

[E] View Report Constraints |+ Set to cefaut report | Current default report name: "All Sessions

«|@
+|| & Exportto csvFie | { show in Popup Windo
- Local Time Session ID Logon Active _Session ariables State
[Eaun 20131126 16:08:48  3TIC2447 testi00d ¥
|
=l |
+

of1| b bl | &

14 4 | Page
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(8) lvariable Namel®IMachine_infold A%y LTERLEY,

Z DI, TMotherboard ] TAL VNI HED T, A%V ILTERLET,
lVariable 1D A%, I'session.machine_info.last. motherboard.sn ID{EN Y HF—HR—F DI 7 IILE S TT,

Reports Browser

Favorites +

Built In Reports =

figs Favorite 4Egmst
= 4 T bios.
= ACL Reports =] manufacturer
ACL Details (41l Sessions) Hen
ACL Summary (Session ID) =) version
ACL Summary(All Sessions) 4 Scpu

Allovied ACL Detals (Session D)
Allowied ACLs (All Sessions)
Denizd ACL Detals (Session ID)
Denizd ACLs (All Sessions)

o Browser/App Reports

=] count
Application and OS Distribution
I
Browser Breakdown
43310

Browser Distribution

S General Reports

All Messages

All Messages (excluding ACL)
Error and Warning Messages

System Messages.

3 Session Reports

<@ All Sessions Session Variables - 78e03f69 '*

) /Common/NetAccess-001_act_machine_info_ag

Variable Value

Dell Inc.
BCBYWM1
DELL - 6222004

Inte)54 Family & Model 37 Stepping 5
2534
Intel(R) Core(TM) i5 CPU M 540 @ 2.53GHz

Genuineintel

SAMSUNG SSD PMB0D 2.5” 128GB ATA Device
SODTNEAZAQ2312

BUFFALO HD-PCTU2 USB Device
00J05B0PT24100000000

Dell Inc.
012114

Variable ID
session machine_info

session maching_info /C:

001_act_machine_info_ag
session.machine_info last
session machine_info last bios

session. machine_info.last bios.

session machine_info last bios.sn
session.machine_info.last bios.version
session.machine_info last.cou

session.machine_info last.cpu description
session.machine_info last.cpu.max_clock

session machine_info last cpu name

session machine_info last.cpu.vendor
session.machine_info lasthad

session machine_info last hdd.count

session machine_info last had.list

session. machine_info.last had.list [0]

session machine_info last hdd list [0] model
session.machine_info.last hdd list [0].sn
session.machine_infolast had list [1]

session machine_info last hdd list [1].model
session.machine_info.last had.list [1].sn

session machine_info last motherboard

session machine_info last motherboard.manufacturer

session.machine_info.last.motherboard.product

All Sessions

Bad IP Reputation Sessions

/BCEYVM1/CN1296109D00F2/

Apter
Current Sessions

= count
Session Detalls 4t
Session Variables B=Te
Sessions by Geolocation =] mac_address
= name
Ei=1l

mac_address.

Custom Reports +

I —R—FIUTILBENF VI TELL(FFOE—TE=5).

0024:07:36:3A:AC
Intel(R) Centrino(R) Utimate- 6300 AGN

5C:26:04:09:08:47
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session.machine_info.last motherboard.sn I
SESSIon. MAChINE_in10.1aSt NET_adapier

session.machine_info.last.net_adapter.count

session machine_info last net_adapter list
session.machine_info last.net_adapterlist [0]
session.machine_info last.net_adapter.ist [0].mac_address
session machine_info last net_adapter st [0] name
session.machine_info last.net_adapterlist 1]

session.machine_info last net_adapter iist [1] mac_address

—B R T=OT7 O REVMLET



6.6.2. Active Directory DX E

(1) Active Directory L ®M"testl001"BREZFREET . ABITIE, BRI T1—ILFZFESZLICLET,

[EEY N PPy

A | g | el | UR—RIE | UE—F FRORT H—EADF07R L

B4 FRIRIET A0 b

come |

UMK | AT

28 |aF | phovh | Food | B | FBEhTOS0E | mEdRsL -7

2

[ ]

test1001

24(L)

B(Ex

|IUUI

22wl |

FTR(E) [testi001

SHBACDY

|/BOEWM1/CN12951[IHDU[IF2/ |

SR |

BHEEED |

ZO0).. |

EF A

|test 1001 @corpi5jp local

Web i)

_zoit®. |

54T PC DI —FHR—FIYT7ILEEEZANLET,

o 1

et || EmEm | A

(2) 5—FE.9547> b PC hi>, APM O Virtual Server N7 2€ALET,

(3) ¥5—E. Mainj»=21— — [Access Policy] — [Reports| T, test1001 ® Session Variable %

fadl — Tlast] — TattriZEHALET,
Varialble ID: ['session.ad.last.attr.description | D &85> A%, Active Directory DT EEBA 1 74— ILRIZH-VET .

Reports Browser
Favorites

Built In Reports

|z Favorite

= ACL Reports

ACL Details (All Sessions)

ACL Summary (Session ID)

ACL Summary(All Sessions)
Allowed ACL Details (Session ID)
Allowed ACLs (All Sessions)
Denied ACL Details (Session ID}
Denied ACLs (All Sessions)

= Browser[App Reports
Application and OS5 Distribution
Browser Breakdown

Browser Distribution

= General Reports

All Messages

All Messages (excluding ACL)
Error and Warning Messages

System Messages

(= Session Reports

All Sessions

Bad IP Reputation Sessions
Current Sessions

Session Details

Session Variables

Sessions by Geolocation

Custom Reports

<@

s

All Sessions

Variable Name

(] access

(_]/CommoniNetaccess-001_act_active_dire...
(] /Common/NetAccess-001_act_active_dire.

actualdomain

Session Variables - 9265f35f =

Variable Value

Variable ID

session.access E
session.ad
session.ad./Common/NetAccess-001_act_active_director
session.ad /Common/Netdccess-001_act_active_directon

session ad last

CORPFSIPLOCAL session.ad last.actualdomain
session.ad last.attr
accountExpires 9223372036854775807 session ad last attr accountExpires
=] badPasswordTime 130270830287812500 session.ad.last.attr.badPasswordTime
=] badPwdCount ] session.ad last.attr.badPwdCount
=lcn test1001 session.ad last attr.cn
=] codePage 0 session.ad last.attr.codePage
=] countryCode 0 session.ad last.attr.countryCode
dSCorePropagationData 20130530072035.02 | 16010101000001.0Z session.ad last attr dSCorePropagationData
description /BCEY WM 1/CN1298109D00F2/ session.ad last atir description I
displayName test1001 session.ad last.attr.displayName
=] distinguishedName Ch=test1004,CN=Users,DC=corp,DC=1Sjp,DC=local session.ad last attr.distinguishedName
=]dn ChN=test1001,CN=Users,DC=corp DC=TSjp DC=local session ad last attr.dn

=] garbageCollPeriod

=] givenName

homeMDB

=] homeMTA

=] instanceType
=] internetEncoding
=] lastLogeff

=] lastLogon

=] lastLogenTimestamp

legacyExchangeDN

1208600
1001
CN=DB001,CN=Databases,CN=Exchange Administrative Group

(FYDIBOHF23SPOLT), CN=Administrative Groups,CH=TOKYD,CH=!

Exchange, CH=Services, CN=Configuration, DC=corp,DC=1Sjp,DC=lo

CH=Microsoft MTA, CN=WIN-4_ DL 1TPUS4F,CN=Servers CN=Excha
Group (FYDIBOHF23SPDLT),CN=Administrative Groups,CN=TOKY"
Exchange,CN=Services, CN=Configuration, DC=corp,DC=15jp,DC=lo

4

0

0

130300107837526086

130299034224180562

Jo=TOKY Ofou=Exchange Administrative Group (FYDIBOHF23SPDL
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session.ad last.attr.garbageCollPeriod
session.ad last.attr.givenName
session.ad.last.attrhomeMDB

=ession ad last atir homeMTA

session.ad last.attrinstanceType
session.ad last.attr.internetEncoding
session ad last attr last_ogoff
session.ad last.attrlastLogon
session.ad last.attrlastLogenTimestamp
session.ad.last.aftrlegacyExchangeDN

#BLET,



(4) 9547 PCHOIHF—R—FI YT ILES L. Active Directory [CEERLI=ZDI)T7ILESHLELT. RLT
HBNIERDRYIZANED , EVVSREFTVET,
TAD Queryl&=2')vIL%EY,

5

Access Policy: /Common/NetAccess-001  Editendings | (endings: Deny [defeu], Alow)

fallback fallback fallback ‘Successfi
Start 2 { Madhine 1fo = ! J= uccessfy

Yassed fallback
{ Logon Page | Queny P { 40 Group Resource Assion =22+ alon |
I A0 Query ll\h:ek
AD Auth Deny ‘
fallback Den ‘
Add New Macro
i the % on the Lppe
Templates and Wizards,  Device Wizards, then start an APM Configuration wizard, to create a simple access policy that yo

(5) TBranch1#7€lQuery passed D FIZ#HAI Changel&2)vILET,
K ——

I’Prugerhesl Branch Rules | L
Access Policy: /Common/NetAccess |, up oo Insert Before: | 1: Query_passed =]
x
oo e — E MName: Xl b allow
{Expression: Active Directory Query has Passed | change | —
Name: falbadk
Deny
Add New Macro
Cancel Save Help

(6) lAdvanced]27T. UUFE#AHALET,

expr { [mcget {session.ad.last.attr.description}] contains [mcget
{session.machine_info.last. motherboard.sn}] }

@ [Progarhas} Bran | Simple IAdvancedI
Access PQIICV: /Common,fNet.f-\cces Add Branch Rule flexpr { [ncget {session.ad.|ast.attr.desaiption}] contains [mcget Insert Before:
~||{session.machine_info.last. motherboard.sn}] }
r—
start 222, achine Info |A0eck E Name: |Query_Pas: P Allow
Expression: Activy Den
Name: falback
Deny.
Add New Macro I
Cancel Save| Cancel Help Help I

v 3% [session.ad.last.attr.description ] (D {E(=Active Directory DI EtBA 1 74— )L F1{E)% mcget THF
LTWEY,

F1=. I'session.machine_info.last. motherboard.sn |D{E(=V 547+ PC DI F—HR—F )7 ILEF)H meget
THRELTLET,

ZDHITIL. M'session.ad.last.attr.description ] {E A session.machine_info.last.motherboard.sn |DEZE A

TLWENEIMEFIVIL, BATWS(SRLTHA)GEICIFRORYIRIZEL  EVIREIZLTVET,
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(7) TNamelZ#REBILAOTFTLEDICERL. [Save  REVEHLETS,

Properties || Branch Rules™®
Access Policy: /Common/NetACCess 1o rue | Insert Before: | 1: Query_Passed =]
x
St -, [ ochine Info |k E : [Motherboard_sn B b} Alow
Expression: expr { [mcget {session.ad.last.attr.description}] contains [meget {session.machine_info.last.motherboard.sn}] }
Name: fathack Deny
Add MNew Macro I
Cancel -I *Data in tab has been changed, please don't forget to save) Help I

(8) UTDREIHYES,
['Apply Access Policyl&%') v LT, BREEZEALET .
L5 ittt w——— - . .

Access Policy: /Common/NetAccess-001  Editendings | endings: Deny [defeutt, Alow)

fallback fallback fallback Successful Motherboard 7 fallback
Start } Machine Info } = { Logon Page { = = = AD Group Resource Assian l—’ +—»—m
AD Query
fallback
AD Auth = Deny |
fallsack i |
Add New Macro

get started with Device W s. On the main navigation pane Templates and ¥
Configuration Guide for BIG-IP Access Policy Manager on creating and editing

6.6.3. VAT DTIEA

(1) <Y —R—FI)7)LES T/BC6YVMI/CN1296109D00F2/ 15DV S ATk PC hi, "test1001" T, APM
DVS ANTFIEAL. TOERANTEDLEHRALET

(2) Active Directory ® 31— :"test1001" DI &A1 74— LRI SN =Y HF—R—FLUTILES:
[/BC6YVM1/CN1296109D00F2/ 1% . I Z £, T/AC6YVM1/CN1296109D00F2/J[ZZEELTHET ,

1est 10010 0HT+ (71>
A | BiE | fwoa | UE-REIE | UE-k FR2MT H-E0F0T7
EARRET AT | coMe | UNKEBH | Ut
28 |3 | PhOVE | 207010 | B | REENTOSHA | FiETBL—7
; test 1001
(1%}
B [==
B(E) | =
FTRIS) Jtest1001
EHERID: [T B M IAGNT286108D00F 2/ |
SERC) I

FEEERD | 2D

EF ALY |test1[|[l1@corpf51p.lnca\
Wb A () | ZOR)..

ok | mevbn | Rl | g |
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(3) ¥H53—E.IH—KR—FL 7 ILES [/BC6YVM1I/CN1296109D00F2/ 1% D954 Tk PC his, "test1001"
T.APM D VS ANT7HOHERGHE V)T ILEENELDLIDT, RN TEGRYETS,

f5

il O SRR EL

Ty g BBES: bashze

FOERMMETSNELC, 7Ot R
2 =M S B Tl el aEEst
HUFET .

Ll vizet o A REET A0, COF
D ALTLEN,

FEBEIL. F5 NetworksWB 3 £ AN 5 Fh TLVE T, © 1595-2013 F5 Networks. Al rights reserved
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6.7. [VPEH>TIL-4] HS5A4F7k 0S OREBIZIGECTRYL—%EZ 5
9547 OS BIZR) O —FFEHLI-L., ELVSBEELIHDERELET,

A TIE, Windows 9547 MMZl&, [VPE 42 FIL-3]1 TERELZARYS—Z@EAL. iOS(Apple iPhone/iPad)(
FZENEIFELGDR)—FFAT D, ELOIBREZITVET,

(1) CCETORETIE, LTOREIZESTVET,
MMachine InfolBiDT+1&9')voLET,
fs i i

Access Policy: /Common/NetAccess-001  Editendings | (endings: Deny [defeu], Alow)

=
St :} Machine Info }"’”b‘k I Logon Page If’"b’d‘ Suceessty Metherbeard o AD Group Resource Assian 2 4+ 5 % Ao
i AD Query
falback
20 Auth = Deny |
fallaack — |

Add New Macro

onfiguration Guide for BIG-IP Access Policy Manager o

online Help for more Visual Polic

(2) TEndpoint Security (Server-Side) |27 T, IClient OS J%;&4RL . TAdd Item |/R2EHBLET,
P

Access Policy: /Commo| [gag g co soarct |

falback ] [Logon | [ Authentication | [Assianment ||{ Endpoint Security (Server-Sice) | |Endpaint Sequrity (Client-Side) | [ General Purpose | =
+{ Machine Info

 Client for MS Exchange Chedk for dient for MS Exchange Server, such as MS Outlook, etc. This action requires an Exchange profile

@ Client0s Create branch rules for different operating systems
Determine whether the User is connecing via a Tull or mobile browser, F5 MAM Chent, Edge Client, Edge Portal, Citrix

Il -
ST Receiver or VMware View dient
£ Client-Side Capability Determine if the client is capable of running ActiveX controls or other plug-ins
Add New Macro
" Date Time Create branch rules based on day or time
" IP Geolocation Match Determine user's geographic location
" IPReputation Check Client's IP Reputation 1
Device Wiz € 1P Subnet Match Create policy branch rules based on user's subnet

-  Jaibroken or Rooted Device  peyectjaibroken or rated mobile devices =l

Cancel | Addtem | Help

(3) #nFZE. lSavelRE ZE#LET,

5 1 Apoly Access policy ‘

| [Properties | [ Branch Rules |
Access Policy: /Common/NetAccess [ientos
IE fallback Windowes el
Linux
Client 05
MacOS
0S5
Andraid
fallback
Add New Macro Cancel || Save I Z:
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(4) UITOREIZGYES,
f‘s Il Apply Access Policy T TG

Access Policy: /Common/NetAccess-001  editendings | (endings: Deny [defeut], alow)

Start fallback Windows } Maching Info }H\ha(k I Logon Page Ihllha(k Successful Motherboard_sn ’m: fallback +_)

AD Auth 4D Query fallback peny ‘

fallback Deny ‘

Linux Deny ‘

Client 05 MacOS

oo |

Android T ‘

fallback Deny ‘

Add New Macro
g, dick on the link 1€ Lpper rig
evice Wiz o Templates and Wizards, rt an APM Configuration wizard an later modify
Configuration Guide for BIG-IP Access Policy Marager fo eating and cy.

Fle. he Online Help for m

(5) i0S & EI<I%. l'Logon Pagel, TAD Authl, [Advanced Resource Assign D #&EMLTHELT=Z,
&2, T Apply Access Policy 1&9")vo LT, ZEEZEALET

fs | Apply Access Policy TTHep T TG
Access Policy: /Common/NetAccess-001 | Editendings | (endings: Alow, Deny [defaut])
IE fallback ‘Windows I Machine Info IﬁHback } Logon Page }ﬁ\lback Successful Motherboard_sn AD Group Resource Assi : fallback s alow
Ao ADOUEY | ok E
fallback El
Linux E
Client 05 22 Deny
05 [ Logon Page(1] | fallback. Successful Advanced Resource Assi r"('\ fallback pllow
ADAN | E
Android E
fallback E

Add New Macro

policy consi
e Add Macro

lates and Wizards, =

k Device Wizards, then

Ed
@
.

Please see the Online Help for me

COBEIEST, 95TV 0S BILRLZHKIL—EBAT SIENTEET,
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6.8. [VPEH>F)L-5] =40%FES

VPE [ZIE, ¥ /OMENHYET, BYRLFIASNZR)S—2< /0 LTEFRT S, £-1XTI7+I/LLTHE
SINTWSEFGITI/OZFATHELTEET,

CCTIVUT 2 D20EHIZHLT, TIAHIMTRESNTWSYIO%F AT 2HERLET,

@ Active Directory FZREEDRYEIEZE LD RLIZLY,
SHICHEERBELZ50VIL., OV ERT DETHEAGLKIICLIZLY,

@ Android &i0S [FRILERELD T, —DDEREICEEDT=LY,

6.8.1. AD FRIIDRYEEHADI UK

(1) F9.21—FIUrJDOFELLL., 22D Local User DB @ Instance Z1EYET,
Main]A=a2— — T[Access Policy] — [Local User DB] — [Manage Instances]T. Z L ®DlCreate New
Instance 12y ILET,

D:

trator

| OHLINE (ACTIVE)
5 | standaione
1l Apply Access Policy

Access Policy » Local User DB : Man

A statistics Local User DB Instances

@ IApp Last HA Sync Time : not available

Name - Partition/Path

[E) wiraras

) LocalTraffic

Name*

@ Accotoration ,ﬁockom,caumﬂ '|’:-E = \ a) % *ﬂ"% A jj o |

Lockout Inierval (in seconds).
FIR) Access policy 500
Access Profiles Lockout Threshold:
AAA Servers :
ACLs

350 Configurations
s
Local User DB
Webtops
Hosted Content

Secure Connectivity
Network Access
Application Access
Portal Access

Manage Sessions

Reports

Customization

Dashboard

MAM

@ Device Management

£ Network
System
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(2) VPEREIZRYET

CCFETORETIE LTORKRREICESTLET,

Logon Pagel&TAD Auth 1@ 2 DERYIRDA LN x 1251y LT, HIBRLET,
f5 i
Access Policy: /Common/NetAccess-001 _ EditEndings | (endings: Allow, Deny [defaut])

Start folbzck Wi I Machine Info folback +—'>‘< Logon P3ag,

«
Motherboard sn AD Group Resource Assign '—H‘b‘k + =

fellback

AD Query.

fallback

Client 05

fallback ‘Successful fallback
+—»—| Logon Pace(1) | [ Advanced Resource Assim |
ADAUt(D) |

Android

falback

L

Add New Macro

An access policy consists of a start point, actions, and ene or more endings. To insert a new
to add a purpose-built set of predefined access policy items, to smpify access policy creation.

ction, dick on the + sign. To configure an action or ending, dick on the link inside the box. To delete an action, dick on the x on the upper right edge of the box. Click the Add Macro button

You can get started with Device Wizards. On the main nai
Access Policy Managerfor more on creating and editing

tion pane, expand Templates and Wizards, and dick Device Wizards, then start an APM Config

on wizard, to create a simple access policy that you can later modify. See the Configuration Guide for BIG-1P
‘an access policy

Please see the Online Help for more Visual Policy Editor basics.

(3) LUTOREEIZHYET,
FAdd New Macro R ##HLET,

Access Policy: /Common/NetAccess-001 EditEndngs | (Endings: Allow, Deny [defaut])

Start ek L Metherbozrdan AD Group Resource Assian 'L“’“k +a
2D Quer
BDOUEY | El
Ui El
st =l
[l T ey NS v L e
AD Auth(1)
i El
Android El
fllack El

Add New Maco

An access policy

ists of a start point, ctions, and one or more endi sert a new action, dick on the + sign. To configure an action or ending, dick on the ink inside the box. To delete an action, dick on the x on the upper right edge of the box. Click the Add Macro button
to add a purp

built st of predefined access polcy items, to simplfy access policy creafion.

You can get started with Device
Access Policy Managerfor m

rds. On the main navigation pane, expand Templates and Wizards, and dick Device Wizards, then start an APM Configuration wizard, to create a simple access policy that you can later modify. See the Configuration Guide for BIG-IP
areating and editing an access policy.

Please see the Online Help for more Visual Policy Editor basics.

(4) TSelect macro template: 15 5T AD auth and LocalDB lockout 1% #RLET,
f5

Access Policy: /Common/NetACCESS-{ suect macro template: [ty H
By | D and
Name: [Emy auth and resources
Start ek I Machin Bl AD auth query and resources
[l AD query auth OTP by email and resources
AD auth query OTP by HTTP and resources

Empty macro with one ter]

Linuwx =

LDAP auth query and resources

MacOs RADILS and resources

SecurID and resources

Windows Antivirus and Firewall

Client Classification and Prelogon checks
License Check and logging

Android BIG-IP as SAML Service Provider

F5 Mobile App Manager

Client 05

05

fallback

Add New Macro

s p
e Add Macro

fou can get started with Device Wizards. O
Configuration Guide for BIG-IP Access Policy Manager fo

TR DEVICE WIZATaS, TTE ST

T AN WIZATT
pe

Ple:

e see the Online Help for
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(5) UFOEEABEIET DT, [Save KAV EBLET,
f!

Access Policy: /Common/NetAc ‘ and L

Start fallback Windows [

Select macro template: [ AD auth and LocalDB lockout =l

Name: |AD auth and LocalDB lockout | Teminals: Successful, Loop, Faiwre [defaul]

Linuse Logon page, AD suth and LocaiDB lockout
fallback fallback User Locked Out fallback
Macos Logon Page - ') ogging | ==

LocalDB - Read

Client Qs | _ fallback Successful o | fSiback
E+4,_[ EEE— 4{ LocalD - Write (Rese) | Successful
AD Auth
LocalDB - Write (Incr)

Android

fallback

Add New Macro

Save

Templates and Wizards, k Device Wizards, ther

(6) MTFO+159vod%E. THONERShET

el
Access Policy: /Common/NetAccess-001 | editendings |  (endings: allow, Dany [defauil)
x
@ Fallack Widows | "] alback Motherboard an | [ Jfal\back o
AD Query
= =
Deny
= ? e |
Clientos | %
o8 [ Logon Page(n) [F2b=ck Successful Advanced Resource Assian '—H‘b‘k +—>
A autn(n | - D
Deny
== =
= o |
Add New Macro
acro: AD auth and LocalDB lockOUE  (reminats: successful, Loop, Faiure [defaut]) Use Counts 0

s pol
Add Macro s p

T g d wit ds. On the main navig Templates and Wizards
Configuration Guide for BIG-IP Access Policy Managerfo

Please see the Online Help for

(7) T 187 E RE. RENT TR THHLERLTVEY LR, " IOBMHEHRELTLEET,
5

Help Close
Access Policy: /Common/NetAccess-001  editEndings |  (Endings: Allovi, Deny [defauitl)
x
Start ek Windors | o] Machine Info |k Metherboord 20 AD Group Resource Assin '—&’m"k +—>
ADQuery | b :l
Linux
MacOS
oo |
Clent0s | ¢ fallback Successhil 7 fallback
——
[ Logonpace(n) | = Advanced Resource Assion 4+ @
e =
Android :l
falloack
F o |
Add New Macro
[=] Macro: AD auth and LocalDB lockout | Rename fSetings | | Edit Terminals | (Trminsis: Successful, Loop, Faiure [defaut]) Use Count: 0
x.
- fallback ] Logon Page fallback — lI.’lir Locked Out Loggin -‘faHk:a(k
*LocalDB - Read
foack Succesh] *LocalD - Wite (Rese] ﬂM+—» Successful
*AD Auth —
I lmzick *LocalDB - Write {Incr] back + -

s po

Add Macro

ox

gets d with Device V ds. O
Configuration Guide for BIG-IP Access Poll

Please see the Online Help for mo;

El
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(8) lLocalDB - Read &2 vV 95, LTOEENENET,

ELT- DB 412 X4> X :AD_lockout_counts #3E4RL . ISave REZELET .
» ]

\
[Properties™ | [ Branch Ruies |

Access Paolicy: /Common,

Name: [LocalDB - Read ]

v Local
fallback + Windk
LocalDB Tnstance | [[7common/an Jockout_counts =1 |
User Name |session.logon.last.usernam:
[ | Allow User Creation No =
Maco|  Add new entry Insert Before: [1 -
Client 05
05
— Action Destination Source:
1 [Read +|  Session Variable: [session.localdb.locked_out DB Property:  [locked_out = [
Andrc
fallbaq

Add New Macro

[=] Macro: AD auth and

fallback ] fallbag)

Cancel ata in tab has been changed, please don't forget to save!
| b has been ch d, pl don't fo

Use Count: 0

Help

(9) TAD Auth1z9Jvo3 5L ULTOBERMNMENET,
R TEEH D Active Di

rectory SR EZ&#IRL . [Save | RIVEHLET,

Properties™ | [ Branch Rules

Access Policy: /Common/NetAccess-001]

Name: [AD Auth |
|:>5Ert follck Windows [~ Active Directory
== rype Authentication |2
Server JComman/ethccess-001_sma_srr = |
Linwx Cross Domain Suppart | Disabled =]
Complexity check for Password
MacOS Reset Disabled v
Clent 05 | [ | Show Extended Error Disabled =
Logon Page|
———{ | Max Lagon ttempts Alowed 1
Max Password Reset Attempts
Hlowed [3E]
Andreid
fallback

Add New Macro

[=] Macro: AD auth and LocalDB lockol

falback | [ ] fallback
n Logon Page

LocalDB - Rea

Cancel I | save | (1)313 in tab has been changed, please dor't forget to save)

Help

Use Count: 0
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(10) TLocalDB - Write (Reset) 129 vo9 H&. L TOBEERMNERENET,
$BEL= DB /X2 X :AD_lockout_counts Z5&E1RL . [Save R a2 EHLET,
——

[ Properties* | [ Branch Rules |

Access Policy: /Common,

Name: [LocalDB - Write (Reset)

\in| Local Database
it felbeck | piind)

LocalDB Instance

User Name

Linux|

| JComman/AD _lockaut_counts |« |

[session.logon.last.username

Allow User Creation

Maco|  Add new entry

Yes x

Insert Before: |1~

Client 05
05
. Action
1 [write =]  DBProperty:
Andre
fallbaq

Add New Macro

[=] Macro: AD auth and

X
- fallback +—| Logon Page fallbaq

Destination

[login_faiures =] Expression:

Cancel | | save | I-oam in tab has been changed, please don't forget to save)

Source

[eror {073 ]

Help

(11)TLocalDB - Write (Incr) 127 v9 3 & UTOEEABRNET ,
HRELI= DB 12 AH2 X :AD_lockout_counts Z3E4RL . [Save IR Z2HLET,

Use Count: 0

[
{Properties™ | [Branch Rules |

Access Policy: /Common,

Name: [LocalDB - Write (Incr)

v Local
- fallback e Wind

LocalDB Instance

I ||,'Comman,’AD _lockout_counts < I

Add New Macro

[=] Macro: AD auth and

X
- fallback -+ Logon Page fallbag

User Name | session.logon. last.username.

FEred! | Allow User Creation |Ves -

raco|  Addnew entry Insert Before: [ 1~
Client 08

i0S

1 Action Destination Source

1 [Read ~|  Session Variable: [session.localdb.login_failures DB Property: | login_failures =l EE
Andrd 2 [write ~| DBProperty:  [login_faiures | Expression: exxpr { [meget {session localdb.login_failuresy] 4 [=]
fallbaq

Cancel I | save | I‘Data in tab has been changed, please don't forget to save)

Help
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(12) KHY2TILTIE, TAD Query IOFTIZ, ¥RU/BEANSIEILET,
TAD QueryIDRIDI+ %59 LET,

fS Access Poli i —_—
Access Policy: /Common/NetAccess-001  editendings | (Endings: Alov, Deny [defaut])
.
Start p-roiosek Windovs [ Machine Info ”'m"gk & Motherboard on } AD Group Resource Assian IM+—» Allow ‘
AD Query fallback ‘
Linux ‘
Mac0Ss ‘
Centos |oe fallack Successful fallack
[ Lonon Page(1) | = } Advanced Resource Assian |7+4 allow ‘
D Auth() [, ‘
Andraid ‘
fallback ‘
Add New Macro
[=] Macro: AD auth and LocalDB lockout  gename jsettings | _Edit Terminals | (Terminsis: Successful, Loop, Failre [defaui]) Use Count: 0
x
n fallback [ Logon Page | fallback User Locked Out Logain 7 fallback
LocalDEB - Read X
LocalD5 - Read — —
fallback Successful | ocalDB - Virite Reset] fallback S
AD Auth

AD Auth *
M+—>>—‘ LocalD8 - Write (Ingr) '—"”b"‘ +—»—-

« Device Wizards,

(13)I'Macrocalls 127 T, 8% L7=TAd auth and LocalDB locout]Z:&3RL . TAdd Item |/RAZIBLET,
\ - :

fs | Apply Access Policy |

" sz typing to searah
Access Policy: /Common/Nej [egn vsies |
Dhuwk wingevs | [Logon | [ Authentication | [ Assigrment | [ Endpoint Security (Server-Side) | [ Endpoint Security (Client-Side) | | General Purpose || Macrocalls
Start
|r= AD auth and LocalDB lockout  Macrocall to AD auth and LocalD8 lockout I
Linux
MacOSs
client 05 |

i0S

Android

fallback

Add New Macro

[=] Macro: AD auth and Lo|

X
. fallback -+ Logon Page fallback )

Use Count: 0

Cancel ||_add 1tem el |

Add Macrob

ck Device Wizards, th

d Templates and Wizards, =

-ss Policy Manag
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(14) UTFOREHYET,
['Apply Access Policyl&9") vy LT, BREEZEALET .

fs | Apply Access Poli Help Close

Access Policy: /Common/NetAccess-001  editendings | (Endings: Deny [defaut], Allovs)

Start ook Windewts 4 ool Machine Info ek Succenlil M+—»—| AD Group Resource Assin |22 45 % Ao ‘
AD Ouery
falback
Demy |
AD auth and LocalDB lockout Lo
£ Deny ‘
Fail
siure ‘
L
inux ‘
Clentos |
ec0e Deny |
. . x
s [ Loon page(1) |22k 5“7'+a»—| Advanced Resource Assign | 2 Allow ‘
AD Auth(1)
falback
Deny ‘
Android
ndro ‘
fallback
Deny ‘
Add New Macro
% [E] Macro: AD auth and LocalDB lockout | Rename fsettings | | Edit Terminals | (Terminsi: Successful, Loop, Faiure [default]) Use Count: 1 [3]
x
DI" falback | [ fllack User Locked Out [ ¥ fllack

LocalDB - Read

. —————=
fellack = ! LocalDB - Virite Reset) | 222 1>} 5ccesshl
AD Auth "
M+—>>—‘ LocalDB - Write (inar) '—"”b“k +—»—-

ds. On the main

ccess Policy Managerfo

Please see the Online Help for more Visual Policy

6.8.1.1. 9547 DT7IEA

(1) FF1X. 95472+ PC MBIELLY ID £/8R T —F(test1001/test1001) TF AL THET .
'MainjA=a1— — [Access Policy] — [lLocal User DB] — [Manage Users1&®HELET .
T5HE, 1—H :testl001 NTURJEN TSI ENIMYET

| OHLINE (ACTIVE)
| standalone

Main Access Policy » Local User DB: N

/el statistics stz

iApp Search LastHA Sync Time - not available [ importfrom csv | | Exportto Csv | | Create New User

B D\ User Name \ First Name \ LastName | Groups \ LockedOut | Locked OutAt | Logon Failures \ Ema\\Ad4 DE Instance \ Partition/Path
7 wizards
[ test1001 no MiA 0 AD_lockout_counts  Common

() Local Traffic

Acceleration

EE Access Policy
Access Profiles
AMA Servers
ACLs
$S0 Configurations
SAML

Local User DB

webtops

Hosted Content H[4]1 Page [1 ] or1 | [k][bl]IE2] Displaying 1- 1071

Secure Conneclivity
Metwork Access
Application Access
Portal Access

Manage Sessions

Reports

Customization

Dashboard

MAM

T

£2) Network
System
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(2) SEIX. B2z \RD—FT. 3EEETIVEALTHET,
UTDEIIZ, TVERAMEBIN AV E—DARREINET,

5

fy&a)ﬁ)}%ﬁ(:é&ﬁ&bib

tvira BBES: esdfescl
FOrALSESENELIC, 7 O R
i~ SEBL TV D REND
HUFES,

HA et 2 T B0, L
DU AL TLHEN,

BRI, F5 NetworkstiD 5 £ A5 0 TL1E 7. © 1999-2013 F5 Networks. All rights reserved,

(3) TMainijA*=a2— — TAccess Policy] — lLocal User DB] — ['Manage Users |ZHiRLET .
9 HE, 1—H :testl001 AAYIT VRSN TVBENTMNYET,

H big

[ 8
ONLINE (ACTIVE)
5 | standalone

Partiion: [ | Cog out

Main Access Policy » Local User DB

. Local User List

iApp search Last HA Sync Time - not available [ importtrom csv | | Expontto csv | [ create New ser.
B )| userame | Firsthame | LestName Groups Locked Out £ | Locked OulAl | LogonFailures | Email Address | DB nstance | Parttion/Pat|
) wizards

[ testioot yes December8,2013, 203Fl 3 AD_locko... Common

) Local Traffic
@ Acceleration

[IF) mccess policy
Access Profiles
AMA Servers
ACLs
$80 Configurations
SANL.

Local User DB

Webtops

Hosted Content ][9] Page [1 ] or1 |[&][i]1RE] Displaying 11 0f 1

Secure Connectivity
Network Access
Application Access
Portal Access

Manage Sessions

Reports

Customization

Dashboard

AN
Device Management

£2) Network
System

(4) avoESht-a—vonvsiEk

V11.4.1(HF1 ) TlE. GUI DAY ERMNTES . AvURSAV TEETIDELHYET,
(FEMEILLLT SOL &5 HR<fZELY)
http://support.f5.com/kb/en-us/solutions/public/14000/700/s0l14746.html

@ SSH TBIG-IP AR5 1> (T 74 )Lk ID/Pass: root/default)

@ UTFOaATRURERT. (FXFEHIDAHAEELTIFIAEEL,)
[root@big208:Active:Standalone] config # Idbutil --update --uname=test1001
--instance=/Common/AD_lockout_counts --locked_out=0 --lockout_start=0 --login_failures=0
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6.8.2. RLHEZFEDHD

CEHELT.IOS & Android (ZRILEREFTTS. ERELET,
i0S & Android ZNZENICRILHREZEMLTEE<BRBIILEVLOTIN, Rf-B L. DLEMIZHYET,
ZFIT.CITIEYUTIVELT, HBDOTIOEERLT. ThEBHRAT . EVSHREEZITOTHET .

(1) SCTIE—B.I0S ORIk EICHBRYIRLTEEIBRLET,
ZMmi# . TAdd New Macro | REEH)voILET,
f5 || Apply Access P TThep T TCiose

Access Policy: /Common/NetAccess-001  Editendings | (Endings: Deny [defaut], Allowr)

Start ek Windoves [ Machine 1mfo 'L‘h‘k 4o Successful [ Motherbosrd sn. +a>—| AD Group Resource Assian IL”b‘k +——} Allow ‘
2D Query
falback p— ‘
AD suth and LocalDB lockout Lo
2 Deny |
Faiure p— ‘
Linux - ‘
Qentos |,
T - =
o5 [ Logon Pace 'ﬁ’”“k D, ey ‘CE“'+—»-| ‘Advanced Resource Ashans PRk Allow ‘
AD Auth(1) falback ‘
Deny

Andraid p— ‘

falback

=% [=] Macro: AD auth and LocalDB lockout  Rename jsetings | | EditTermingls | (Terminais: Successful, Loop, Faiurs [defaut]) Use Counti 1 [
fallback. fallback User Locked Out % fallback
In [ Logon Page |2 = = Loaging |2 Failure
LocalDB - Read «
LocalDB - Read ——
fallack Successh LocalD8 - irite (Reset) | o=k} Successl
AD Auth

"
M+w—‘ LocalDB - Write (Incr) li””b‘k +4>—-

i Device Wizards, then start an APM Configuration wizard, to

(2) SCTIE. Yo FILEL T, TAD auth and resources 1 &EIRL THELT=,
Save |R2VEHLET,

Access Policy: /Common/NetAccess-001  editendings | (Endings: Dany [defaut], Allows)

follck Wiindove follack Successful Motherboard folback
Start }— o [ Machine Info lia " poces #+w—| AD Group Resource Assion [———+—»—} Alow ‘
D
et falback ‘
Deny
AD auth and LocalDB lockout
Loop
o |
Failure Den ‘
Linux ‘ T ‘ oo
Select macro templated [ 4D auth and resources = I =0
Client 05
MacDSs Den
Name: [AD auth and resources Terminaks: Successful, Faikre [defauk] L=ui

o5
S 1o

Logon page, AD suth and resource assignment

follback Fllback Successful | Fltback e
) Logon Page Resource Assign | Successful
Andreid D Auth _—

- =)
fallback

Deny
Add New Macro
=% [=] Macro: AD auth and LocalDB Use Counti 1 L)

] fallback

fallback
In [ Logon Pace

LocalDB

Cancel | Ssave Help

(3) BAL7==<%~0:TAD Aurh and resources D |—2 D {FL =7Rvo X : TAD Auth | &£TResource Assign 1 &%
NENEELET,
Z M. i0S & Android D FEDI+1%20)vIL T, EDOI/OZEMLET,
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Android [& Ending A3 Deny]IZ%> TS D T, TAllow I IZEBLET .
=% (2T Apply Access Policy 129y LT, REFERALET,

f5 1 2vsly Access policy e ]

Access Policy: /Common/NetAccess-001 | editendings | (endings: Alow, Deny [defaut])

fallack Windovis fallack Successful Motherboard fallsck
= m—+—>>-| Machine Info '—' ] = e I AD Group Resource Assian }'—+—> Allow |
AD Query fallback Den |
4D auth and LocalDd ockout |
£ Deny |
Failure Den |
Linusx - |
Cient 0 2225 Denv. |
05 uecessful ‘Allow |
4D auth and resources ||
siure
Denv.
e
andod T [huccesul o
4D outh and resources ||
siure ﬁ[’m
falback
Add New Macro
% [E] Macro: AD auth and LocalDB lockout  Rename fsetings | | Edit Terminals | (Terminsis: Successful, Loop, Faiurs [defaut]) Use Count: 1 [
fallback falback User Locked Out # fallback
In = [ Logon Faae |2 L = Locging 2 Eailure
LocalDB - Read
B [ Successful falback
= pocesy } LocalDB - rite (Reset) }'—-v-—» Successfil
AD Auth

x
Mer—‘ LocalDB - Write (Iner) 'L""k +4>—-

% [E] Macro: AD auth and resources | rename jSettings | | EditTerminals | (Terminsis: Successful, Faiurs [defaut])

fallback fallback Successful liback
In = [ Logon Faae |2 e H Resource Assian }l"’ Successful
I AD Auth laHback

k Device Wizards, then

L ETEREFTTTY,
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7. LRit
7.1 ARAEAA=D

ns e[ J®
IZA4F 2 kPC

P (IPT—ILhD3hHL)

- H—/\H ‘ P A

- REH |

DA T b TRk

TIANMTF—bozA ?

ShERIP =T w3 @-‘,ﬂeﬁﬁ External IP
vfﬁ—ﬁ}prg AEEHT vk —
DA TR W =

@-‘,‘%t—ﬁﬁlnternal IP

o

H—-HITRuk

s
o
»
"
"
"
"
"
"
"
"

FI4 AR —I
i (Web, Files#i&) @

.......

Y= \DEETD
kT —4
’ @ ZBEH—8 @NTPH—S

© onsH—8

REURTO—U RIS MA ., REAERY TRMSBEITRYET, =, 2 BTHAL. ELSHH Active BT

BHEAIP PRLREZHREL. Y—/\DOTIAILFGW ELTIEELET,

HE AR & AR E

158 25

-  RRME big208.f5jp.local big209.f5jp.local
O EEIP - 172.28.15.208/24  --- 172.28.15.209/24
@ External />4#7x—2X external 10.99.1.208 external 10.99.1.209/24
@ Internal 1>#7x—2R internal 10.99.2.208 internal 10.99.2.209/24
@ TIANRT—bozA default-GW 10.99.1.254 = HREBHICKYIE—
® N—Fv)LY—N\FTKLR NetAccess-001_vs 10.99.1.101:443 = HERPIZLYaE—
® PPPT7HATARIP T—)L NetAccess-001_Ip 10.99.99.11-20 > SERELICLYIE—
@ SEEY—/\(Active Directory) NetAccess-001_aaa_srvr  10.99.2.218 = HERPILYaE—
DNS H—7\(Active Directory) --- 10.99.2.218 = HBFERHAIzLYIE—
@ NTPH—A 10.99.2.201 > ZERBICLYIE—
Y—N\DBHFEET D HRINT—Y - 10.99.100/0/24 = HRER#ICEYIE—
@ HAALETI—R HA 10.99.3.208/24 HA 10.99.3.209/24
@ #H External External-flo-ip 10.99.1.253 = BFERBAICEYIE—
@ #A Internal Internal-flo-ip 10.99.2.253 > BERHIZLYIE—
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7.2. TRIEDRYRD =95 T

35—E BIG-IPZENMLT, L3IBHOTRILEZETEEZITLET,

TARRYZAT 2 RPC
10.99.4.222
10.99.4.0/24
For-Test
10.99.1.254
(T2 I TF—F2zA) 10.96.1.0/24
. o External
fN\—Aa'-wagl— e 10.99.1.101:443 Externalflo-iP: A F—Fvk
etAccess-001_vs: 10.99.1.101: 10.99.1.253
Interface 1.1 Interface 1.3 Interface 1.3 Interface 1.1
VLAN: External VLAN: HA VLAN: HA VLAN: External
External-IP: 10.99.1.208 HA-IP: 10.99.3.208 HA-IP: 10.99.3.209 External-IP: 10.99.1.209

by

—

AT
hig208.f5jp.local

Interface 1.2
VLAN: Internal
Internal-IP: 10.99.2.208

172.28.15.0/24
THR—UALE

[ — o]
10.99.3.0/24(HA) big209.f5jp.local

Mgmt IP: Interface 1.2

172.28.15.208 VLAN: Internal
Internal-IP: 10.99.2.209

172,.28.15.209

Internal-flo-1P:

10.59.2.253 4 10.99.2.0/24 771 XLAN
10.99.2.254 Internal
)b_g_ RULTITTTTTTECTECERET! CEECETETE (EECEPERRTEITE .,
$ + Active Directory NTP Server: *
10.99.100.254 10.99.100.0/24 : & DNS - 10.99.2.201 -
........................................... . 110.99.2.218
Server 1: Server 2: E Domain: :
:10.99.100.215 10.99.100.217; i corp.f5jp.local
i -Web: 80 - Web: 80
i -S5H:22 -SSH:22 i SDETH ;4
AL ARG —3

. iy

" F 74 LR —h9 14110.99.100.254

BIG-IP fEl® HA (High Availability) VLAN &, TTRAL D Fl /Ny bZEPYERY I H5FHAD VLAN TY, External
1 Internal VLAN 5|3 5L ERETT A HAEA®D VLAN 2 BT 3 EEHELTLET,
Fo T AERKICHELTIE, HAVLAN ZEMLTWET,
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7.3. Active #(big208.f5jp.local)DE

(1) HAVLAN Q& E

|
X3

il

Main]*=a21— —INetwork ] —=TVLANs | CRRESN-EEmNA LIZHBCreate /R4 %L . HA A VLAN %%

ELFEY,

|| oNLINE (ACTIVE)
| standalone

Main

vk Statistics

Tl iop

G Local Traffic

Acceleration

— §
Device Management

52 Network

Interfaces
Routes

SelfIPs

Packet Filters
Trunks
Tunnels

Route Demains
ARP

IPsec

WCCP

System

User: admin
Role linistrator

Network »» VLANs : VLAN List »

General Properties
A = =
Name IED ZRI(ER)ZIEE,
Description I
Tag
Resources
Untagged Available Tagged T .
R—h%BIR,
Interfaces iz i
;}l <<
Configuration: | Basic ol
Source Check -
MTU 1500
sFlow
Polling Interval Default 'I Default Value: 10 seconds

Sampling Rate

Default 'I Default Value: 2048 seconds

Cancel | Repeat I Finished |

(2) HAVLAN O IP %3

Main]A=a21— —INetwork]—lSelf IPs I TR RSN-BEIENE LIZH B Create |/RF %L, HAF VLAN O IP

EERELFT

| onLmE (acTIVE)
| standalone

/v statistics

@ iApp

(39 Local Traffic

Acceleration

—
=
Device Management

£2) Network

Interfaces
Routes

SelfIPs

Packet Filters
Trunks
Tunnels

Route Domaing
VLANS

ARP

IPsec

WCCP

System

Hetwork » SelfIPs .

Log out’

Configuration
Name | Harip " . .
IP Address [10.09.3.208 Al (EEE‘) IP7FLA,
o YT RIS R VLAN £/ FE.
Netmask | 255 255 255.0
VLAM/ Tunnel HA =
Part Lockdown [#itow Defauit TRV A ETOH—E X(SSHIGUI 7H2RE) &5,

Traffic Group

™ Inherit traffic group from current partition / path

[ traffic-group-local-only (non-floating)

[

Cancel Repeat

Finished |
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|| OHLINE (ACTIVE)

] standalone

Network » SelfIPs

£+ 8 IFIP Li
—
[ v
Create
@ Local Traffic | = Name < Application = IP Address = Netmask = VLAMN / Tunnel = Traffic Group | + Partition / Path
T Hedip 10.99.3.208 255.255.256.0 HA traffic-group-local-only  Common
Acceleration
[T external-ip 10991208 2552552550 external traffic-group-local-only Common
Device Management [T internal-ip 10.99.2208 255.255.255.0 internal traffic-group-local-only Common
Delete
@ Hetwork
Interfaces
Routes
SelflPs

Packet Filters
Trunks
Tunnels

Route Domains
WLANS

ARP

IPsec

WCCP

System

(4) &Iz, TMain]*=a1— —[lDevice Management]—TDevices|T. B4 B & :big208.f5jp.local(self)ZEiRL F

admin
Administrator

|| oNLIKE (ACTIVE)

| standalone

Tl aep
F Search
w < Address < Hostname = Version

I- @ big208.15)p.local (Self) 172.28.15208 big208.f5jplocal BIG-IPv11.4.0 (Build 142.0)

() Local Traffic

Acceleration

= .
- Device Management

Overview

I Devices I

Device Groups
Device Trust

Traffic Groups

E2) Network
System

117



(5) TDevice Connectivity | F)LA D A= 1 —Mm 5T ConfigSync1Z#IRL . HAVLAN [ZHEELT= IP 7RL REER
LlUpdate 1Z3BLFET,

H

P 1
| OHLINE (ACTIVE)
5 | standalone

Main

/vy Statistics

b wop

ConfigSync C ion

Local Address | 10003208 (HA) = HA VLAN IZEREL= IP 7K

L REER,

() Local Traffic

Acceleration
Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£5) Network
System

(6) TDevice Connectivity |7 JLA o A=a—h 5l Failover 1%:&RL . TAd IRV E]LET,
e u admin Partition: mﬂm

Administrator

| OHLINE (ACTIVE)
| standalone

Main
/=y Statistics
—
@ iApp
Failover Unicast Configuration
I
) Local Traffic | + Local Address sy

Mo records to display.

Delete

Acceleration

@ Device Management
Failover Multicast Configuration

. ‘ Use Failover Multicast Address | [} Enabled
Devices

Device Groups Update I

Device Trust

Ovenview

Traffic Groups

2 Network
System
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(7) HAVLAN [ZERELT= IP PRLRERIRLET,

tname:

I 'ONLINE (ACTIVE)

5 | standalone

Main Device Management » Devices »» big208.15jp.local
/-7y Statistics

Hew Failover Unicast Addi
iA _— S

Cg v Address: [10.923.208 (H) = HA VLAN [ZERELTZ IP PRLRZEZEIR,
() Local Traffic Port T02s

Acceleralion Cancel | Repeat | Finished

—
23 Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£5) Network
System

(8) TDevice Connectivity [ FILF I A= a—m i Mirroring |%24RL . HAVLAN [Z3§ELT= IP PRLRETS4<7
JIZEELET . FETI A, ZZTIE Secondary &L T, Internal VLAN [Z3EELTz IP PRLRAEERLTULVE
9. &R, TUpdate IZHHLET,

Ti 04 AM (IS R istrator

| OHLINE (ACTIVE)
| standalone

Main Device Management » Devices » big208.15jp.local

3 statistics

@ iApp

Mirroring Coi ion
() Loca Trame Primary Local Mirror Address || [10.923.208 (HA) =] Primary 1=Z(% HA VLAN [2BELE IP PRLREZER,
(1) Acceleration Secondary Local Mirror Addresd | [10.9 2.208 (interm!) =] Secondry [FEE(CZ Tl Internal VLAN Z3E1R),
@ Device Management Update I
Ovenview
Devices

Device Groups
Device Trust

Traffic Groups

2 Network
System

119




7.4. Standby #(big209.f5jp.local) D X E
(1) Active #T® VLAN, Self IP, Devices D& TE LRIFRDEXEZ Standby #IZXLTHITLET,

(2) Standby #IZERFESNTz VLAN [FU T D KSIZHYET,

big209. f5jp.lod Date: May 14 User admin
1

P Tim Rol ministrator

|| oNLINE (ACTIVE)
| standalone

Main Network » VLANs : VLAN List
v [ 5+ VLANList VL
Tl om
Create. I
G Local Traffic | = Name + Application | + Tag \ Untagged Interfaces  Tagged Interfaces | + Partition / Path
C HA 4002 13 Common
Acceleration
[ external 4004 11 Commen
— )
Device Management I internal 4093 12 Comman
Delete.
52 Network
Interfaces
Routes
SelfIPs

Packet Filters
Trunks
Tunnels

Route Demains
VLANs

ARP

IPsec

WCCP

System

(3) Standby #IZERFESNT= Self IP PRLRIFUTDKLSIZHYET,
Hostn L adr;:::lismmr Partition: E _

IP

I 'ONLINE (ACTIVE)
| standalone

Main Network » SelflPs
/el ciatistics 4 ~ SelfIPList
&l o
Create... I
@ Local Traffic | + Name < Application = IP Address | = Netmask < VLAN / Tunnel = Traffic Group | + Partition / Path
C Haip 10.99.3.209 255255255.0 HA traffic-group-local-only Commaon
Acceleration
[T external-ip 10.99.1.209 255.255.255.0 external traffic-group-local-only Comman
@ Device Management (i internal-ip 10892209 2552552550 internal traffic-group-local-only Common
Delete
52 Network
Interfaces
Routes
SelfIPs

Packet Filters
Trunks
Tunnels

Route Domains
VLANS

ARP

IPsec

WCCP

System
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(4) &Iz, Main]*=a1— —TDevice Management |—TDevices]T. B4 B & :big209.f5)p.local(self)ZER L .

Active #£[E1#%(Z. Device Connectivity DEREZFTLVET,
LIF & ConfigSync X7

|| ONLINE (ACTIVE)

| standalone

@ iApp

[ Local Traffic

Acceleration

@ Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£2) Network
System

(5) Failover B3,

Hostnan
IP A

| ONLINE (ACTIVE)
| standalone

Statistics
@ iApp
) Locai Traffic

Acceleration

£ Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£ Network
System

User: admin
dministrator

Device Management »» Devices

1% ~ | Properties

9.f5jp.local

ConfigSync Col ion

‘ Local Address

‘ 10.99.2.209 (HA) b

HA VLAN O IP 7EL R %R,

[Gpoe]

Device Management »» Devices »»

New Failover Unicast Address

big209.15jp.local

Address:

[10.99.3.209 (Ha)

HA VLAN @ IP 7R

LAEER, |

Port.

[ 1026

Cancel | Repeat | Finished |
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(6) Mirroring 5% o

S

ONLINE [ACTIVE)
Standalone

Mirroring Configuration
() Local Tramc Primary Local Mimor Address | [10.993200 (HA) 7| i - —Enca 4o 5 s
Primary [ZI& HA VLAN [ZEEELT= IP TFL RZE:EIR,
Aooeleraﬁoll Secondary Local Mirror Address] | 10.99.2 209 (internal) = Secondry 'i{ff‘é’:(::f'i Internal VLAN é%*ﬂ)o
Device Management Update
Overview
Devices

Device Groups
Device Trust

Traffic Groups

@ Network

System
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7.5. TINM RS ARERTE (Active #:big208.f5jp.local {Ih 5> EHE)

TNARMSRAMEEICT. TRAL T S RBE CIEBEERERUVET,
LAR% (. Active #: big208.f5)p.local MoDH ., HELET .

(1) "mMainj*=a— —IDevice Management|—IDevice Trust]—lPeer List1Z#EIRL . [Add I RFFHLET,
& - o —_- ; . s common >[I

S8 .15 inistrator
)| ONLINE (ACTIVE)
| standalone

Main Device Management » Device Trust : Peer List
=l statistics ¥¥ ~ | Local Domain dentity Peer List
—
Tl wop
Peer Authority Devices
Local Traffic | + Mame + Hostname | = Serial Number | = MAC Address

No records to display.

Delete

Acceleration

=] Device Management

Querview
Devices

Device Groups

Traffic Groups

£2) Network
System

(2) Standby ##:big209.f5jp.local @ IP 7L AEEHEE ID(Admin)&/ SR T —FEHEELFET . [Retrieve Device
Information |I7RAZEILET,

| OHLINE (ACTIVE)
| standalone

Main Device Management » Device Trust : Peer List
/vy Statistics
Remote Device C
iAj
E PP Device IP Address 10.99.2.209 St db *g%a) P 7}3|/Z7é *‘:"""L
andby fEEL.

Local Traffic ministrator Username admin N . N ° -
foministstort 2 EEEI—FZAIMINBLVZD/SRT—FEEELET .
Acceleration Administrator Password asane

&= Device Management cance] |_Retrieve Device Information

Overview

Devices
Device Groups
Device Trust

Traffic Groups

£2) Network
System
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(3) Standby # big209.f5jp.local DFEAEFHRMN FRRINFET , [Finished IRFEML TR T

|| OHLIKE (ACTIVE)

| standalone

Statistics
(b aop

() Local Traffic

Acceleration

Device Management » Device Trus

Remote Device Credentials

LEY,

Log out

: Peer List

Device IP Address

Administrator Username

Administrator Password

10.99.2.200
admin
LT

Device Management Device Certificate
_ IC=—
Overview ST IST=WAIL=Seattle/0=MyCompany/OU=MyOrg/CN=localhost localdomainfemailAddress=root@localhost localdomain
Devices Management IP Address 10.99.2.209
Device Groups Expiration [0 Sun May 11 15:32:09 JST 2023
Device Trust Serial Number fe80b0d2c536a703
Signed Yes

Traffic Groups

SHA-1 0fb44f89bal5a199265af3ap97bb2c399a05770

@ Hetwork MD5

System

2e801a16¢1fb1a34767d68422¢155M4

Device Properties

I Mame | I big209.15]p.local

cancel| Finished

(4) RBEINF=TNARELTEFSNI-KETT,

Ma: U admin

dministrator

Identity

al Domain

_Add. |

| “ MAC Address

Peer Authority Devices
. | + Mame
T big209 fBjp.local

Delete

“ Hostname + Serial Number

() Local Traffic

Acceleration

g Device Management

big209.f5jp.local 564d7ba2-82cE-1509-0cE88cbeb1al 0.c20bebial

Ovenview
Devices
Device Groups
Device Trust

Traffic Groups

£2) Network
System
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(5) TDevice Management]—TDevices | TR %&. (self)[2hNZ . Standby # : big209.f5jp.local £ R TSN FET,
(::liﬁﬁicﬂ)ﬁ'@?o )

stname:  bi al

|| OHLIKE (ACTIVE)
| in sync
Device Management » De
Statistics 25 -  Device List
[——
b wop
F Search
@ Local Traffic [~ status | =~ Name + Address + Hostname < \ersion
@ big208.15)p.local (Self) 172.28.15.208 Dbig208.fojplocal BIG-IP v11.4.0 (Build 142.0)
Acceleration
= big209.15)p.local 172.28.15.209 big209 f5jp.local BIG-IP v11.4.0 (Build 142.0)

Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£5) Network
System
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7.6. TINMRTIL—TDEHRTE

TINART V=T TNA RS AN TEERERERALZEBOR T, EORBBTRRIEZITOINDIEETT,

TINARARSAME BIG-IPX3 BLLETHEMT S LLARET. AKX, (DEQR)TRRILZITL. 2)&B)FarT
TREADAITS, EWVSHEENRRELH>TVET  COMAEDOEET NIRRT IL—TTHRELET .

2B TRAREEMIBERITNARTN—TOHAHEHEYERBITILERIHYELAL, REFBETT,

(1) T

5

Main]*=a1— —TDevice Management]—IDevice Groupslhb., T/INA R IL—TEERLET,
. Parttion: [

User: admin
Role: Administrator

big208. 5ip.Jo Date: 14
& Tim AN

—
Log out

| ONLINE (ACTIVE)
) in Sync

Main Device Management » Device Groups » Hew Device Group...
/vy Statistics
. General Properties
Sy Al =
=] Name [ Device-Group-001 BEI(ER)ZERTE
=
Local Traffic Group Type Sync-Failover ¥ rsynC'Fa"OVerJ’EE*Ro
-,
@ Acceleration Description
Device Management Configuration: |Basic =
Includes Available
Overview
/Common —_ = —o s / . .
Devices Members Dig208.1oip.local il J'LE“:%‘{T?T/ \’fZ(E NEEEE {l\)%lg*ﬂo
Device Groups
Device Trust § Y
Network Failover e YR D) =74 )LA—/ \E{TOG)—C\ FIvP,
Traffic Groups
Automatic Sync [mi
) Network Full Sync (|
o Cancel I Repe: Finished
ystem

(2) TINART IW—ThELNT-KEETT,

big208. f5ip.lo ) 4 L min
3 dministrator

Hostname:
I

|| OHLINE (STANDBY)
Awaiting Initial Sync

f5

Main Device Management »» Device Groups

% ~ Device Group List

vl Statistics

iAPD

() Local Traffic

Create.

+ ConfigSync | ConfigSync Status |Members

3 Search
| « Group Name
[T Device-Group-001 (Includes Self)

Delete... I

* Type

Sync-Failover Manual Awaiting Initial Sync 2

(¢ 24) Acceleration

&= Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

£2) Network
System
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7.7. S99 V—TDERE

FSO490 0 N—TE. TINART V=T RTHBET 2L T INDEETT,
FI2. Virtual Server &£ A IP(Floating IP)ABSNS 74999 IL—TF DA TSI+ TY,

['Main | *=a1— —[Device Management |—Traffic Groups |ZHEELET

(1) T74ILET. [Traffic-group-11EWVWVSEBTDMS T4 99T L—THRFEELTVET,
LIF%. Z O Traffic-group-1 [ZxfL T, Floating IP &1 Virtual Server #E|H4TTWVEET,

|| OHLINE (STANDBY)
5 Awaiting Initial Sync

Main Device Management » Traffic Groups

vy Statistics

Tl wop

% ~ Traffic Group List
———

Failover Status
) Local Trarfic Status STANDBY
Bummary 1/1 standby
Acceleration
Details
=
=) :
Device Management F Search
Qverview 4+ Name | < Current Device | < Mext Active Device | = Failover Objects | < HA Load Factor | < Partition / Path
Devices i traffic-group-1 big209.f5jp.local big208.f5jp.local (Selfy 3 1 Common
— =] N
Device Groups _Fofce to Standby... | Delete.. FTIFISDES T4 IL—T
Device Trust
I Traffic Groups I
£2) Network
System
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(2) Internal VLAN {80 £ IP(Floating IP)ZBMEZELE T,

Floating IP I&. Active #4 > BFIC Standby #M5|E#C. BHIZERESNTZ IP PRLX(Self IP)EIELET .
EH—NIE. D IPTRLRETIHILMNT—b Iz AIZ3EE T HTET. Active/Standby DYJYEHYFEAERFICH. B
EIEEZBRATEEY,

Main]A*=a1— —TNetwork]—lSelf IPs ISR ELET,

CC T, Traffic-group-1 Z:E R T HZET. TDRS T4 0T IL—TIZBSEET,

Hi - Daf

| ONLINE (STANDBY)
|| changes Pending

Network »» SelfIPs »» New Self IP...

/el statistics
- Configuration
iApp Name | internal-flo-ip % 'ﬁ"f]({} %)EE&E o
B Local Tratfic IP Address | 10.99.2.253 20—T42%5 IP PRLAEERTE,
(7 34) Acceleration Netmask | 285.285.285.0 HIRyhTRIEEE,
&) Devico Management VLAN [ Tunnel [internal =l VLAN %5&3R,
S vewore Port Lockdown | Allow Default Z0 IP 7FDZJ:(D'H‘-EZ(SSH/GU| %)EE{FEJ'O
© S — [~ Inherit traffic group from current partition / path )
Interfaces ’ [vaffic-group-1 (Toating) = ltraffic-group-11%:#iR,
Routes
Cancel | Repeat I Finished
SelfIPs

Packet Filters
Trunks
Tunnels

Route Domains
VLANS

ARP

IPsec

System
(3) External VLAN il # A IP(Floating IP)£:EBMEEELET .

I 'ONLINE (STAHDBEY)
|| Changes Pending

Network »» SelfIPs »; New Self IP...

/vy Statistics
. Configuration
e Name | external-flo-ip % ﬁﬁ(ﬁE:%‘)%gQEO
B Local Trafic IP Address [1099.1253 JA—T42%5 IP TRLRERTE,
(73) hccseratin Neimask [man D AU YRR
@ Device Management VLAN / Tunnel |ex‘Iema\ j VLAN éig*ﬂo
‘@ Port Lockdown |N\owNone ;10) IP TF\I/XJ:G)-U-_I:\‘X(SSH/GU %)é{%ﬂ:o
Hetwork
[ Inherit traffic group fram current partition / path . N
Interfaces MELBEETD [traffic-graup-1 (floating) =1 rtraﬁlc-group-lj EE?RO
Routes
Cancel | Repeat | Finished |
SelfIPs

Packet Filters
Trunks
Tunnels

Route Demains
VLANs

ARP

IPsec

WCCP

System
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(4) TMainj*=a——TLocal Traffic]—TVirtual Servers1—T[Virtual Address List1Z:&RLET
Z M Properties O Traffic Group T, ltraffic-group-1 1A RIS TS EEFERLE T,
= :”.‘ :E'Em . T a‘:r:w":lzlstrat-:r F'artitu::n'w

i

| ONLINE (STANDBY)
|| changes Pending

Local Traffic » Virtual Servers : Virtual Address List »» 10.99.111.101

1+ ~ Properties
—

/= statistics

@ iApp

General Properties

G Local Traffic Name 10.99.111.101
Network Map Partition / Path Common
Address 10.99.111.101
Virtual Servers r—

- [™ Inherit traffic group from current partition / path 5 N _ =3
Policies Traffic Group |traﬁc—gmup»1 Toating) d rtrafnc-group-lJ b\g?Réh—CL\é;téﬁinc\o
Profiles

Availability @
iRules
State Enabled =
Pools
Auto Delete 2
Modes
Monitors Configuration
Traffic Class Advertise Route [when anyvirtual server is available x|
Address Translation Connection Limit 0
DNS Express Zones ARP ¥ Enabled
DN& Caches ICMP Echo ¥ Enabled
Route Advertisement -

Acceleration

— :
Device Management

£ Network
System

Update | Delete I

(5) MainiA=a——TDevice Management1— I Traffic Groups|® Traffic-group-1 %4%')w%—TFailover Objects |
ATHED)VILT P EEHERTDE. TN A—N—F TP IMEIUT D KSITHE>TVET,
| E Partition: Eﬂm!

| OHLINE (STANDBY)
|| changes Pending

Main Device Management » Traffic Groups :» traffic-group-1

Failover Obje

3 statistics

@ e F Search

ﬁ:fl Local Traffic + MName < Address = Type < Partition / Path
1099111101 1099111101 Virual Address Common
Acceleration
external-flo-ip 10.99.1.253 SelfIP Commaon
== Device Management intemnal-flo-ip 10992253  Seff P Common
Ovenview
Devices

Device Groups

Device Trust

Traffic Groups

2 Network
System
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7.8. ConfigSync

Active # :big208.f5jp.local [CD&IZ1To1=E% E % . Standby #% : big209.f5jp.local [ZEHAF S 1= (. ConfigSync
Z1TLEY,

(1) TMainijA*=a——TDevice Management|—lOverview % ERLFET,

e #(Big208.f5jp.local)Z#RL . [Sync|/RAVERT LT, AV T« RPN ITHONET,
ml: : D Ma: s, L admin Partition w P

;. Administrator

(&l aen
Device Groups
@ Local Traffic + Name ~ Sync Status + Number of Devices + Device Group Type + 8ync Type
ST Device-Group-001 (' Changes Pending 2 Sync-Failover Manual
Device Management Sync Summary Status  Changes Pending
Summary Changes pending
Overview Details Recommended action: Synchronize big208.15jp.local to group Device-Group-001
Devices
Devices Show Advanced View
Device Gi
eulce Bloups * HAStaius |~ Name + gync Stalus < Configuration Time
Device Trust ~
I @ big208 f5jp.local (Self) ' Awaiting initial Sync with Changes Pending 51312013 11:31:113 7 U ‘y7 ° I
Traffic G
ratlic Groups @ big209.f5jp.local @ Awaiting Initial Sync novalue set
@ Rl oK Sync Options
& .
Sz Sync Device to Group
' Sync Group to Device
™ Overwrite Configuration
Syne

(2) LIED<HEDE, I

Hostname:  big208.15ip.local Ma

dre:

! NNILINF (STANDBY)
f |l in sync
Main Device Management » Overy
/vy Statistics
Tl wop
Device Groups
@ Local Traffic + Name | - Sync Status < Number of Devices + Device Group Type 4 Sync Type
Acceleration Device-Group-001 I Q@ I 2 Sync-Failover Manual
Sync Summary Status  In Sync

= )
- Device Management
Summary All devices in the device group are in sync

Overview Details
Devices Devices Show Advanced View
Device Groups “ HA Status | - Name |+ syme Staus = Configuration Time
Device Trust Sl big208.15jp.local (Self) Q 51302013 11:31:13
Traffic Groups =) big209 15jp_local Q@ 5(13/2013 11:31:13
£ Metwork sync Options
® Sync Device to Grou
System 4 i
 Sync Group to Device

™ overwrite Co nfiguration

Sync
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7.9. Traffic-group-1 DB EERTE

TIAILLTIE, BE IP PRLRAREDKELMEZIFDEH DA Traffic-group-1 @ Active #IZEYET,
L1=m>T. KM TIE. Standby IZL1=L #4328 : big209.f5jp.local AT D Traffic-group-1 M Active EHE>TWVET,

LAF%. Active #(ZL71=U 425 : big208.f5)p.local A% Traffic-group-1 @ Active [ZH5KSIZHRELET .

(1) big209.f5jp.local ~#EL . [Main] A*=z1——TDevice Management]— [ Traffic Groups 1A' Traffic-group-1
#:#iRL . lForce to Standy J/R2ZHLET,

LINE (ACTIVE)
Sync

Main i traffic-group-1

vy Statistics

Tl wop

General Properties

Local Traffic Name traffic-group-1
Partition Common
Acceleration
Description | |
@ B Current Device big208 15)p local (Self)
Overview Mext Active Device big208 fajp.local

Devices HA Load Factor 1
Device Groups MAC Masquerade Address

Device Trust Auto Failback I~ Enabled
Traffic Groups — Available
£2) Network big208f5iplocal =<
Failover Order big209.15jp.local

=

/Common ’

System
_p| Down|

Floating Yes

Updatel Cancel | Deletq Force to Standby |
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(2) ZD#EE . big209.f5jp.local A% Standby [ZiEYFET,

| OHLINE (STANDBY)
| In Sync

Device Management » Traffic Groups

% ~ Traffic Group Li

(b aop

Failover Status
() Local Traffic Status STANDBY
Summary 1i1 standby
Acceleration
Details

Device Management r Search Create

Overview | ~ Name | < Current Device | + Mext Active Device | = Failover Objects | + HA Load Factor | < Partition / Path
Devices i traffic-group-1 big208.fBjp.local big209.f5jp.local (Selfy 3 1 Commaon
Device Groups Force to Standby. Delete.

Device Trust

Traffic Groups

£5) Network
System

(3) big208.f5jp.local [& Active IZHEYETF

: Wa admin

istrator

Device Management »» Traffic Groups

roup Li:

Failover Status
) Local Traffic Status ACTIVE
Summary 1i1 active
Acceleration
Details active for /ICommonfrafic-group-1

Device Management I,, Search

Overview | « Name | + Current Device + Mext Active Device | = Failover Objects | + HA Load Factor | < Partition / Path
Devices T traffic-group-1 big208.f5jp.lacal (Self) big209.f/5jp.local 3 1 Common
Device Groups Force to Standby. Delete.
Device Trust
Traffic Groups

£ Network

System

UETRRIEREFIEOYTT,
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7.10. 9547 PC DT OEA

54Tk PC hhis, BFELT= Virtual Server AD R YR T —OF O ANTE T BT EEHELET,

5

F5 Networks
TFaFodTy

2-H—F
ftest1001

=
fu}
[

HBEIL, F5 NetworksB3 77 2015 34 TUE T, © 19992013 FS5 Networks. Al rights reserved.
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8. HhVYIC

HEAKIE APM b7y FIZBEL TR U ETR T ELGYET,

BIG-IP V) —XBERESAF YT IZENWTIF VIR IITED 21— ILSA BV RAEEBMTHIET, Y—/NAFRHE
FEBAADZE, LEERSEPRYNT—IT7AT oA —ILEEEE. Web 7TV —2a0 D747 04— ILIRER

ETIVr—2av 70t RERBILT HADEHEHENERATEDLLIITAYES,
I3 ETE WEB YA MM TIHER WA BATICEBLEHEEEL,

<F5 &y, J—H X WEB YA DB >

F5 RYRT—O RO\ BT A+
http://www.f5networks.co.jp/

F5 Tech Depot: T2 =7 [+ 8 GBEHEF R Y A+
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